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Preface

Wireless and mobile telemedicine has drawn attention from health care providers 
and recipients, governments, industry, and re searchers. Th ou gh various practices 
have been exercised, the realization of telemedicine depends on advances in com-
puting and networking techniques. In recent decades technological development in 
computing and networking has largely made the delivery of health services, includ-
ing m edical d iagnosis a nd pat ient c are, p ossible f rom a d istance. M any f unded 
projects have evaluated the use of communications technology in the implementa-
tion and performance of telemedicine activities, and examined the impact of tele-
medicine on medical care in terms of cost, quality, and access. Telemedicine has 
become a growing new interdisciplinary fi eld, which will eventually contribute to 
improving the quality of health care for everyone. However, successful implemen-
tation of this vision depends not only on innovative telemedicine applications but 
also networking and computing technical readiness. Furthermore, many ethical, 
social, and political problems arising in telemedicine need technical solutions.

Th is b ook s tudies c omputing a nd n etworking p roblems w hich a rise f rom 
 wireless and mobile telemedicine. It is a contribution of many prominent research-
ers working on the telemedicine fi eld around the world. Th e book is divided into 
six parts: patient care and monitoring, cardiology, diabetes, security and privacy in 
telemedicine, networking support, and opportunities and challenges, including 20 
chapters on a wide range of topics associated with novel telemedicine applications 
and pertinent networking and computing techniques. Th e book will shed light on 
future research of these areas. Th is book will serve as a good reference for research-
ers to know the state of the art and to discover uncovered territory and develop new 
applications, especially from a networking and computing perspective.
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Th is chapter describes the motivation for personal supervision and a larming sys-
tems, t he v ital pa rameters to b e measured, a nd t he  wearable a nd environmental 
sensors required. Such systems are found to be suitable for the supervision of elderly 
people, outpatients, high-risk populations (i.e., cured cardiac patients), and health-
conscious people. Th re e diff erent solutions are discussed and assessed.

Th e fusion of these approaches is proposed for working out an  optimal  solution 
based o n a so phisticated w rist we arable de vice  measuring v ital pa rameters fo r 
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supervision but not diagnostic. Th e wrist device is  supported by a m inimal envi-
ronmental installation.

1.1 Introduction
Nowadays in the Western world, more and more elderly people live in their own 
households and without any relatives in their vicinity. Although their physical  fi tness is 
continuously decreasing, they want to keep their personal autonomy and want to stay 
in their own environment as long as possible without sacrifi cing their medical safety.

Moreover, post -operative i ntensive c are i n h ospitals i s m inimized a s m uch 
as  possible to reduce overall health costs, thus causing an increase in hospital 
 outpatients. Additionally, the general population of high-risk patients (e.g., those 
exhibiting a cardiac defi ciency) is becoming larger and larger.

To support all these groups in their daily life and to improve their personal well-
being at re asonable cost, personal supervision and alarming devices can fi ll a g ap 
to a lert re latives or activate neighborhood or emergency medical s ervices (EMS) 
early enough in case of a medical incident. Such personal devices can replace part 
of the capabilities of a nurse or a caring family member in the same household—the 
 automated version that can identify a medical condition and trigger help.

Apart f rom t he o bvious so ciety b enefi t, al so f rom a  c ommercial p erspective 
such devices are very interesting: the target groups present a si gnifi cant emerging 
market. However, it is not a single mass market because the required solutions are 
still specifi c to the environment and the target group. Th erefore this fact also opens 
business opportunities for niche players and small- and medium-size enterprises.

Th is chapter describes sensor technologies suitable for integration into personal 
supervision and alarming wrist devices, and location and networking technologies 
required. We present e xamples of t he medical approach of t he A MON re search 
project and the network approach of the EMERGE research project, and we  propose 
a fusion approach of both solutions.1,2

Cost–benefi t c alculations a re not i ncluded i n t his c hapter b ecause t hey very 
much dep end on u sage a nd t he rei mbursement o f i nsurances; a lso de scriptions, 
requirements, and examples for corresponding infrastructures such as telemedicine 
 centers can be found elsewhere.

1.2  Target Groups and Suitable Parameters to 
Be Measured

Th e u ser g roup o f p ersonal su pervision a nd a larming de vices i s f ar f rom b eing 
homogeneous. In order to identify their requirements, this section defi nes typical 
target applications, their purpose, and the vital parameters to be measured. Also, 
we present general design guidelines for wearable devices.
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1.2.1 Target Groups
For the purpose of this chapter, we divide the target groups into:

Elderly person surveillance
Post-trauma care
Personal health devices

Th e requirements of these groups are described in the following subsections.

1.2.1.1 Elderly Person Surveillance

A lot o f e lderly p eople would l ike to l ive i n a s elf-determined way i n a f amiliar 
 environment as long as possible. As long as a person is not living alone, the elderly 
supervise each other constantly and therefore are not ready for technical  supervision. 
But as soon as a person is living alone at home or even in a managed care facility, 
an automated alarm system* at least is strongly recommended.

For elderly people not visited daily by relatives or neighbors further supervision 
of d rinking, e ating, mobility, a nd medication should be performed to re cognize 
typical problems early.

In a ddition, a ny p eople h aving c ertain h ealth p roblems sh all b e su pervised 
 specifi cally, i.e., regular ECG and/or blood pressure measurements as described in 
the further subsections.

1.2.1.2 Post-Trauma Care

People o ften h ave to s tay i n h ospital fo r su pervision o nly. H ealth c osts c an b e 
reduced if these people could be released to go home or even to work, provided they 
could wear the required supervision and alarming equipment. Such equipment has 
to provide medical measurements comparable to hospital standard, which is really 
a challenge.

High-risk populations such a s c ardiac pat ients a fter suc cessful convalescence 
should be supervised with the same devices. A n example for this target group i s 
described in Section 1.0.

* An autom ated a larm s ystem autom atically a lerts a c are g iver, re lative, or t he E MS o n t he 
suspicion that something may be wrong.3 Th ese systems can continuously monitor variables 
sensitive to c hanges in functional health status and behavior. Th ey generate an alarm when 
signifi cant changes are observed. Th ey can be as simple as consisting of combined movement 
detectors o nly. Wi th a n i ntelligent d ecision-support s ystem u sing robu st a lgorithms, f alse 
alarms are unlikely. Th ese systems are most likely fully integrated within a home network.

•
•
•
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1.2.1.3 Personal Health Devices

People i nterested i n c ontinuous su pervising o f t heir h ealth a re p ossibly a t hird 
 target group. Th eir requirements are lower than those of the other groups, because 
they neither require an excellent alarming system nor medical-grade measurements. 
Th eir focus is rather on unobtrusive devices with many features. Typical examples 
are pulse watches such as the well-known Polar heart rate monitors.

1.2.2 Vital Parameters to Be Measured
Th e following vital parameters are assessed for supervision of the target groups.

1.2.2.1 Pulse and Heart Rhythm

Measuring t he pulse c an g ive very i mportant i nformation a bout t he health o f a 
person. Any deviation from normal heart rate can indicate a medical condition. Fast 
pulse may signal the presence of an infection or dehydration.4 In emergency situa-
tions, the pulse rate can help determine if the patient’s heart is pumping and allows 
detecting a cardiac arrest immediately. Furthermore, pulse measurement during or 
immediately after exercise can give information about the fi tness level and the health 
of a person. A pulse measurement shall be provided for all three target groups.

ECG-type te chniques a dditionally a llow m easuring t he R– R i nterval ( peak-
to-peak t ime in ECG) and provide better supervision because a rrhythmias show 
cardiac problems that are not recognized with pulse measurements. However, the 
rhythm is usually only required for post-trauma care and often a n oncontinuous 
measurement is suffi  cient.

1.2.2.2 Movement/Fall

Movement supervision is very important for an automatic alarm device. It enables 
the device to recognize a fall or a situation where the patient is helpless, and calls for 
assistance without user intervention. Th is supervision capability is required espe-
cially for elderly people surveillance.

1.2.2.3 Temperature

Of medical relevance is the body (core) temperature, but because fever is  usually 
only an additional medical sign, it is not very important. Body temperature 
 measurement is not required for any of the target groups.

It i s m uch e asier fo r a de vice to m easure t he sk in tem perature, a m ixture 
between body temperature a nd environment temperature. Th e sk in temperature 
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has no medical value but provides a context for the other vital sensors required, e.g., 
for temperature compensation.

1.2.2.4 Skin Humidity

Skin humidity is hardly measured by medical people but according to t he Mayo 
Clinic,5 it would be a good parameter to monitor the (de-)hydration of people and 
would therefore be recommended for the supervision of elderly  people. However, the 
physicians within the EMERGE2 project do not support this recommendation.

1.2.2.5 Blood Pressure

High blood pressure increases t he r isk of heart f ailure, heart at tack, s troke, a nd 
 kidney f ailure. F or p eople w ho h ave h igh b lood p ressure, t his te st i s a w ay o f 
 monitoring the eff ectiveness of medications and dietary modifi cations.4

Low b lood p ressure m ay b e a si gn o f a va riety o f i llnesses, i ncluding h eart 
 failure, infection, gland disorders, and dehydration.

Repeated measurements a re important. A si ngle h igh measurement does not 
necessarily mean that the patient has a high blood pressure condition. On the other 
hand, a si ngle normal measurement does not mean that the pat ient has no such 
condition.

Blood pressure readings taken at home can provide important information to 
the doctor. Such readings may be a b etter measure of the current blood pressure 
than those taken at the doctor’s offi  ce where people are known to become nervous 
(“white-coat hypertension”), resulting in higher readings than normal.

Continuous blood pressure measurement i s recommended for ca rdiac outpa-
tients but noncontinuous measurements a re su ffi  cient a nd su itable fo r a ll t arget 
groups.

1.2.2.6 Pulse Wave Velocity (PWV)

Th e pressure pulse travels much faster than the blood itself. PW V describes how 
quickly a blood pressure pulse travels from one point to another in the human body. 
Th e time diff erence between these two locations is known as the pulse  transit time 
(PTT). PW V i s t ypically measured between t he c arotid a nd t he femoral a rtery. 
Atherosclerosis causes the arterial walls to become thicker and harder, and narrows 
the arterial lumen. Th e increased infl exibility of the arterial walls increases PWV, 
because the energy of t he blood pressure pulse c annot be s tored in a n infl exible 
wall. PWV can be used as an index of arterial distensibility.

In terms of medical diagnosis, PW V is a h ighly interesting subject because it 
provides an estimate of the condition of the cardiovascular system based on a large 
area of the human body.
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Furthermore, as blood pressure is essentially sensitive on the pulse wave veloc-
ity, the velocity pulse, and the arterial d iameter, it can be calculated f rom PW V 
after an individual initial calibration by means of a standard blood pressure meter.

1.2.2.7 Blood Oxygen Saturation (SpO2)

Th e SpO2 measurement is routinely used for patient supervision as well as supervi-
sion during surgery. An SpO2 monitor i s a n e asily i nstallable de vice t hat c an be 
used by rescue teams for patient survey or even triage.6 Although the measurement 
provides an easy installable pulse measurement as well as supervision of the oxygen 
saturation during surgery, the main problem is that the sensor itself requires super-
vision to ensure proper installation to avoid false readings and alarms. Th ere fore, 
continuous SpO2 measurement is only recommended for post-trauma care.

1.2.2.8 Electrocardiogram (ECG)

An ECG is very useful in determining whether a person has heart disease. If a per-
son has chest pain or palpitations, an ECG is helpful in determining if the heart is 
beating normally. If a person is on medications that may aff ect the heart or if the 
patient is on a pacemaker, an ECG can readily determine the immediate eff ects of 
changes in activity or medication levels. Some heart conditions are not detectable 
all the time, and others may never produce any specifi c ECG changes. A person who 
suspects heart disease or has had a heart attack may need more than one ECG.4

For c ardiac o utpatients a s we ll a s l ong-term m easurements fo r h eart d isease 
investigations, ECG m easurement i s re quired c ontinuously. F or a ll o ther t arget 
groups, no ECG is required.

1.2.2.9 Blood Values

Blood values such as glucose concentration and others are only required for specifi c 
patients. Th ese values ca n hardly be measured without ta king blood samples or 
other (semi-)invasive techniques. Noninvasive measurement7 methods are still sub-
ject to further research and development and are therefore not further considered 
in this chapter.

1.2.3  Design Guidelines and Challenges of 
Wrist Wearable Devices

Th e d eveloper of  we arable me dical d evices ( WMD),8 compared to stationary 
 equipment, has to take additional user requirements into account. Also, instead of 
fi rst designing a functional prototype and then making it wearable, both tasks need 
to be tackled concurrently, in order to avoid costly redesigns.
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Small and lightweight: To suit the size of a forearm, typical dimensions would be 
about 60 × 50 × 15 mm.9 Th erefore, the inner dimensions are fi xed and volume/
weight restrictions apply. Th ese restrictions require mechanical and electrical 
co-design throughout development. Th e W MD needs to b e  unobtrusive in 
order to be worn as a daily accessory without looking like a medical device.

Low power: Power is required for at least one working day without recharging. 
For an application with very low power consumption, a p rimary bat tery i s 
suitable. Otherwise, a secondary/rechargeable accumulator is required.

Life c ycle: High reliability and a m inimum four-year fi eld l ife a re necessary in 
order to be eligible for possible reimbursement by health insurance plans.

Housing: Th e device needs to be shockproof and must be biocompatible where 
exposed to the user.

Input–output connection: If a plug and socket are chosen for input–output, there 
are mechanical issues and relatively large and expensive hardware is required. 
If wireless connections (see Section 1.3.4) are used, they will require much 
more power, contradicting the above-mentioned low power postulation.

Sensors: Novel applications depend on new sensor concepts, which cannot  easily 
be integrated into standard electronics or housings. Also, where direct physi-
cal contact with the user is required, biocompatibility issues may infl uence 
the sensor principles and signal post-processing.

Sensor technologies and the suitable approaches for integration are analyzed in 
the following section.

1.3 Technologies for Wrist Wearable Devices
Th e user shall wear one device that incorporates the required and feasible sensors. 
Other sensors shall be attached to this device or to the infrastructure. Th e preferred 
embodiment of this device is a watch-like device that can be worn day and night. 
Th is device is also responsible for communication with any room installation.

Besides v ital pa rameters, m ovement a nd l ocation o f a p erson sh all a lso b e 
 supervised in order to detect emergency situations.

1.3.1 Sensors to Be Integrated into Wrist Wearable Devices

1.3.1.1 Pulse

State-of-the-art pulse measurement methods are

ECG-type techniques
Transmissive PPG (photoplethysmography) on ear, fi nger, or foot, refl ective 
PPG on the forehead
Pulse detection during oscillometric blood pressure measurement

•
•

•
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Because a ll t he a bove m ethods h ave t heir d isadvantages, a lternative m ethods 
such as using a re fl ective PPG on the wrist or capacitive or pressure sensor-based 
approaches should be investigated and research eff ort invested in order to develop a 
sensor technology that can be integrated into a wrist device.

1.3.1.1.1 ECG-Type Technique

Sensors for measuring heart activity continuously (such as Polar heart rate  monitors) 
are b uilt i nto s eparate c hest-worn b elts o r i ntegrated i nto a sh irt. Th is s hall b e 
avoided for a ll applications but for cardiac outpatients. A f urther d isadvantage i s 
that even if the electrical signal for the heart is present the heart might no longer or 
only insuffi  ciently transport the blood. Th is can only be detected by measuring the 
pulse that is not present or weak. Th is failure is not detected with the ECG-type 
technique. However, the ECG measurement technique can be used for heart rate 
measurement on demand by pressing a fi nger of the other hand onto a wrist device. 
Th is approach is not recommended for integration into a wrist device.

1.3.1.1.2 Photoplethysmography (PPG)

Th e c ommercially ava ilable de vices re quire a n o ptical m easurement at t he e ar 
lobe (www.sentec.ch, www.csem.ch), a  fi nger clip (ChipOx module from www. 
corescience.de, www.spo-medical.com, and others), or the measurement might be 
integrated into a fi nger ring (MIT9). All successful devices use the transmission PPG 
confi guration (left side of Figure 1.1).

1.3.1.1.3 Oscillometric Blood Pressure Measurement

During osci llometric b lood p ressure measurement by means o f a c uff , provided 
by Omron and other manufacturers, the pulse i s a lso measured. However, these 
devices are intended for periodic use and not for continuous wear. Further, suffi  cient 
 battery power is required (11 mAh per measurements for pump and valve) to pump 

Detector

Emitter Emitter    Detector

Light LightBlood
Vessel

Figure 1.1 Transmissive versus refl ective PPG measurement for pulse and 
oxygen saturation.
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up the cuff  for blood pressure measurement. Th is technique is not  recommended 
for integration into a wrist device because an obstructive cuff  is required.

1.3.1.1.4 Capacitive or Pressure Sensor-Based

In order to integrate a pulse measurement into a wrist device using minimum power, 
the m ost p romising ap proaches a re p iezoelectric p ressure s ensors a nd c apacitive 
pulse measurements quite similar to the pressure sensor approach. Th es e approaches 
demonstrated promising results in prototype pre-tests but they also showed that the 
signal-to-noise ratio and the sensor placement are very critical.

1.3.1.2 Movement/Fall

Fall detection is provided by several commercial devices. Th e only known approach 
at the wrist is a research device of ETH10. According to their fi ndings, fall detection 
cannot be 100% warranted because it causes too many false alarms (e.g., hits of the 
arm on a table). Th is sensor requires further research in order to identify positively 
a situation in which a person is rendered helpless. Th e most diffi  cult situations to 
detect are faints, falls against a wall, and unconscious and seated, as illustrated in 
Figure 1.2.

1.3.1.3 Skin Temperature

Skin tem perature m easurement c an e asily b e i ntegrated i nto a w rist de vice b y 
means of analog or d igital off -the-shelf t emperature se nsors. To d o so , a  good  
thermal pat h b etween t he sk in a nd t he s ensor h as to b e en sured t hrough t he 
enclosure. However, as skin temperature is diff erent from body temperature, this 
information can be used only to recognize if the device is worn.

Faint Fall Against the Wall 
A B C 

Unconscious and Seated

Figure 1.2 Diffi cult-to-detect fall situations. (Source: Noury, N., Barralon, P., 
Virone, G., Boissy, P., Hamel, M., and Rumeau, P., A smart sensor based on 
rules and its evaluation in daily routines, Proceedings of the IEEE EMBS 2003. 
With permission.)
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1.3.1.4 Skin Humidity

Skin humidity can be estimated by electrical sk in impedance spectroscopy.12 Th e 
measurement f requencies r ange f rom 10 Hz to 5 M Hz w ith a d riven current of 
1 uA to 5 mA. However, most approaches use 1 to 1000 kHz with a current below 
1 mA. Th e frequency selection depends on the target to be measured. In Martin-
sen, Grimness, and Haug13 it is found that the impedance measured mainly refl ects 
the stratum corneum at l ow f requencies, in this case below 1 k Hz, and that the 
viable skin dominates at higher frequencies. At 1 MHz the stratum corneum only 
accounts for 5.4% of the measured impedance.

Th e u sed el ectrodes a re e ither one c oncentric ri ng el ectrodes13 or  a  f our-point 
measurement with two driving electrodes and two measurement electrodes.

1.3.2 Location
In outdoor environments, we c an obtain precise location information r anging f rom 
1 to 1 0 m f rom GPS (global positioning system) but only at t he price of signifi cant 
power consumption.* But with GPS alone, only self-location is possible. For location by 
emergency personnel, this information then needs to be transmitted.

1.3.2.1 Indoor Location

For indoor location, GPS availability is limited. Besides intelligent (sensor-equipped) 
carpets, the following common transmission technologies can be used:

Ultrasonic
Infrared
Microwave
RF

Th e transmission-based technologies (RF) are all active technologies requiring 
the user to wear a device. A completely diff erent technology to be mentioned is the 
use of cameras.

1.3.2.1.1 Passive Infrared (PIR) Motion Detection Sensors

Infrared systems rely on the user taking explicit actions to identify their presence. 
Th e sensor measures the changes in the received infrared signal radiated from every 
human being a s we ll a s a nimals. Th ese s ensors a re very i nexpensive but u sually 
require movements, at least small ones, and they often detect pets, too.

* 3 mAh for one position per minute and 35 mAh for one position per second based on the u-
blox LEA 4A module.

•
•
•
•
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A usual range is around 10 m, but the covering area cannot be well adjusted. 
Wireless ZigBee PIR sensors are available.

1.3.2.1.2 Microwave Motion Detection Sensor

Microwave sensors are usually based on Doppler shift radar technology in order to 
detect movements. Th e required movements can be as small as 6 mm per sec, thus 
recognizing a person sitting.

Unlike passive infrared detectors, the low power radar beam may be aimed to 
cover a specifi c area. Also, the range, or sensitivity, is easily adjusted over a range of 
approximately 1 to 10 m.

1.3.2.1.3 RF Received Signal Strength Indication (RSSI)

By m easuring t he re ceived si gnal s trength f rom s everal fi xed n odes, a l ocation 
accuracy of 1.6 for 80% of the measurements was achieved.14 Th e accuracy mainly 
depends o n t he a lgorithm a nd fi ngerprinting a nd c an f urther b e i mproved b y 
 utilizing sophisticated antennas that have a uniform radiation pattern and by con-
sidering that the best distance measurement accuracy is achieved within proximity 
of a fi xed node due to exponential decrease of the received signal strength. Accord-
ing to theoretical analysis by TI with their CC2430, this is within 7 m f rom any 
fi xed node as shown in Figure 1.3.

Th is technique is promising primarily if an RF sensor network is installed in an 
apartment providing fi xed nodes for free. Th e disadvantage is that due to  multipath 
refl ections a nd o ther n oise so urces t he R SSI va lue i s q uite n oisy a nd m ight b e 
smaller than expected from the distance due to unexpected damping.
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Figure 1.3 RSSI versus distance.
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1.3.2.1.4 RF Angle of Arrival

Another option for determining an active nodes position is to measure the angle of 
arrival of an RF signal and perform a triangulation. To do so, sophisticated  antennas 
and receiving circuits are required that are very diff erent from the  transceiver  systems 
used in off -the-shelf sensors with RF communication.  Th erefore, this approach is 
not recommended.

1.3.2.1.5 RF Ultra-Wide Band

Based o n t he I EEE802.15.4a u ltra-wideband ( UWB) te chnology, fi rst products 
are available for very accurately determining the location of an object or a person. 
With a combined approach that uses both time diff erence of arrival (TDOA) and 
angle of arrival (AOA) only two to four fi xed nodes are required to re ach a s tan-
dard deviation of the position as low as 15 cm.15 Th e UWB approach is much less 
aff ected by multipath distortion than conventional RF systems and the calculation 
is not based on signal strength.

UWB technology can a lso be used for data communication, which makes it 
very at tractive at fi rst g lance. Unfortunately, c omponents fo r i ntegration i nto a 
wrist wearable device are not yet available and the stand-alone devices are  expensive. 
Th erefore this technology can only be used as an additional device worn separately, 
which is not recommended.

1.3.2.1.6 Ultrasonic

Ultrasonic d evices o ff er a l ow-cost so lution p roviding a h igh a ccuracy o f m ea-
sured positions. Accuracy varies between 0.03 to 0.5 m depending on the specifi c 
 system.

Th e clear disadvantage of ultrasonic waves compared to an RF-based location 
sensing system is that infrastructure is more complicated and needs to be installed 
very precisely. In fact, all narrowband ultrasonic positioning systems are faced with 
the problem of loss of signal due to o bstruction, f alse signals by refl ections, and 
interference from high-frequency sounds. However, most of these limitations can 
be reduced through careful planning, resulting in a highly accurate system. But as 
this is a completely separate infrastructure in addition to other sensor installations, 
it is not recommended for this application. For distance measurement, however, it 
is a very promising approach.

1.3.2.1.7 Camera

Location tracking can also be performed by means of a camera. It further allows a good 
insight in case of an emergency but will not be investigated further in this chapter.
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1.3.2.2 Horizontal Position

A specifi c location task is a horizontal position determination, a critical item in 
order to distinguish between someone lying on a bed or chair (normal for a certain 
time) and lying on the fl oor.

Currently there is no specialized method to de termine the height of a p erson 
relative to the ground. Even worse, when using triangulation with signal strength 
indication, it is a requirement that the fl oor, where the person is, is estimated. Th is  
allows taking into account the signal loss of an RF signal passing through the 
 ceiling, usually built of concrete and steel.

A novel approach is currently investigating the possibility of using an altitude 
sensor for horizontal position tracking. A change of 4 Pa is equivalent of 27 cm 
and the noise of the sensor is ±1 Pa. Th us, an accuracy of better than ±10 cm was 
found. However, these are only fi rst trials and many eff ects such as several rooms, 
several base stations, sensor orientations, etc., have to be investigated before such an 
approach is ready for implementation.

Besides t he a ir p ressure s ensor i n t he we arable de vice, a ba se s tation w ith a 
known “height” i s required to t rack the environmental pressure that can change 
rapidly, dependent on the weather condition.

1.3.3 Additional Sensors for Further Patient Surveillance
Th e a dditional s ensors m ight b e a dded s eparately i nto a s ensor n etwork o r 
 communicate t heir re adings to t he we arable de vice. I t i s, however, b etter not to 
 integrate them into it. Th is is mainly recommended for medical-grade vital  parameter 
measurement.

1.3.3.1 Blood Pressure

A blood pressure sensor shall not be integrated into the wrist device because no 
ready-to-use te chnology i s ava ilable. A b ig re search e ff ort w ould b e re quired. 
 However, there are commercially available stand-alone devices available that might 
be integrated into a sensor network.

1.3.3.2 Blood Oxygen Saturation

Th e technology is well known17 but not easy to i mplement on a w rist. For reliable 
measurements, a t ransmissive measurement de vice (Figure 1.1.) shall be u sed. A s 
SPO2 saturation measurement is not required for  continuous supervision, it is rec-
ommended to add this parameter by means of a commercial device referenced in 
Section 1.3.1.1.2.
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1.3.3.3 ECG

A one-lead ECG can be integrated into a wrist device by providing one electrode 
on the device bottom and a second on the device top. Th e top electrode shall be 
in contact with a fi nger of the second hand in order to measure the derivation I. A 
similar result is achieved with the belt described in Section 1.3.1.1.1.

For reliable and medical-grade measurements including more  derivations, glued 
electrodes are required but not appropriate for a wrist device. An  alternative approach 
is the newly developed dry e lectrode technology that c an be built into common 
items of clothing like bras, shorts, or waist belts.18 Because the clothing-integrated 
ECG is not yet commercially available, a stand-alone device is  recommended even 
for target groups requiring a continuous supervision.

1.3.3.4 Pulse Wave Velocity (PWV)

In principle there are three methods to determine pulse transit time (PTT) used to 
calculate PWV:

 1. ECG pulse to laser Doppler fl ow pulse on arm or leg as shown in Figure 1.4
 2. ECG pulse to PPG pulse on arm or leg
 3. Time between two PPG pulses or laser Doppler fl ow pulses measured at least 

100 mm apart on arm or leg
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Figure 1.4 Principle of the determination of the pulse transit time using an 
ECG R-wave and the footpoint of a laser Doppler fl ow pulse. (Source: Elter, P. 
et al., Noninvasive and nonocclusive determination of blood pressure using 
laser Doppler fl owmetry, Proceedings of SPIE Specialty Fiber Optics for Medical 
Applications, 3596: 188–196. With permission.)
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Th e laser Doppler fl ow meters are very large and therefore not suited for  integration. 
Methods 2 and 3 might be used as a combination of the sensors described in  Section 
1.3.3.2 and Section 1.3.3.3.

1.3.4 Networking and Communication Technologies
Th ere a re m any c ommunication te chnologies ava ilable. Th e a nalysis re quired to 
select the appropriate one is not the intention of this subsection—instead we only 
provide an overview.

For long-range communication a device has to rely on available infrastructure. 
Th erefore, a cellular standard such as GSM/UMTS/CDMA2000 is the best choice. 
However, any cellular standard requires regular power in the range of 30 mA* and 
therefore a large battery that makes a device obstructive and heavy.

For indoor and local communication the following standards might be considered:

433/868/2400 M Hz p roprietary IS M ba nd c ommunication o r 8 69 M Hz 
European social alarm frequency
ZigBee
Bluetooth
UWB

Th e most promising standard is ZigBee because it is a nonproprietary standard, 
low power, and fully integrated components are available. It can further be used for 
localization as described in Section 1.3.2.1.3. UWB might be considered as soon as 
the required components are available.

1.4 System Examples
For supervision o f t he t arget g roups m any re search a nd c ommercial approaches 
exist or are ongoing. Th e purpose of this section is to provide a few examples. Th ere 
are some further commercial approaches and many other re search projects other 
than the two described in detail here.

1.4.1 Commercially Available Devices

1.4.1.1 OMRON Medical Home-Use Devices

OMRON does not provide a supervision system but provides medical devices for 
home use for measuring blood pressure, one-lead ECG, and digital  temperature. 
Th ese devices are a good supplement for other approaches that require supervision.

* Telit GE 864PY GSM/GPRS modem assuming 1.2 min data transmission per hour but being 
logged-in all the time.

•

•
•
•
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1.4.1.2 BodyMedia® Lifestyle Monitoring

Th e SenseWear® armband from BodyMedia, worn on the back of the upper arm, 
provides p ersonal m etabolic, p hysical a ctivity, a nd l ifestyle m onitoring. Th e 
 integrated sensors and algorithms determine the following parameters:

Total energy expenditure (calories burned)
Active energy expenditure
Physical activity duration
Number of steps
Sleep duration

Th e d ata c ollected on t he de vice c an b e t ransferred to a p hysician by means o f 
a U SB c onnection to t he P C. Th e a nalysis i s t herefore a-p osterior w ithout a ny 
 alarming function.

1.4.1.3 Tunstall Supervision Approach

Tunstall p rovides a b road r ange o f ( environmental) s ensors, a s su mmarized i n 
 Section 1.4.1.3.1). Th ese self-contained sensors raise individual alarms that are col-
lected at a central device. Th e interconnection of these sensors is a proprietary wire-
less solution on the 869 MHz European social alarm frequency.

1.4.1.3.1 Sensors and Signs

Th e Tunstall solution uses the sensors listed below in order to supervise a person. 
Th eir description is based on Tunstall’s Website.20 Tunstall further provides envi-
ronmental sensors for gas alarm, smoke alarm, etc. (not listed).

Bed/chair occupancy sensor: Provides an early warning by alerting that the user 
has left his bed or chair and not returned within a preset time period, indicat-
ing a potential fall. Th e sensor can also be programmed to switch on lights.

Enuresis sensor: Placed between mattress and sheet, this sensor provides immedi-
ate warning on detection of moisture, allowing eff ective action to be taken.

Epilepsy sensor: Th is sensor monitors the user’s vital signs including heart rate and 
breathing patterns to detect a range of epileptic seizures.

Fall detector: See Section 1.4.1.3.2 for a description.
Medication dispenser: Automatically dispenses medication and provides audible 

and visual alerts to the user each time medication should be taken. If the user 
fails to a ccess the medication, an a lert is raised to t he monitoring center or 
designated care giver.

Movement detector: A passive infrared (PIR) movement detector that can be used 
for both activity and inactivity monitoring.

Pressure mat: Detects if somebody is in a specifi c area.

•
•
•
•
•
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Door opening sensor: Monitors, for example, the main exit door.
Wireless alarm button: Wearable on the neck or to be installed at fi xed locations.
Vibration a larm: De signed to su pport h earing-impaired p eople, t he de vice 

vibrates to provide a smoke alarm to a sleeping user.

1.4.1.3.2 Wearable Devices

Tunstall provides two wearable devices. One is only a w ireless alarm button. Th e 
other one is a fall detector that is part of a fall management system. Th e fall detector 
is worn on the belt or in a pocket around the waist and will automatically raise an 
alarm if the unit senses a fall. Th e detector senses both impact and angle in order 
to distinguish between normal impact (user is vertical) and fall. Trials showed that 
this sensor is able to detect the worst falls but we must assume that this approach is 
not able to detect the falls sketched in Figure 1.2.

A further disadvantage is that it is a single function device only and it does not enable 
further reasoning together with other sensors on the body or in the apartment.

1.4.1.3.3 Infrastructure

All the sensors are wirelessly attached to a main unit called a lifeline. Upon alarm 
of any sensors a call of the 24-h response center or a local alarm is initiated based 
in the main unit’s confi guration.

1.4.2 AMON Approach
Designed to b e w orn b y c ardiac o utpatients a nd h igh-risk p eople, t he A MON 
device a llows rem ote m onitoring o f v ital si gns suc h a s b lood p ressure, p ulse, 
 oxygen  saturation, sk in temperature, a nd t wo-channel ECG si gnals ( heart r ate, 
QRS  duration, S T-elevation, e tc.). Op erating au tonomously, t he we arer c an b e 
 continuously m onitored a nd a ll t he d ata i s s tored o n-device. A b uilt-in e xpert 
 system can issue a warning or alarm locally or to a telemedicine center if necessary; 
together with a built-in GSM link, doctors at the health center can download this 
data for immediate or later analysis and emergency care as, sketched in Figure 1.5.

After the development of AMON, Telcomed developed and now markets the 
WristClinic™21 t hat integrates similar s ensors but u ses a w ireless t ransmission to 
a separate gateway for data transmission to a c enter. Also, an expert system is not 
included in this commercial device.

1.4.2.1 Wrist Device

Due to t he design decision to u se off -the-shelf modules w ith no miniaturization 
potential, t he fi rst prototype was r ather bulky, at 6 × 6 0 × 3 0 m m3 in size (see 
Figure 1.6). It consisted of 10 submodules, folded together in order to embrace 
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the wrist. Electronics and sensors are mounted in a plastic enclosure containing a 
blood pressure cuff . Th e enclosure was built with a rapid prototyping, laser  sintering 
method to avoid an injection molding tool or complicated milling processes. Th e 
second enclosure version (see Figure 1.7) was an improved design.

In principle, four measuring devices plus a mobile phone can be miniaturized to 
meet the form factor of a conventional off -the-shelf blood pressure monitor.

1.4.2.2 Sensors and Clinical Results

Th e blood oxygen saturation (SpO2) sensor is a prototype for wrist measurements, 
based on a refl ective sensor principle (standard sensors transmit light through the 
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fi ngertip). Th e ECG sensor and the blood pressure measurements are standard but 
adapted to the WMD requirements.

A t hermopile was chosen for temperature measurement. Th is should  provide 
 better results than a simple thermistor but the relationship between the  measurement, 
skin temperature, and body temperature is still a topic for research. Th ere fore, this 
sensor has not yet been validated.

Th e A MON de vice a lso i ncluded a cceleration s ensors b ut d ue to e ff ort 
 constraints no algorithm was implemented at all.

Th e ECG, the SpO2 sensor, and the blood pressure meter were tested with 29 
subjects, using two AMON devices. Th e sensors were found to be functional, but 
as expected the data processing algorithms will need some fi ne-tuning.

1.4.2.3 Infrastructure

AMON does not require any infrastructure in an apartment. All required  sensors 
are i ntegrated i nto t he w rist de vice a s de scribed a bove. F or a larms a nd d ata 
 communication AMON uses the GSM network over which it sends encrypted data 
to a telemedicine center.

Th e AMON telemedicine center software provides data storage for vital signs 
history and display of the actual measurement values including rating, as shown in 
Figure 1.8.

1.4.3 EMERGE Approach
Th e approach i n E MERGE2 is to reason about situations based on  information 
 collected f rom a mbient, u nobtrusive, a nd n oninvasive s ensors i n t he h ome 

Figure 1.7 Second AMON enclosure on wrist.
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 environment of e lderly people. Th is r aises t he challenge to c ope w ith inherently 
unreliable and imprecise data as well as the need to adapt the system to the specifi c 
conditions and demands of the assisted persons.

EMERGE t ackles t his p roblem w ith a n i ntelligent s ensor f usion ap proach 
in c ombination w ith a so und em ergency m odel, de scribing t he en vironment, 
 individual d iseases, pa rameters to m onitor, p otential em ergency si tuations, a nd 
corresponding treatment options.

In case of emergency detection the system will automatically connect to an emer-
gency dispatch center for immediate intervention if required. In case of longer-term 
events such as change in behavior due to depression or starting dementia the family 
doctor or relatives are informed.

1.4.3.1 Wrist Device and Its Integrated Sensors

Th e c oncept o f E MERGE i s to u se en vironmental ( installed) s ensors w henever 
 possible. Th e wrist device sensors are therefore reduced to the required minimum. 
Furthermore, no external accessories such as ECG belts shall be used but  everything 
should, if possible, be integrated into the wrist device. Th e wrist device is designed 
to be worn day and night. Th e wrist device will therefore feature

Pulse measurements by means of PPG (Section 1.3.1.1.2) or capacitive/pres-
sure sensor (Section 1.3.1.1.4)
Fall/movement and motionlessness detection by means of triaxial  acceleration 
sensors (Section 1.3.1.2)

•

•

Figure 1.8 AMON telemedicine center vital sign display including rating 
shown in case of an alarm.
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Skin temperature (Section 1.3.1.3)
Horizontal position (Section 1.3.2.2)
Alarm button
Rechargeable battery and watch display
RF communication (ZigBee or similar)

and optionally:

Skin impedance (Section 1.3.1.4)
RSSI location (Section 1.3.2.1.3)

Th e w rist de vice c ontrols t he i ntegrated s ensors a nd e xtracts t he m easurement 
values from the raw data. In case of event detection (and also regularly), the wrist 
device s ends m easurement d ata to t he g ateway fo r f urther p rocessing a nd/or 
alarm.

1.4.3.2 Other Sensors and Signs

In order to provide supervision of people for at least the following actions:

Toilet usage
Sleeping behavior
Meal preparation
General movement including wandering and remaining at the same place

and for supervision of their weight, the sensors described next might be installed. 
Th e p referred s ensor c ommunication ( see S ection 1 .3.4) i s t he Z igBee w ireless 
standard. For users that require regular medical-grade measurements the sensors 
described in Section 1.3.3 can be added.

1.4.3.2.1 Activity Sensors

Bed occupancy sensors including vital data such as biomedical bed-clothes22

Chair occupancy sensors (see Section 1.4.1.3.1)
Door exit/entry sensor (see Section 1.4.1.3.1)
Video: Location tracking and communication with the user in case of 
emergency
Pressure mat/fl oor sensors (see Section 1.4.1.3.1)
Intelligent cups supervise drinking
Intelligent walking stick raises an a larm if not vertical for a l onger t ime in 
order to detect a fall
Intelligent medicine bottle allows tracking of medicine consumed

•
•
•
•
•

•
•

•
•
•
•

•
•
•
•

•
•
•

•
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Location tracking (see Section 1.3.2)
Intelligent light switches and dimmers report switching by means of RF or 
X-10

1.4.3.2.2 Environmental Sensors

Temperature and humidity sensors
Gas detector sensor/activator
Smoke detector sensor
Carbon monoxide detector
Flood detector sensor/activator

1.4.3.2.3 Weight Sensors

Th e weight of a person is measured daily by means of a wireless scale or better by a 
scale integrated into the bed(-posts) or similar.

1.4.3.3 Infrastructure

As EMERGE relies mainly on environmental sensors, a m ajor infrastructure and 
therefore installation is required. Most of the installations are the sensors listed in 
Section 1.4.3.2. In addition a c entral server and a g ateway to i t are required. Th e 
central server is further connected to communication installations for a direct con-
nection to the local emergency dispatch center as well as telemedical center and to 
the family doctor and the relatives. Th e external centers have to provide means to 
integrate the extended information from the EMERGE system, as most of them are 
prepared for phone connections only.

1.5 Conclusions and Outlook
Supervision of e lderly persons, pat ients in post-trauma care, and personal health 
devices are only partly available. Th ere is ongoing research, also supported by the 
EU IS T f rameworks. Th e p rovided s ystem e xamples a re c oncluded b elow, a nd 
based on them a fusion approach is proposed.

1.5.1 Tunstall Solution
Th e ap proach p rovides a n en vironmental su pervision fo r e lderly a nd i mpaired 
 people. Th eir approach does not include a wrist device but is limited to two  wearable 
devices that do not collect any vital data from the user. Besides the lack of vital data 

•
•

•
•
•
•
•
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measurement, their system is not able to provide reasoning based on long-term data 
and/or based on the combination of several sensors.

1.5.2 AMON Approach
Th e AMON approach is a serious eff ort to provide medical-grade vital parameter 
measurement. Due to re quired sensors the device’s size is not minimal and there-
fore only recommended for target groups requiring this tight supervision. A major 
advantage of the device is the provided freedom due to the widely available GSM 
network. But in case of emergency, positioning based on the GSM network only is 
not very accurate.

1.5.3 Fusion Approach
Based on the experience in both the AMON and the EMERGE projects, we pro-
pose an approach combining the advantages without the drawbacks. On one hand 
the installation requirements shall be minimized and mainly rely on a wrist device. 
On the other hand the wrist device shall not provide medical measurements but 
only the required detection of alarming signs. In order to minimize size and weight 
a short-range communication shall be used.

Th e proposed wrist device shall feature the same functions as the EMERGE wrist 
device (Section 1.4.3.1). Th e RSSI location technique is not optional for the fusion 
approach as no other location technique shall be mandatory. However, the number of 
fi xed nodes will hardly be suffi  cient for exact location derivation, but the technology 
shall be used to detect a wearer staying longer than usual at the same location.

Th e minimum installation will be a ba se station for the height reference (see 
Section 1.3.2.2) and acting as gateway to a fi xed phone line, long-range communi-
cation, or any other network for dispatching an alarm or a warning. For the RSSI 
location technique three or more fi xed nodes are required. One is the base station; 
further nodes c an be w ithout f unction or be combined w ith a ssisting sensors or 
with nodes used for home automation.

Th e system might be extended by means of a bed occupancy sensor and some 
PIR m otion de tectors to su pport t he a ctivity t racking i n c ombination w ith t he 
wrist device and to continue supervision at reduced quality during the night if the 
user does not wear the wrist device.
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Th e prevention of human error relevant to medical devices is an important and 
serious i ssue in hospitals. In order to g uarantee pat ients’ safety, it i s necessary 
to analyze the cause of errors in detail using error reporting with the electronic 
Error Reporting System (ERS). In the intensive care unit ( ICU) and the h igh 
care unit (HCU), a network-based alarm monitoring system that can moni-
tor the state of patients and medical devices from a d istance is convenient and 
essential. Th is chapter de scribes t he integrated a larm monitoring s ystem for a 
life-support m edical de vice w ith a larm f unctions i n t he I CU. A n a dvantage 
of the integrated a larm monitoring system is to provide a f ail-safe structure to 
protect patient life. A change in patient status may not be notifi ed when power 
source trouble occurs in a system that monitors only a single device. Integrated 
monitoring enables notifi cation for abnormalities in complementary form. Th e 
system communicates with the medical device using a dedicated interface, i.e., 
a Data Collection Interface (DCI), which converts the communication protocol 
from R S-232C to T CP/IP. Th e development of integrated monitoring may be 
useful to realize a new concept of error reporting that integrates the monitoring 
system and the ERS.

2.1 Introduction
Th e prevention of errors and accidents caused by staff  in hospitals is an important 
and serious issue. In order to g uarantee patients’ safety, it is necessary to a nalyze 
the cause of errors (see Table 2.1) in detail using error reporting with the electronic 
Error Reporting System (ERS).1 –6 Moreover, a n etwork-based monitoring system 
that can monitor the status of patients and medical devices is required.7–10

Table 2.1 Errors Relevant to Medical Care

Medical error An incorrect action or plan that may or may not cause harm 
to a patient.

Adverse event An injury to a patient because of medical management, not 
necessarily because of error.

Near miss An error that does not reach a patient.

Latent error Defects in the hospital environment and operations that can 
lead to medical errors and adverse events.
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In the intensive care unit (ICU) and the high care unit (HCU), various kinds 
of medical devices support patients’ safety. However, medical devices require high-
level e xpert k nowledge a nd at tention in t he de livery of c are. Th e concern about 
accidents relevant to the medical device has increased yearly.11,12

Errors relevant to the medical device are mainly classifi ed into device errors and 
use-relevant errors as shown in Figure 2.1.

Th e use-relevant errors are mainly caused by human error during device opera-
tion. I n o rder to re duce a nd p revent t hese er rors, i t i s e ff ective to a nalyze t heir 
causes using error reporting.

Human er rors h ave b een rep orted by va rious medical i nstitutions. Th e style 
of reporting is divided into mandatory and voluntary.1 Mandatory reporting may 
involve accountability in cases of serious harm or death; on the other hand, minor 
errors t hat h ave l ess u rgency a re d iffi  cult to rep ort. I n c ontrast, m inor er rors or 
latent er rors t hat may l ead to f atal a ccidents a re mainly reported i n a v oluntary 
style. Th e Institute of Medicine (IOM) strongly endorsed voluntary error reporting 
in medical care to prevent minor errors.1

If the reporting procedures are simplifi ed and automated, medical institutions 
that report error cases voluntarily will increase. For the automation of reporting, it 
is necessary to collect information of medical care in hospitals. Th e medical device 
installed in the hospital is adequately computerized to collect information of medi-
cal care.

In the ICU, most of the medical devices have alarm functions for notifying staff  to 
the change of patient state and malfunction of the device. However, it is diffi  cult for 
staff  positioned far from the bedside (e.g., the nurses’ station) to notice the occurrence 
of alarms. In addition, with limited number of staff  in the ICU, constant attention 
must be paid to abnormalities which alarms show. In practice, only a few staff  mem-
bers respond to alarm functions eff ectively, because there are unsolved problems about 
the existence of false alarms and issues about urgency ranking and the like.13–20

Use-relevant Error

– Human error

 (misdiagnose,

   improper treatment

   etc.)

– Inferior operativity

 (user interface etc.)

Device Error

– Environment

– Inadequate

    inspection

Figure 2.1 Classifi cation of errors relevant to the medical device.
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In order to improve circumstances for staff  in the ICU, installation of an alarm 
monitoring system using the network is eff ective. With network communication, 
the system installed in the nurses’ station can monitor various medical devices in 
integrated form. An advantage of utilizing integrated monitoring is that staff  can 
estimate whether the alarms are valid or not, using various device information.

Another a dvantage o f i ntegrated a larm m onitoring i s to p rovide a f ail-safe 
 structure to protect patient life. When the system only monitors a si ngle  medical 
device w here p ower so urce t rouble o ccurs, t he c hange o f pat ient s tate m ay n ot 
be n otifi ed. I ntegrated m onitoring en ables n otifi cation o f t he a bnormality i n 
 complementary fo rm. E specially i nformation o n v ital m onitors suc h a s a p ulse 
oximeter a nd a c apnometer a re p referable a nd i mportant i n o rder to n otify t he 
system of patient abnormality. Information on medical devices such as  ventilators, 
infusion p umps, a rtifi cial d ialyzers, a nd i ntra-aortic ba lloon p umping ( IABP) 
devices, which are installed in the ICU, is also important because it relates directly 
to life support.

Th is chapter de scribes t he integrated a larm monitoring s ystem for t hese l ife-
 support m edical de vices w ith a larm f unctions i n t he I CU. Th e s ystem  collects 
 information on medical devices using a dedicated interface, i.e., the Data  Collection 
Interface (DCI), which c onverts t he c ommunication protocol f rom R S-232C to 
TCP/IP.

Moreover, we propose a new style of error reporting that is relevant to the inte-
grated alarm monitoring. Th e details of this new style of error reporting is described 
in the following section.

2.2 Transparent Error Reporting in the ICU
 Various errors have been reported by error reporting in hospitals, but there is no 
guarantee t hat a ll i nformation i s c orrect. R eports i nclude do cumenting er rors 
because compilation of erroneous documents is also included in errors.5 Th e docu-
menting errors include under-reporting, underestimation of reporting, misunder-
standing, and staff ’s lapse of memory.

Collecting a ccurate i nformation about t he occurrences o f er ror i s dependent 
not only on staff ’s memory but a lso on utilizing information on medical devices 
installed in hospitals. Th e ICU and the HCU are replete with computerized  medical 
devices dedicated to c ollecting information. By collecting data f rom the medical 
device, t he s tate o f t he de vice a nd t he o ccurrence o f a larms a re re corded to a n 
external device. Information that a medical device outputs is important to analyze 
device operation done by staff .

To prevent documenting errors relevant to error reporting by staff , report contents 
should be compiled automatically using medical device information. Demands for 
automatic error reporting may be increased with advancement of hospital facility and 
device, and it is necessary to improve the style of reporting.
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Automation of the error reporting is related to the introduction of transparency. 
Th e transparency in this chapter means the concept of user friendliness in human–
computer interaction, which relieves the user of the need to worry about technical 
details (like installation, updating, downloading, or device drivers). For instance, 
a program t hat automatically de tects t he monitor re solution i s more t ransparent 
compared to one that asks the user to enter it manually. A concept of transparency 
is related to the realization of a ubiquitous network,21 which will be introduced into 
the fi eld of medical care at the time when network research advances.

Th e o utline o f Transparent E rror R eporting ( TER) u tilizing t he i ntegrated 
alarm monitoring system in the ICU is shown in Figure 2.2.

Th e integrated alarm monitoring system reports the device error and the use-
 relevant er ror u sing i nformation on de vice operations done b y s taff . Th e device 
 operations by staff  are recorded with data collection from the medical device. Th e 
system reports errors automatically, excluding the human operation of document 
compilation. Regardless of the importance of the error, all information should be 
reported.

Using t ransparent er ror rep orting, i nformation c ollected b y v oluntary a nd 
mandatory error reporting systems is included in the reported data or documents, 
because the monitoring system reports all device information constantly regardless 
of the characteristic and the importance of the error. As for an advantage of utiliz-
ing transparent error reporting, it is possible to detect the error type for the medical 
device. For instance, errors a re c lassifi ed a s the device error and the use-relevant 
error done by staff  by examining the report at the time when error occurs.

Transparent Error Reporting (TER) 

Integrated Alarm Monitoring 

Intensive Care Unit 

Network 

System 
Staff Room 

(Server room) 

Device Operation 

Device Error 

and 

Use-relevant 

Error 

Error Reporting 

Mandatory Reporting
- Major errors
 (medical error, adverse
  event.)

Voluntary Reporting

- Minor errors

 (near miss, latent error.)

Data or Document 

Figure 2.2 Outline of Transparent Error Reporting (TER) in the ICU. The inte-
grated alarm monitoring system reports the device error and the use-relevant 
error using information on device operations done by staff. The system reports 
errors automatically, excluding the human operation of document compilation. 
Regardless of the importance of the error, it should be reported.



34 � Mobile Telemedicine

2.3  Specifi cation of Integrated Alarm 
Monitoring System

 Th is section describes the specifi cation of the Web-based integrated alarm monitor-
ing system developed by the authors. Th e system collects information on medical 
devices used for care of patients in the ICU. Th e system communicates with medi-
cal devices using a dedicated interface of the DCI on the network. Th e specifi cation 
of the interface is also described.

2.3.1 Data Collection Interface
Most of the medical devices installed in the ICU have an output interface like RS-
232C. On the other hand, utilizing the network with TCP/IP in place of RS-232C 
is desired, because installation of network components for medical devices in hos-
pitals is advancing to integrate the information on the devices from a distance. In 
consideration of cost, performance, and convenience due to  operation with existing 
medical devices, it is diffi  cult to replace a device that can connect to the network.

Th is study developed the Data Collection Interface (DCI), which converts the 
communication protocol from RS-232C to TCP/IP. It becomes possible to collect 
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Figure 2.3 A Data Collection Interface (DCI) that communicates with a 
 medical device by RS-232C and transfers data to the network by TCP/IP. The 
DCI is insulated by photocoupler to prevent an infl uence of macroshock and the 
commercial power source.
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information of existing medical devices installed in the ICU by utilizing the DCI 
(Figure 2.3), making use of the network.

Th e DCI is insulated by photocouplers between the serial port and the internal 
circuit, as shown in Figure 2.3 and Figure 2.4, in order to prevent an infl uence of 
the macroshock and the commercial power source. Th e photocoupler i s a de vice 
that uses a short optical transmission path to transfer a signal between elements of 
a circuit. Because the signal goes from an electrical signal to an optical signal back 
to an electrical signal, electrical contact along the path is isolated.

Th e serial interface of the DCI communicates with a medical device using serial 
communication by R S-232C. Th e Et hernet i nterface o f t he DCI c ommunicates 
with a n e xternal de vice u sing t he so cket c ommunication b y T CP/IP. Table 2.2 
shows the specifi cation of serial interface. Th e DCI has to sp ecify pa rameters in 
serial communication (e.g., baud rate of transmission, number of data bits encod-
ing a character, number of stop bits) to the respective device (see Table 2.3). Th e 
DCI can specify communication parameters by request f rom the external device 
connected to t he n etwork. Th e D CI c an c ommunicate si multaneously w ith a 
maximum of fi ve devices using serial ports from COM1 to COM5. Th e  ethernet 
interface specifi es the IP address required to communicate with the network, and 
communicates with an external device connected to the network by TCP/IP.

Photocoupler Insulated 
Serial Ports (COM 1~5) 

LAN 
 (10/100 BASE) 

LED Light Sensor 

Light 

Photocoupler Insulation 

Figure 2.4 Structure of the DCI for communication with a medical device 
using RS-232C. The photocoupler unit converts an electrical signal to an  optical 
signal. An external device can communicate with a desired medical device 
 connected to the DCI by appointing the serial port from COM1 to COM5.

Table 2.2 Specifi cation of Serial Interface of the DCIa

Baud rate (bps) 1200/2400/4800/9800/14400/19200/38400

Data length 7 bit/8 bit

Parity None/even/odd

Stop bits 1 bit/2 bit

Flow control Xon/Xoff, RTS/CTS
a The DCI can specify the communication parameters required in serial communication to respective serial ports.
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It is possible for the server or the system installed in the nurses’ station to com-
municate with several medical devices in the private ward by communication with 
the DCI, as shown in Figure 2.5.

2.3.2 Data Format and Bidirectional Communication
Data fo rmat o f t he D CI i ncludes h eader i nformation i n t he h ead a nd a c yclic 
redundancy c heck ( CRC) to v erify c ommunication d ata i n t he en d, a s sh own 
in Figure 2.6. Th e header information includes a de sired serial port number and 
the type of device. Th e DCI recognizes information in the header, and performs 
 communication w ith t he de sired device. We adopt t he CRC ITU-T ( generation 

Table 2.3 Specifi cation of Serial Communication of Medical Devices Used 
in this Study

Type Infusion Pump Ventilator Vital Monitor

Product name TE-161/TE-172, TE-311/TE-312 Servo 300/300A/i DS-5400

Manufacturer TERUMO Co. SIEMENS Co. FUKUDA 
DENSHI Co.

Baud rate (bps) 9600 9600 2400

Parity None Even None

Data length 8 bit 7 bit/8 bit 8 bit

Stop bits 2 bit 1 bit/2 bit 1 bit

Network 
(Intranet) 

Server or System 

Infusion Pump 

Vital Monitor 
(Bedside monitor) 

Medical Devices 

Patient 
etc. 

Private Ward

Nurses’ Station

RS-232C 
TCP/IP 

Signal 
Protocol 

Ventilator 

DCI-2 
(IP-2) 

DCI-1 
(IP-1) 

DCI-n 
(IP-n) 

Figure 2.5 It is possible for the server or the system to collect information on 
several medical devices used for care of patients in the private ward by commu-
nication with the DCI using the network.
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polynomial: X16 + X12 + X5 + 1), and calculation range is taken as whole data length 
(header + d ata + CRC).22,23 Compared with a u sual parity check, error detection 
capability of the CRC is high, and it can improve the accuracy of communication.

It is possible to monitor contents of alarm notifi ed by medical device accurately, 
because t he s ystem t ransfers a nd re ceives d ata f rom m edical de vices i n b idirec-
tional communication, as shown in Figure 2.6. Moreover, the system can notify 
the occurrence of abnormality to staff  instantaneously, because contents of com-
munication are observed continuously. Communication data of the DCI includes 
transmission d ata f rom medical de vices a nd t he s ystem. I f t he s ystem s ends a n 
incorrect request or header data, the medical device does not send a response or an 
error response. Th e system can detect the medical devices connected to t he DCI 
by analyzing responses from the DCI, and confi rms abnormalities of the network 
connection and the device by presence of response.

Th ere is another method of communication with medical devices that  utilizes 
a w ireless de vice l ike a m edical te lemeter. H owever, t he s ystem c annot s end 
 information to t he m edical de vice at t he b edside, b ecause a te lemetry s ystem 
 communicates in a unidirectional way, which means there is no method to verify 
information from a medical telemeter. Moreover, it is not possible to select output 
of a m edical device. Th erefore, bidirectional communication is preferable in data 
collection of medical devices which include an alarm device.

2.3.3  Structure of System for Indicating 
Information on Medical Devices

Th e system generates a Web document that includes information about the  medical 
device and the patient, and publishes the information on the Web in the local area.

Recv. Data:

Trans. Data: 

Communication Parameter:
 Serial Port: COM1~5
Type: Ventilator, Vitalmonitor,
           Infusion pump etc.

DCI-2 
(IP-2) 

DCI-3 
(IP-3) 

DCI-n 
(IP-n) 

Header CRC Data Request to Device 

Header CRC Response Data 
from Device 

24 byte Max 486 byte 2 byte 

1. Request to Device 

2. Response from Device System 

DCI-1 
(IP-1) 

Figure 2.6 Data format of communication using the DCI. The data format 
includes the header and the footer of the CRC. The system transfers and receives 
data from medical devices making use of the DCI in bidirectional communication.
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A block d iagram indicating s tructure of the Web document in the s ystem i s 
shown in Figure 2.7.

[MD monitor] c ommunicates w ith t he D CI a nd c ollects d ata f rom medical 
devices a nd re cords i nformation to [ data s torage]. [ TCP/IP monitor] c ommuni-
cates with the DCI by using the Internet Control Message Protocol (ICMP), and 
monitors the state of network connection to the DCI.

[Alarm checker] de tects t he abnormality of t he medical de vice a nd c ommu-
nication using information of [TCP/IP monitor] and [MD monitor], and records 
information to [alarm database]. [Alarm checker] a lso detects the abnormality of 
communication on serial communication and network, and power source trouble 
of the DCI and medical device, then notifi es the staff  by using the Simple Mail 
Transfer Protocol (SMTP).

When there is no response f rom the DCI, the system detects that the device 
or t he n etwork h as a p roblem. Th ese p roblems a re c lassifi ed a s “ problem in  
communication.”

Medical
Device

RS-232C

Server Software
Web: Apache
Database: MySQL

DCI

TCP/IP

ICMP

Web-based Integrated Alarm Monitoring System

SMTP HTTP

Daemon
Process

CGI

Data
Storage

Alarm
Database

Alarm
Checker Displayer

Patient
DatabaseTCP/IP

Monitor

MD
Monitor

Alarm
Notifier

Web
Contents

Medical Staff
with Mobile

Phone or PDA

Nurses’ Station

Figure 2.7 The system generates a Web document and publishes it on the Web 
in the local area. Figure shows a block diagram indicating structure of the Web 
document in the system. TCP/IP monitor and MD monitor run in the back-
ground as a daemon process. Displayer runs on http server process as a CGI.
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When the medical device causes an alarm, the system can detect the occurrence 
of a problem related to the contents of the alarm. Th ese problems are classifi ed as 
“problem in device” or “problem in patient.”

Th e [displayer] generates a Web document when the system receives a request 
from the Web browser. Information on [alarm database], [data storage], and [Patient 
database] a re included in the Web document displayed in the Web browser. Th e 
system displays information following the priority of care such as generation of 
alarm and the change of patient state.

2.4 Communication Result with Medical Devices
 Th e system collects information on medical devices with network communication 
using the DCI. Th e system can specify the interval of communication with a medi-
cal device manually, because response from the device is obtained by demand from 
the system. In this study, communication interval by the system is specifi ed from 
several seconds to several dozen seconds in order to collect alarm information and 
the device operation done by staff .

2.4.1 Data Collection of Medical Devices
Examples of data collection using the DCI are shown in Figure 2.8, Table 2.4, and 
Table 2.5.

Figure 2.8 shows the va lues which ventilator (Servo 300/300A) outputs. Th e 
system has recorded values from the ventilator every 30 sec for 1 h.

Table 2.4 and Table 2.5 show the values specifi ed to the infusion pump (TE-
172) and the ventilator (Servo 300/300A) by staff . Th ese setting values are useful to 
analyze the device operation done by staff , when an accident occurs.

2.5  Integrated Alarm Monitoring System for 
Medical Device

2.5.1 Appearance of System Screen
 Figure 2.9 shows a system screen. Staff  can verify the state of patient and medical 
device, because a Web document that the system generates is easily browsed with any 
Internet-connected PC in the hospital, using the Web browser. In the  system screen, 
a number of private wards and information of patients in the ICU are  displayed in 
one screen. Th e number and the types of medical devices  connected to a patient are 
also displayed in the patient screen. Th e Web document is  automatically updated 
with the change of patient state or medical device.
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2.5.2 Indication of Alarm Information in System
Figure 2.10 shows an example of the indication of alarm information displayed in 
the system screen. Patient information like the gender and name of the patient are 
displayed in the patient screen, and the number and the types of medical devices 
that are used for the patient are a lso displayed by respective marks. If staff  clicks 
a de sired pat ient scre en, t he s ystem d isplays a m enu t hat shows de tailed pat ient 
information in pop-up style.
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Figure 2.8 Results of data collection with ventilator (Servo 300/300A). The 
values are recorded every 30 seconds for 1 hour.
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Th e system automatically detects the medical devices used for a pat ient and dis-
plays the information in the patient screen. We classify four types of medical devices 
used for patients in the ICU: vital monitor, ventilator, syringe pump, and transfusion 
pump. Th e system displays patient screens with green when the state of communica-
tion, patient, and medical device has no problem. Moreover, the system displays patient 
screens with colors of orange, yellow, and red, which mean “problem in device,” “prob-
lem in communication,” and “problem in patient,” respectively. “Problem in patient” 
means the state of the vital monitor is in “problem in device,” which means the state of 

Table 2.5 Examples of Setting Values Recorded by Data Collection with 
Ventilator (Servo 300/300A)

Pause time percent set 10

SIMV frequency set 15

Inspiratory rise time percent set 5

Volume set 377.5

Pressure control level above PEEP set 9.8

Pressure support level above PEEP set 8.8

PEEP set 0

Ventilation mode set VCVPS

Expiratory minute volume upper alarm limit set 18.4

Expiratory minute volume lower alarm limit set 2.9

Upper pressure limit set 48

O2 concentration upper alarm limit 27

O2 concentration lower alarm limit 18

O2 concentration set 20.9

Trigger sensitivity level below PEEP set 0

Table 2.4 Examples of Setting Values Recorded by Data Collection with 
Infusion Pump (TE-172)

Time Weight
Medication 

Volume
Solution 
Volume

Flow 
Volume

Scheduled 
Volume

Integrating 
Volume

14:10:30 90 100 110 8 100 1

14:10:40 90 100 110 8 100 1

14:10:50 90 100 110 8 100 1

14:11:00 90 100 110 8 100 2

14:11:10 90 100 110 8 100 2

14:11:20 90 100 110 11 100 2

14:11:30 90 100 110 11 100 2
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the medical device is notifying alarm. “Problem in communication” means the state 
of communication with TCP/IP or RS-232C has abnormalities in the communication 
path between the system, the DCI, and the medical device.

Patient screen blinks when the system detects the abnormality in the ICU, then 
the indication of medical device that is notifying the alarm blinks.

2.5.3 Indication of Alarm Information
 Figure 2.11 shows an example of the indication in the system screen when vital 
monitor (DS-5400) is notifying alarms.

Th e vital monitor in Figure 2.11 (1) is notifying alarms of heart rate (HR), blood 
pressure (BP1 and BP2), and RR interval (RR) by showing emphasis  indication on 
its monitor with alarm sounds. When a medical device notifi es alarms, the system 
detects the private ward where the device is located and updates the indication of 
patient screen.

In the system screen shown in Figure 2.11(b), the indicators of patient screen 
and the vital monitor are blinking. If staff  clicks the patient screen, the system dis-
plays a menu that shows detailed information for alarms.

2.5.4  Indication of History of Communication and 
Alarm Information on Medical Devices

 It is necessary to record the state of staff  and medical devices in detail, in order to 
analyze circumstances of medical care and to automate error reporting in the ICU. 
Th e system records information on communication and medical device as histories.

HR

BP1 BP2

RR

(b) System Screen

(c) Popup Menu

1. Generation of Alarms 2. Modification of Indication

(a) Vital Monitor (DS-5400) (Bedside monitor) 

Figure 2.11 Example of the indication in the system screen when vital  monitor 
(DS-5400) is notifying alarms. When alarm is notifi ed by vital monitor, the 
color of patient screen is changed to red and the mark of the vital monitor (red) 
blinks. Then staff can confi rm information by the pop-up menu displayed on the 
patient screen.
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Figure 2.12(a) shows the h istory of information on communication. Th e his-
tory shows the times of the beginning and the end of communication between the 
system and the medical devices. Moreover, the system records errors of communi-
cation at the time of disconnection on serial communication and the network.

Figure 2.12(b) shows the history of alarm information notifi ed by the medical 
device.

2.6 Conclusions and Outlook
 In this chapter, a su mmary of the integrated a larm monitoring system developed 
by the authors is described. In order to collect information in the ICU, the system 
has to collect information of medical devices in integrated form, making use of an 
interface like the DCI.

Th e DCI c onverts t he output of medical de vices f rom R S-232C to T CP/IP. 
Staff  becomes able to monitor the state of medical devices far from the nurses’ sta-
tion using a single monitor which shows a Web document as shown in Figure 2.9 
generated by the system. Moreover, the system records the alarm information that 
a medical device outputs as a h istory, as shown in Figure 2.12. Using the system, 
the history information can be verifi ed.

Th e history of information on communication is as important as the informa-
tion of the alarm. Th ere is a possibility of communication breaking off  with various 
primary f actors, because va rious people (staff , pat ient, a nd pat ient’s f amily, e tc.) 
and medical devices exist together in the ICU. Th e occurrence of abnormality on 
the medical device must correspond instantaneously because there is direct impact 
to the patient. Likewise, the abnormality of communication that monitors the state 
of patient and medical device must be corresponding instantaneously.

Table 2.4 a nd Table 2.5 a re t he setting va lues t hat s taff  specifi es to respective 
medical devices. Th e de vice operation done by s taff  is recorded by analyzing the 
change of these values. Th e h istory f unction to re cord information regarding the 
device operation is installed to several medical devices (TE-261, TE-361: TERUMO 
Co.). However, these items of information are preferable to analyze in detail with the 
state of the patient by a vital monitor. In order to determine the occasion where an 
accident occurs, the history function is useful to provide information regarding the 
device operation as an electronic record. Th e history function will become even more 
important with development of error reporting. It is necessary to record the device 
operation continuously because of the concept of transparent error reporting.

Moreover, it is possible to provide safer medical care by providing the interface 
which gives attention to the erroneous operation done by staff . Construction of the 
database and the interface in order to improve the relationship between the medical 
device, the staff , and the patient becomes necessary.

Th e n ecessity to a rgue t he c oncept o f i nspection a nd s afety fo r t he m edical 
device becomes high because the opportunity to use the device in the intensive care 
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area has been increased. As one of our goals, it is necessary to provide the system or 
the environment to develop the transparent error reporting described in this chap-
ter. Th erefore, communication with various medical devices and the cooperation of 
medical institutions become necessary.
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Th is c hapter pr esents a  mobi le me dical d ata a ccess s ystem, s pecifi cally designed 
for t he v ital pat ients’ i nformation remote monitoring. Th e chapter de scribes t he 
design of the complete s ystem that enables medical s taff  g lobal access for moni-
toring t heir pat ients a nd providing re levant fe edback. Th e system is designed to 
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 operate over diff erent types of networks depending on the availability of coverage. 
Th e  chapter then goes into a de tailed presentation of the prototype designed and 
tested by Brunel University, which provides in-hospital wireless access through a 
WLAN. A p re-evaluation i s conducted with doctors and nurses to a ssess s ystem 
usability and functionality.

3.1 Introduction
In the last two decades technology in general and information and communica-
tions technologies (ICT) in particular have been advancing at a fast pace. Medical 
services are one of the major benefi ciaries of this development. Most of the medical 
systems have moved from traditional paper form to d igital forms. Nowadays, the 
majority of medical records are stored in digital format. In turn, digital transmis-
sion a nd e xchange of medical i nformation has become possible. Th i s was facili-
tated by rapid advancements in d igital te lecommunications networks. Th an ks to 
the Internet, authorized medical personnel can have access to patients’ information 
globally through any device connected to the Internet.1

3.2 Vital Signs Monitoring
Vital si gns re fer to a s et o f re adings t hat c an e xpress t he ba sic h ealth s tatus o f 
patients. Th ese i nclude temperature, p ulse, b lood p ressure, re spiratory r ate, a nd 
blood gases. For some patients this list can be expanded to include other parameters 
such as fl uid intake and output. Vital signs monitoring is one of the main routines 
that all inpatients have to go through. Even though most medical equipment has 
substantially developed into digital form with many of them including computer 
interfaces, vital signs monitoring has not taken full advantage of this development.2 
Th e protocol currently in use requires the nurse/care assistant to record a patient’s 
clinical data at the point of care several times a day. Th e clinical data is then plot-
ted on a sheet of paper which is clamped to the patient’s bed for doctors to review 
during t heir d aily ward rounds. Th is protocol does possess at l east a h andful of 
disadvantages, including but not limited to the following:

Ineffi  cient utilization of doctors’ time due to the fact that they have to physi-
cally pass by every patient’s bed to look at their records on a daily basis even if 
such a visit is not warranted (e.g., patient’s status is clearly stable).
Th e n eed fo r t he do ctor to b e ava ilable o n-site fo r t he m onitoring o f h is 
patients. Th is in turn implies the need for extra staff  for contingency plans in 
case of doctor’s absence.
Ineffi  cient utilization of nurses’ time because of the need to record the digital 
clinical data in paper form.

•

•

•
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Possible in accuracies in  gr aphical r epresentations o f p atients’ c linical da ta 
graphs due to the manual presentation in paper form.
Th e need for extra staff  time for transferring record data from paper form to 
electronic form for storing in computer systems.
Confi dentiality of patients’ clinical data cannot be secure and protected because 
it is attached to their beds. Th is can be seen by any person passing by, includ-
ing visitors and staff  who are not directly involved in patients’ treatment.

Th is chapter investigates and proposes an extension to the availability of medi-
cal data records for clinical and health care applications. A solution for providing 
support for effi  cient remote patients’ monitoring is researched. It makes use of the 
new technological developments in computing and wireless communications sys-
tems to provide mobile access to patients’ data for authorized medical professionals. 
Th is system can result in a protocol for monitoring inpatients that is time effi  cient, 
more accurate, more secure, and could directly reduce the total cost of treatment.

3.3 System Architecture
Th e s ystem c onsists o f t hree m ajor pa rts: a m obile u nit, a m edical i nformation 
server, and a su itable communications link. Th e communications link consists of 
two parts: one for local access and the second for wide area communication. Th e 
local access network is for communication within the hospital and the wide area 
network is to enable doctors to access patients’ clinical data remotely.3,4 Figure 3.1 

•

•

•

Hospital

Nurse
with PDA

WLAN

In Hospital
Doctor with

PDA

Internet/
Intranet

National Wireless Grid (UMTS/Wimax)

Doctor, out of
Hospital with
PDA/Phone

Figure 3.1 General structure of the wireless inpatients monitoring system.
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shows a functional diagram of the wireless inpatients monitoring system. Th e sys-
tem connects to t he hospital’s d atabase u sing a W LAN w ithin t he hospital a nd 
using a Universal Mobile Telecommunications System (UMTS) from outside the 
hospital. However, the system is platform independent. Th is enables the migration 
to newer platform such as WiMAX.

3.3.1 Database Server
In accordance with the recommendation of the Connecting For Health (CFH) ini-
tiative,5 vital information monitoring is considered part of a “detailed care record,” 
therefore the information collected should be stored in a local database within the 
hospital i tself. For t he de sign of t he d atabase, a W eb c lient/server approach was 
used6 (Figure 3.2). Th is approach provides a Web interface that is accessible from 
any Web-enabled device. Th is provides several advantages3:

Providing a unifi ed interface for in-hospital and off -hospital access from any 
device equipped with a Web browser.
Simplifying the process of software installation and maintenance. For exam-
ple, once an administrator installs new a software tool or upgrades an existing 
application, where the installation is done on the server side, a ll the clients 
can use the upgraded software version, whereas in the stand-alone application 
the installation has to be done on every PC.

•

•
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Figure 3.2 Database server’s software interaction.
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Upgrading t he hardware a lso becomes a f ar simpler operation. Because a ll 
processing work i s being done on t he s erver side, major upgrades a re only 
needed on the server side.
Enhancing the security. Due to t he fact that no data is stored or processed 
within the mobile device, a security breach would not occur in case of the loss 
or theft of those devices.

Designing an interface for database access had to b e done in a dy namic lan-
guage to allow diff erent access rights to be implemented. PHP (Hypertext Prepro-
cessor) was the language of choice to a ccompany the basic HTML in designing 
this interface. Th e choice o f la nguage wa s h ighly i nfl uenced by the f act that it 
is a n o pen so urce l anguage w ith n o ro yalties i nvolved fo r u sing i t. O ther re a-
sons included the immense amount of support that is available on the Internet for 
developers.

A sample database needed to be generated to refl ect the United Kingdom NHS 
database server. For t his prototype, mySQL was chosen for t he implementation. 
Th e choice of this database can be justifi ed for use on this system because of its free 
availability and compatibility with PHP. mySQL is a thoroughly tested application 
known to be a very reliable database server.

A simple database was designed for the implementation of this prototype. Fig-
ure 3.3 shows the database which was made into fi ve diff erent tables that can easily 
be incorporated into a real-life system. In real-life implementation, these tables are 
designed to be parts of diff erent servers. Doctor and Nurse t ables c an be imple-
mented in an authentication database to provide access rights to the relevant infor-
mation. Th e Patient table refl ects the recommendation by CFH for a “summary care 
record” which contains the patient’s basic health information. Th is is to be stored 
in a centralized NHS database that is accessible anywhere in the United Kingdom, 
although the PatientData table and the RPatientData are to be stored in the local 
hospital database. Th e PatientData table contains the collected vital readings and 
the RPatientData table contains the diagnoses and recommendations provided by 
the monitoring doctor. Th e reason for these two tables being separated is because 
they could fall into diff erent ethical categories when sharing the information with 
other involved medical professionals (e.g., GP or nurses).

3.3.2 Handheld Device and Interface
Th e prototype designed for testing the system was based on the use of off -the-shelf 
devices. A suitable device was chosen to meet the following criteria:

Portability
 i. Size and weight should be suitable for the medical staff  to carry around 

in their pocket

•

•

•
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 ii. Battery life is long enough for the staff  to use during their ward rounds 
without the need to recharge often

Th e screen size and resolution should be suffi  cient to display and edit patients’ 
data
Provides a suitable wireless interface for the transmission of data; in this case 
the choice was WLAN 802.11b or 802.11g
Provides a Web interface with support for PHP for accessing the database

Based on the aforementioned criteria, PDAs were c hosen as the most suitable 
devices for building a nd te sting t he prototype. A n HP iPAQ h4150 was chosen 
for t he prototype implementation. However, for building t he fi nal device, a fe w 
customizations may be necessary to ensure fl awless medical service. Th e se include 
implementation of a card and pin authentication standard as recommended by the 
CFH initiative a nd t he addition of R FID sensors to t he de vices for t he fl awless 
recognition of patients’ beds. For the benefi t of the prototype, a standard user name 
and pa ssword c ombination was u sed (Figure 3.4). For pat ient identifi cation and 
access, the system was limited for accessing the patients by name only. Figure 3.5 
shows the patient selection screen and display.

As F igure 3.5 sh ows, o nce m edical p ersonnel a re au thenticated, t hey a re 
presented with a d rop-down menu of the patients they are authorized to v iew. 
Th is c onforms to t he g uidelines o f CF H fo r t he s ecurity o f pat ients’ re cords. 
To make the selection process simpler, medical personnel are required to select 

•

•

•

Figure 3.4 Authentication page.
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the su rname, f rom which t hey a re presented w ith a fo llowing scre en to s elect 
the specifi c pat ient f rom. Th ese scre ens a re c ommon to a ll medical p ersonnel 
involved in the treatment of the patient. However, the following screens distin-
guish between nurses and doctors. Nurses are presented with an interface where 
they can record the readings they take, and doctors are able to v iew the results 
and provide feedback to t he nurses. Several pages were de signed to re fl ect the 
needs and recommendations of medical personnel. Figure 3.6 shows samples of 
the data entry pages used by the nurses and the result review pages for the doc-
tors where color coding is one of the features that doctors recommended for ease 
of reading.

Other pa ges de signed include a ccess to pat ients’ e xamination re sults such a s 
electrocardiogram (ECG), X-ray images, and laboratory tests.

Administration o f t he d atabase a nd s etting o f a ccess r ights were a ssigned to 
administrative staff . Th ese are faced with administrative interface as they log into 
the system. In larger system implementations, this interface can be substituted by 
a larger management system.

3.4 System Evaluation
An evaluation of the prototype was carried out with doctors and nurses from two 
medical c enters in the United K ingdom and Greece. A s et of questionnaires was 
compiled to measure the usability of the system. Th e questionnaires were composed 
of ten diff erent questions using a fi ve-point Likert scale. It was designed to measure 

Figure 3.5 Patient selection and view.
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the general  satisfaction with carrying and using the system. Th e questionnaires were 
handed out, along with basic instructions for the use of the system. Th e participants 
were asked to answer the questions after trying the system with the author. Table 3.1 
shows the questions included in the questionnaire.

Th e q uestionnaire w as h anded to t wo d iff erent g roups: do ctors a nd n urses. 
Results from participants of each group were then analyzed by taking the mean of 
the answers from participants within the group. With the used scale, higher numbers 
represent more satisfaction, with the exception of question 8. For the consistency of 

Figure 3.6 Sample pages of the interface.
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presentation, the results of question 8 were inverted to give 5 for totally disagree and 
1 for totally agree. Figure 3.7 shows the satisfaction of doctors and Figure 3.8 shows 
it for nurses. Th e graph is presented in percentages, where 100% denotes complete 
satisfaction with the demonstrated prototype.

Examination o f t he fi gures sh ows a g eneral s atisfaction w ith h andling a nd 
usage of the PDA for this application. Th e use of the screen for medical data was 
very satisfactory. In addition, participants agreed on the importance of this appli-
cation for medical staff . However, the application interface was not intuitive to all 
participants. Th e results showed the need for a more detailed instruction manual to 
ease the use of this application.

Table 3.1 Evaluation Questions 

Number Question

Q1 The wireless device is easy to carry around with me

Q2 The PDA is easy to use

Q3 The PDA is suitable for this application

Q4 The application is easy to learn

Q5 This application can be useful for healthcare staff

Q6 I would have preferred instructions that were easier to 
understand

Q7 Suffi cient information for diagnostic

Q8 I found it diffi cult to use the application

Q9 Screen directions are consistent and easy to follow

Q10 Text and images on each screen are clear enough

90.00
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Figure 3.7 Doctors’ satisfaction.
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3.5 Conclusion
Th is re search re sulted i n de signing a n ew p rotocol t hat c onforms to t he m od-
ern approach that the Department of Health is trying to implement through the 
Connecting For Health program. A working prototype was developed and tested 
using off -the-shelf software and hardware. Th e designed system was based on the 
use of PDAs that connect to t he hospital server using a W LAN. Th re e interfaces 
were designed as part of the complete system. Th e fi rst is a doctors’ interface that 
enables them to view the vital signs of the patients and provide relevant consulta-
tion. Th e second is the nurses’ interface enabling them to l og the patients’ infor-
mation directly into the hospital database. Th e last is the administrative interface 
where administrators can specify and control access r ights for medical s taff . Th e 
database and the interfaces were designed to be accessed through Web browsers. 
Th is enables the system to be used remotely over any local or wide area network 
technology available from any Web browser-equipped device. Initial evaluation of 
the prototype showed general satisfaction with the system. As a result of the feed-
back, minor modifi cations to the user interface are to be incorporated before wider 
trials are conducted.

Th e designed system was platform independent because it uses standard Web 
technologies. Th is  simplifi es the upgrade process for incorporating newer technolo-
gies for increased performance or security.

A pre-evaluation of the system was conducted to pinpoint the defi ciencies and 
the s trengths o f t he s ystem. M edical s taff  sh owed ge neral sa tisfaction w ith t he 
system. However, the need for clearer instruction and documentation for the use 
of t he PDA i n a ddition to t he s ystem h ave b een re cognized. Further a nd more 
comprehensive e valuations a re to b e c onducted w hen t he s ystem i s i n t he fi nal 
prototype stage.
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In this chapter, we fi rst present a mobile tele-cardiology architecture that is based on 
the next-generation wireless networking platforms, which are able to switch among 
diff erent wireless networks (including cellular networks, wireless LAN, WiMAX, 
ad hoc networks, and satellite networks) seamlessly and automatically when  cardiac 
patients move to diff erent locations (at home, large buildings,  suburbs, or highways). 
Th en, we discuss the importance of wireless sensor networks in cardiac monitoring. 
Finally, we provide our tele-cardiology results on secure ECG signal transmission 
based on a Skipjack cryptography algorithm.

4.1 Introduction
Health care costs, coverage problems, and demographic pressures mean 
system overload; its formal institutions can’t cope with the future. What 
will ease the pa in? A m ajor shift, enabled by technology, to s elf-care, 
mobile care, home care.

— Forrester Research1

Cardiovascular diseases are among the most widespread health problems and the 
single largest cause of morbidity and mortality in the United States and the West-
ern world.2 Based on the World Health Report 2000,3 each year coronary artery 
disease kills an estimated 7 million people representing 13% of all male deaths and 
12% of all female deaths. No country spends more per capita on health care deliv-
ery than the United States. Th e entire nation has doubled its health care expendi-
ture over the last two decades. Th us, low-cost and high-quality cardiac health care 
delivery is a critical challenge.

Tele-health monitoring can be defi ned as “mobile computing, medical sensor, 
and communications technologies for health c are.” Th is represents the evolution 
of e-health systems from traditional desktop “telemedicine” platforms to wireless/
mobile confi gurations. Tele-health for cardiac monitoring would largely benefi t our 
society (1) by enhancing accessibility to care for underserved populations (such as in 
rural/remote areas), (2) by containing cost infl ation as a result of providing appro-
priate care to c ardiac patients in their homes/communities, and (3) by improving 
quality as a result of providing coordinated and continuous care for cardiac patients 
and highly eff ective tools for decision support.
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Among commercial telemetry systems, CardioNet is the fi rst provider of mobile 
cardiac outpatient te lemetry (MCOT) s ervice i n t he United S tates fo r c ontinu-
ous monitoring of a pat ient’s ECG a nd heartbeat.4,5 It automatically detects and 
transmits ( using c ellular n etworks) a bnormal h eart rh ythms to t he C ardioNet 
monitoring c enter, w here c ertifi ed c ardiac te chnicians a nalyze t he t ransmissions 
and re spond appropriately 24 h ours a d ay, 7 d ays a we ek, 365 days a ye ar. Phil-
ips provides a telemetry system, which consists of a portable TeleMon companion 
monitor and the IntelliVue information center to off er an integrated surveillance 
and monitoring solution for ambulating patients who require vigilant oversight of 
ECG and SpO2.6 Th e GMP Wireless Medicine Corp. has developed the LifeSync 
wireless ECG s ystem for b edside monitoring.7,8 Th e s ystems de scribed i n Geier9 
and ten Duis and van der Werken10 show promising research in using wireless LAN 
(WLAN) radios in buildings to transfer cardiac patient information to the hospi-
tal in real-time, and analyze the signal interference w ith other ava ilable W LAN 
hotspots. A c ardiac pat ient m onitoring so lution u sing a d h oc n etworks, w hich 
can be formed dynamically a mong mobile a nd wearable devices, i s presented in 
Varshney.11 It is limited within a small transmission distance. A third-generation 
universal mobile telecommunications system (UMTS) solution for the delivery of 
cardiac i nformation f rom a n a mbulance to a h ospital i s presented in Gállego e t 
al.12 A c ombined hardware and software platform known as CodeBlue13 provides 
protocols for device discovery and publishes/subscribes multi-hop routing as well 
as a simple query interface for medical monitoring. Other examples of sensor-based 
cardiac m onitoring s ystems a re S MART14 a nd W iiSARD.15 A re al-time pat ient 
monitoring system that uses vital signs and location sensors, ad-hoc networking, 
electronic patient records, and Web portal technology to allow remote monitoring 
of patient status was designed and developed in Gao et al.16 Th e Advanced Health 
and Disaster Aid Network (AID-N),17 being developed at the Johns Hopkins Uni-
versity, explores and showcases how these advances in technology can be employed 
to a ssist v ictims and responders in t imes of emergency. Th e comprehensive over-
view of some of these existing wireless telemedicine applications and research can 
be found in recent publications.18–21

4.2  Signifi cance of Next-Generation Wireless 
Networks for Tele-Cardiology

Th e e valuation o f t he a bove p rototypes p oints to a n umber o f cr itical a reas fo r 
future te le-cardiology de velopments. O ne o f t he b iggest sh ortcomings o f m ost 
existing cardiac monitoring systems is that they are based on a single type of wire-
less network (most of them use cellular networks and some others use WLANs in 
buildings). However, a re liable cellular connection may not be ava ilable in many 
areas such a s rural a reas/roads, mountains, a nd recreational forests (due to p oor 
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coverage); indoor and underground areas (due to dead spots); and higher call block-
ing in dense areas (due to hotspots).

Similarly, WLANs are available only inside buildings and their signals experi-
ence at tenuation/loss due to f ading, multiradio i nterference, a nd multipath d is-
tortion. Th us t he c ellular o r W LAN n etworks a lone c annot a chieve “anywhere 
anytime” cardiac monitoring (shown in Figure 4.1).

Moreover, t he h ealth p rovider w ill n eed to i nstall m any te lephone l ines fo r 
receiving tele-health data when many patients use cellular networks in the future. 
On t he o ther h and, t hese h ealth p roviders a lready h ave h igh-speed I nternet 
connections.

Another s erious i ssue i s t he l ack of c omprehensive w ireless quality-of-service 
(QoS) support (including not only delay, bandwidth, and jitter but also packet loss 
rate, cellular call dropping rate, and other metrics) in a single wireless network.

Another area worth exploring is the impact of wireless bandwidth limitations 
and eff ective techniques for sharing bandwidth across patient sensors. For example, 
certain types of queries and patient data could be assigned a higher priority to give 
it better resources than others in the presence of radio congestion.

Th e tele-health monitoring systems can be made more reliable and economic, 
if the patient data and hospital command/control/query data could be transmitted 
through d iff erent w ireless communication technologies (instead of  a  s ingle t ype) 
depending on t he pat ient location, network ava ilability, a nd other QoS require-
ments. Note that each type of wireless network has diff erent data rates, end-to-end 
delay, radio coverage range, deployment cost, and allowable user mobility level (see 
Table 4.1).

weCare–Next-generation (4G) 
Integrated Wireless Tele-health 

System  

At Home 

At Work  

In a Plane

Outside the City: Rural
or Recreational Areas  

Alarm to Rescue 
Squad   

Remote Cardiac 
Monitoring Center   

In the City or 
Traveling   

Figure 4.1 Achieve “anywhere anytime” cardiac care through integrated wire-
less networks.
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We c an f ully u tilize t he fe atures o f d iff erent wireless networks to design an 
“anywhere, anytime, real-time” cardiac tele-health system. For example:

When a cardiac patient stays at home, some home Internet access technolo-
gies (such as DSL, cable modem, etc.) can be used to send the patient’s data 
to the health provider.
When a pat ient i s d riving/shopping i n t he ci ty, t he c ellular n etwork o r 
WiMAX m ay b e a b etter c hoice b ecause i t h as l ong-distance, h igh-speed 
radio communication.
When t he pat ient i s at w ork or s tays i n a n ursing home or hospital, t ypi-
cally WLAN (high-speed, covers building range) is available for local wireless 
Internet transmission.
Cellular networks can also be used for cardiac data transmission when out of 
the WiMAX radio range, say, in suburban areas.
Satellite networks could be t he only choice when t raveling in a p lane or a 
desolate place.
Ad hoc networks could be used to organize a temporary small area hop-to-
hop network when many patients are close to each other and other networks 
are not available.

4.3  Results on Tele-Cardiology Based on 
Integrated Wireless Networks

4.3.1  Routing in Simplifi ed Heterogeneous 
Wireless Tele-Cardiology Networks

We have investigated the routing scheme in a m ini weCare scenario, which inte-
grates the cellular networks and ad hoc networks together, shown in Figure 4.2. A 

•

•

•

•

•

•

Table 4.1 The Features of Different Wireless Networks That Could Be 
Used for Cardiac Monitoring

Radio 
Coverage

End-to-End 
Delay

Data 
Transmission 
Rates

Allowable 
Patient 
Mobility

Deployment 
Cost

Cellular 
networks

Approx. 35 
km

Medium/high 144 kbps ~ 1 
Mbps

High High/very 
high

WiMAX Approx. 20 
km

Low Approx. 10 
Mbps

Very high Medium/high

WLAN 50 m ~ 300 
m

Very low 11 ~ 54 Mbps Medium Medium

Satellite World Very high < 144 kbps High Very high

Ad hoc 
networks

Typically < 
1 km

Low/medium 300 kbps ~ 2 
Mbps

Medium Low
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cardiac pat ient’s monitoring device utilizes other pat ients’ monitoring devices to 
relay ECG data in a hop-by-hop topology until it fi nally reaches a cellular base sta-
tion (BS). Th e BS can then transmit the ECG data to the health provider. Because 
the ad hoc network can forward data to its neighboring devices at a short distance 
at up to 1 Mbps, the data rate is much higher than the long-distance direct device-
to-BS data forwarding (the cellular network data rates < 300 kbps).

To fi nd a sh ortest multi-hop path f rom a pat ient’s device to t he BS quickly, 
we have designed a dy namic routing scheme that adopts the controlled fl ooding 
approach for route d iscovery. First, the source cardiac monitoring device broad-
casts a ro ute d iscovery packet. Th e intermediate devices that receive this packet 
will reb roadcast i t u ntil i t re aches t he c ellular B S. Th e B S s ends a ro ute rep ly 
packet to t he source device and thus a route is formed, which is recorded in the 
routing table at the source device. To satisfy individual patient’s delay and data rate 
requirements or maintain the system effi  ciency, our routing protocol can allocate 
diff erent pat hs for adaptive adjustment. For example, i f a pat ient requires short 
delay a nd low d ata r ate, our routing protocol c an c hoose t he c ellular way ( i.e., 
direct PDA-to-BS communication). On the other hand, if a patient requires trans-
mission of high data rates, our routing protocol can choose the hop-to-hop relay 
for the source PDA.

4.3.2 Performance Analysis
We have conducted network simulation using OPNET22 to analyze the data rate 
and delay. We a ssume that the ECG d ata traffi  c follows the Poisson distribution 
model and each cellular “cell” covers 0.5 miles. We a ssume the cellular network 
communication rate as 1 Mbps, which is achievable under 4G wideband CDMA 

Patient’s Medical PDA

Base Station

Mobile Control Center

Base Station

Backbone

Figure 4.2 The integration of cellular networks and ad hoc networks.
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 environments. Th e ad hoc network throughput is assumed to be 2 Mbps, which is 
achievable when the average communication distance between two neighbors is less 
than 200 feet and the radio frequency is 2.4 GHz. Figure 4.3 shows the relation-
ship between ECG d ata throughput (bits per second) and the density of cardiac 
patients (number of patients per square mile). Figure 4.4 shows that the end-to-end 
ECG communication delay could be longer when using hop-to-hop relay than in 
pure cellular network.

4.4  Cardiac Monitoring Based on 
Wireless Sensor Networks

A cardiac pat ient with “multiple” health conditions needs a sp ecial telemedicine 
platform that is able to collect “multiple” health parameters from the patient’s 
body au tomatically a nd t hen s end a t imely a lert to a rem ote h ealth c are offi  ce 
if those parameters a re beyond normal ranges. Th ose health parameters include 
heart rate (HR), blood oxygenation level (SpO2), blood pressure (BP), and so on. 
Table 4.2 shows a pa rtial list of physiological conditions that may cause medical 
alerts.23–26
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Figure 4.3 ECG throughput (bits per second) vs. patient density.
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Figure 4.4 ECG transmission delay (seconds) versus patient density.
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Recently, a promising wireless telemedicine technology called a medical sensor 
network (MSN)27–33 has been proposed to monitor changes in patients’ vital signs 
closely and provide feedback to help maintain an optimal health status.

As shown in Figure 4.5, a n MSN sensor t ypically includes a s ensing chip to 
sense health c are pa rameters, a m icrocontroller to p erform local d ata processing 
(such a s d ata c ompression) a nd n etworking o perations ( such a s c ommunicating 
with a neighbor sensor), and a radio transceiver to send/receive health care sensed 
data wirelessly. Th e entire MSN sensor is powered by batteries with a l ifetime of 
several months. Because the power storage is limited, it is very important to use 
“low-energy” MSN networking operations.

Th e MSN sensors can improve the health care quality greatly because the auto-
matic, w ireless health c are data t ransmission c an avoid pat ients’ f requent doctor 
visits and labor-intensive manual health care parameter collections. Such sensors 
are also important to capture medical emergency events. For instance, many seri-
ous heart problems aff ecting older people are transient and infrequent and can go 
unnoticed even by the pat ients. A sudden sl owing of the heart rate that leads to 

ECG Signal

SpO2 Value

... ... Antenna
Sensing Chip Microcontroller

Radio Transceiver

Figure 4.5 MSN sensor hardware components.

Table 4.2 Multiple Health Care Parameters That Could Cause Alerts

Alert Type for Patients with Multiple 
Health Conditions

Detection Parameter That Goes 
beyond Normal Range

Low SpO2 SpO2 < 90% (default values, 
adjustable)

Bradycardia HR > 40 bpm (default values, 
adjustable)

Tachycardia HR > 150 bpm (default values, 
adjustable)

HR change |ΔHR per 5 minutes | > 19%

HR stability Max HR variability from past 4 
readings > 10%

BP change Systolic or diastolic change > ± 11 %
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a fainting spell may last less than a minute and occur only once or twice a week. 
Th at i s often enough to m ake d riving a c ar d angerous but not f requent enough 
for a do ctor to sp ot during a c heckup or even by using a p ortable 24-hour ECG 
recorder called a Holter monitor. Another problem, the uncoordinated quivering of 
the small upper chambers of the heart, a leading cause of stroke in people over 70, 
can be both infrequent and without obvious symptoms. Th ere fore patient-triggered 
ECG recorders could easily miss it. However, our MSN ECG sensor can automati-
cally collect ECG data and trigger an alert to the doctor if the ECG data mining 
software detects an anomaly.

Note that an MSN sensor is diff erent from traditional wearable medical devices 
that are also marketed as “portable”—but this does not always indicate that they 
are small and have wireless communications capability. Most such appliances are 
much heavier and larger than an MSN sensor that can be conveniently attached to 
a patient’s body.

We have designed a practical MSN that has the following characteristics:

Our MSN is able to collect multiple health care parameters continuously 
from a pat ient w ith m ultiple h ealth c onditions. I f a pat ient h as m ultiple 
chronic diseases, it is important to monitor multiple body parameters, shown 
in Table 4.2, instead of just one type of data. Our MSN can perform multi-
sensor data collection as shown in Figure 4.6. Each sensor node can sense, 
sample, and process one or more physiological signals. For example, an ECG 
sensor can be used for monitoring heart activity, an electromyogram (EMG) 
sensor fo r m onitoring m uscle a ctivities, a n e lectroencephalogram ( EEG) 

•
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Figure 4.6 Multiple sensors.
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 sensor fo r m onitoring b rain e lectrical a ctivity, a b lood p ressure s ensor fo r 
monitoring b lood pressure, a nd a b reathing s ensor for monitoring re spira-
tion. In the next section, we w ill further explain the hardware architecture 
of those sensors.
Our MSN uses a wireless body area network (WBAN) in each patient’s body 
to p erform m ultisensor d ata i ntegration. A m edical su per-sensor (MS S), 
shown in Figure 4.6, is a WBAN integration center that can use a radio fre-
quency to communicate with all body sensors. It can also use another radio 
frequency to send data to a center.
Our MSN can be applied in large U.S. nursing homes through a s elf-man-
aged, re lay-based w ireless c ommunication a rchitecture. We built a n MS N 
hardware/software system that is suitable to large nursing homes with a radius 
of 300 to 1000 feet. Because each patient’s MSS has limited wireless commu-
nication range (typically less than 100 feet) due to the low-power transceiver 
and tiny antenna in each sensor, this project will design a pat ient-to-patient 
(i.e., hop-to-hop) wireless transmission relay scheme. Th at relay scheme can 
automatically search neighbor patients’ MSS and use them to relay the medi-
cal sensed data to a remote medical monitoring center, shown in Figure 4.7. 
If the distance is less than 100 feet, an MSS can directly communicate with 
the center.
Our MSN design a lso considers patients’ mobility behaviors. If the patient 
moves around in a nursing home, our dynamic MSN routing protocol can 
automatically search a new patient-to-patient path to send the remote patient’s 
data to the monitoring center.

In summary, our nursing home MSN has automatic wireless network manage-
ment (such as neighbor discovery, mobility, adaptivity, etc.) and multisensor data 
transmission functions.

•

•

•

Wireless
Data Relay
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Nursing Home
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Figure 4.7 Medical sensor networks for nursing homes.
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4.5 MSN-Based Tele-Cardiology Design
4.5.1 Low-Power, Small-Size ECG Micro-Sensors
Th rough the collaboration with Sensorcon Inc.,34 Crossbow Inc.,35 and the CodeBlue 
research group at Harvard,36 the authors have led the researchers in the Wireless Net-
working Lab in the Computer Engineering Department at RIT to develop a proto-
type of ECG sensor networks. Our ECG micro-sensor shown at the top of Figure 4.8 
has three leads that attach to the patient’s upper and lower chest; one lead serves to 
bias the patient’s skin properly and the other two are used to measure cardiac activity. 
To send out the measured ECG data to a remote ECG server that is around 300 to 
600 feet away, we have made a low-cost RF board, shown at the bottom of Figure 4.8, 
that has the following features:

Th e heart of the RF board is the microcontroller/radio transceiver unit. Th ere 
are two options to incorporate the two devices together: either using a sepa-
rate m icrocontroller/transceiver c hip or u sing a s ystem-on-chip (SoC). We 
chose the SoC option as it is cheaper to implement, decreases programming 
complexity, and creates an easier printed circuit board (PCB) layout as there 
will be fewer parts. Th e Ember EM25037 SoC was selected for use.
Th e design of the RF board costs less than $20 in production of 5000+ units. 
It is much cheaper than the Crossbow programmable RF motes35 that cost 
more than $120 each. It is also signifi cantly smaller than existing portable 
hospital ECG monitors. Th e entire RF board plus the ECG sensor can fi t in 
a package measuring 6 × 4 × 4 cm.

•

•

(1) Tiny, three-lead ECG Sensor

(2) (Attaching to
      the bottom of ECG
      sensor): RF
      communication
      Board (made by us
      in 2005)

Figure 4.8 (Top) Three-lead ECG sensor. (Bottom) Wireless communication 
board.
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Th e R F b oard i s at tached to t he b ottom o f t he ECG s ensor, sh own i n 
 Figure 4.8. It can run sensor networking protocols such as automatic search-
ing for a next-neighbor RF board (located in another patient’s body) to help 
relay its ECG data if the ECG server is more than 600 feet away.

Th e three-lead ECG micro-sensor (shown at the top of Figure 4.8) operates 
from a supply of +3 V because it shares the two AA batteries with the RF board. 
Its ci rcuit d iagram i s sh own i n F igure 4.8. Th e ci rcuit c an p rovide a dequate 
amplifi cation of signals that are in the range of –5.0 to +5.0 mV because the 
cardiac tissue is not capable of generating signals greater than 5.0 mV in mag-
nitude. At the heart of the ECG s ensor de sign i s Texas Instruments’ INA321 
integrated ci rcuit ( IC), a m icropower si ngle-supply C MOS i nstrumentation 
amplifi er with a very favorable CMRR of 94 dB. Th e schematic c onsists o f a  
biasing d ivider ( R3, R 7) w hich sp lits t he su pply i n h alf a nd c onnects to t he 
lower-left chest lead (red) as a means of setting the patient to the correct poten-
tial. Th e other two leads (colored white and black, respectively) receive signals 
from the pat ient’s upper chest and t ransmit the resulting d iff erential signal to 
the INA321 device.

We have also built a set of ECG networking software modules including wire-
less routing (in each RF board), ECG security (in both the RF board and the ECG 
server), ECG d atabase m anagement ( in t he ECG s erver), a nd others. F igure 4.9 
shows a screen shot of our GUI (graphical user interface) in the ECG server. Our 
sensor network protocols can keep track of the location of each patient based on the 
MoteTrack algorithm.36 In Figure 4.9, we can see that our software can monitor the 

•

Figure 4.9 Cardiac monitoring software for a simple nursing home with three 
cardiac patients.
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sensor network topology. Th e topology has a t ree-like architecture with the ECG 
server as the tree “root.”

Our software c an sample the ECG si gnal u sing the built-in R F board A DC 
(analog-to-digital) that is capable of performing 10-bit digitization, which is com-
parable in accuracy to the specifi cations of commercial ECG devices. It is essential 
that an ECG sensor captures all information because medics may be interested in 
intermittent abnormalities that can occur at any time. Transmission of each ECG 
data packet occurs regularly and no more frequently than once every 50 msec. 
Because other patients’ ECG sensors may be in the vicinity during the operation of 
ECG sensor network, it would not be appropriate to send ECG data with a higher 
frequency than once per 50 msec, which will risk corrupting the information being 
sent to and from other patients’ RF devices.

A sample ECG t race captured from our ECG sensor is shown in Figure 4.10. 
Integrating an ECG micro-sensor on an RF board with the sensor network software 
yielded promising preliminary results and confi rmed that a 120-Hz ECG sample 
rate could indeed be achieved using the diff erential encoding scheme. However, the 
resulting received waveform was nonoptimal owing to the fact that the RF board’s 
radio broadcasts caused interference with the analog ECG c apture circuitry. Th is  
unexpected shortcoming will be remedied by the use of appropriate radio shielding 
techniques in the future.

4.5.2 Secure ECG Transmission

4.5.2.1 Single-Patient Case

To protect the two important aspects of cardiac patient “privacy” in tele-cardiol-
ogy s ystems, i.e., (1) confi dentiality (only t he source/destination c an understand 
the medical data through cr ypto-keys), and (2) integrity (no data falsifying dur-
ing transmission), we need to apply strong end-to-end security mechanisms to the 
cardiac data packets that are transmitted between any two network entities, such 
as between a patient’s sensor and a physician’s PC. On the other hand, in a practi-
cal community/hospital tele-cardiology system that is based on MSN architecture 

100

1400

1200

1000

800

600
101 102 103 104 105

Figure 4.10 ECG signal waveform (ECG amplitude (nV) versus seconds).
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as stated in Section 4.5.1, we should consider the following two constraints when 
designing privacy-preservation mechanisms:

 1.  Low-energy/low-overhead security schemes. A major concern in medical security 
schemes design i s energy effi  ciency. Our experiments have shown that most 
sensor battery power is consumed in radio communications instead of in ECG 
signal processing or sensing, shown in Figure 4.11. Th erefore, t he sec urity 
schemes should not use too many message exchanges between patients’ sensors 
and the network. Moreover the security schemes should be of low complexity. 
Th erefore symmetric-crypto can be a better choice than traditional asymmet-
ric-crypto based on public/private keys having high computational overhead.

 2.  Multi-hop versus s ingle-hop security. We should use multi-hop wireless re lay 
among patients instead of single-hop communications (i.e., direct patient–
doctor wireless forwarding) due to the following reasons. First, by deploying 
a multi-hop data forwarding network, packets c an be routed a round radio 
obstructions in a community. Single-hop, i.e., long-distance (>100 m), line-
of-sight radio communications may not be possible. Second, packet forward-
ing via multiple small radii transmissions requires less energy than a si ngle 
large-radius transmission for radio communications.38,39 Th e energy savings 
aff orded by multi-hop forwarding would help conserve PDA batteries.

Wireless Security to
Protect Patient Privacy

MIB Internet GatewayRS232 or USB Interface

Figure 4.12 Tele-cardiology MANET security: Single-patient case.
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Local EKG
Processing
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Miscellaneous
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Figure 4.11 Power consumption sources.
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Security in each individual hop is the prerequisite of multi-hop MANET secu-
rity. A s t he s tarting point of our s ecurity re search, we h ave implemented a l ow-
energy, low-overhead security scheme for one-hop (e.g., patient-to-doctor) wireless 
communications. As shown in Figure 4.12, the security software is built in both 
the PDA and the mote interface board (MIB) that serves as the transition gateway 
between MANET and the Internet.

Our one-hop s ecurity mechanism u ses t he fo llowing t wo s ecurity primitives 
shown in Figure 4.13:

 1. Initialization v ectors ( IVs): O ne i mplication o f s emantic s ecurity i s t hat 
encrypting t he s ame p laintext t wo t imes should g ive t wo d iff erent cipher-
texts. Th e main purpose of IVs is to add variation to the encryption process 
when there is little variation in the set of messages.

 2. Block cipher choice: Triple-DES40 is too slow for software implementation in 
embedded medical PDAs or sensors. We found RC55040 and SkipJack41 to be 
most appropriate for embedded microcontrollers. A lthough RC5 i s sl ightly 
faster, it is patented; also, for good performance, RC5 requires the key sched-
ule to be pre-computed, which uses 104 extra bytes of RAM per key. Because 
of these drawbacks, we selected SkipJack.

It is diffi  cult to measure energy consumption of security mechanisms directly 
from PDAs. We have thus resorted to an accurate simulator called Power Tossim,42 
where h ardware p eripherals ( such a s t he r adio, E EPROM, L EDs, a nd so fo rth) 
are instrumented to obtain a t race of each device’s activity during the simulation 
run. Th rough the obtained real-time traces of the current drawn in our SkipJack-
based symmetric crypto and RSA-based symmetric crypto,40 we have computed the 
energy consumption of major components (such as CPU idle, CPU active, radio, 
etc.) in PDAs, as shown in Table 4.3.
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CT

SKIPJACK
Encrypt Mode

SKIPJACK
Decrypt Mode

PT PT

IV
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64
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Figure 4.13 Skipjack crypto. PT = plaintext; CT = ciphertext; IV = initialization 
vector, which works with 64 bits.
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From Table 4.3, we can see that for the two most important components, i.e., 
CPU active and radio transmission, our proposed security scheme shows signifi cant 
power-saving improvements over the RSA security scheme and the energy effi  ciency 
is improved by 92 and 154%, respectively.

4.5.2.2 Multi-Patient Case

To get closer to t he real tele-cardiology MANET scenario, we h ave extended the 
above single-patient t ransmission s ecurity to a m ulti-patient c ase. A lthough it i s 
currently a fi xed, small MSN (with only a few sensors), it would serve as the basis 
of our future research work on a large-scale MSN.

It is challenging to deliver data securely from a remote sensor to an Internet gate-
way through multi-hop transmission as it requires integration of the security scheme 
with energy-effi  cient MSN routing schemes. As shown in Figure 4.14, we partition 
patients’ sensors into a n umber of “clusters.” In each cluster, exactly one sensor is 
chosen as the cluster head (CH). Th us each sensor only needs one-hop communica-
tion to send the ECG signals to its CH, which searches for a neighboring CH for 
data relay to the gateway. Th is c luster-based concept has a lso been used in many 

Internet
Gateway

Cluster
HeadCluster

Head

Figure 4.14 Multi-patient case: Cluster-based security.

Table 4.3 Security Energy Consumption Comparisons

SkipJack (mJ) RSA (mJ)

CPU active 26 51

Radio 1002 2542

Memory access 11 25

Total 1680 3360
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hierarchical routing MSN schemes to save energy. To avoid the battery overusing in 
a CH, the selection of CH could be rotated periodically among the sensors belong-
ing to the same cluster.

We have used the aforementioned SkipJack to achieve intra-cluster security (i.e., 
inside each cluster). For secure data transmission between clusters, an inter-cluster 
session-key (SK) is used, shown in Figure 4.15. A new SK is periodically distributed 
to all CHs by the gateway. All new SKs are derived from a one-way hash function 
H(.). Th e gateway fi rst pre-computes a long one-way sequence of keys: {SKM, SKM-1, 
… SKn, SKn-1, …SK0} (size M >> n), where SKi = H(SKi+1). Initially, only SKn (instead 
of the whole M-size key sequence) is distributed to each CH. Th en a CH can utilize 
H(.) to fi gure out SKn-1, …, SK0. Th e n keys { SKn , SKn-1 , … SK1 } are stored in a local 
key buff er. However, SK0 is not in the buff er because it is used for the current data 
packet encryption/decryption. A fter the initial SKn de livery, t he gateway periodi-
cally sends SKn+1, SKn+2, …, SKM (one key distribution in each period) to all CHs.

After receiving a new SK, the CH keeps applying H(.) to it for some time, in order 
to fi nd a key match in its key buff er. For instance, assume that a CH receives a new 
key SKj and its key buff er already holds n SKs as follows: {SKi, SKi-1,…SKi-n+1}. If

 H H H H SK SK SK SKj i i i n( ( ...( ( ))) , ,∉{ }− − +1 1�  (4 .1)

the authentication fails and the SKj will be discarded. Otherwise, if the authentica-
tion is successful, the key buff er is shifted one position and the SK shifted out of the 
buff er is pushed into the “active key slot” to be used as the current SK (Figure 4.15). 
Th e empty p osition i s fi lled w ith a n ew k ey SK ’, der ived f rom t he re ceived SKj 
through H, which meets the following two conditions:

 SK H H H H SK and H SK SKj i' ( ( (... ( ))), ( ')= =  (4 .2)

Time T0

Buffer Size = n

Active Keys

SKn SKn + i

SK0

... ...

T1

SKi

Figure 4.15 Keychain among CHs.
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4.5.2.2.1 Security Analysis

Th ere are several attacks listed as follows:

Gateway attacks: Because the distribution of new SKs is managed by the gate-
way, it is possible for an attacker to compromise the gateway and thus attack 
any future SK disclosures. Th anks to the SK buff er, there is a delay between 
receiving the new SK a nd actually using it. If the distribution interval is ∆’ 
(i.e., the re-keying period) and n i s the buff er length, the new SK w ill not 
be used until n x ∆’ later. As long as we can detect the gateway compromise 
within n x ∆’ t ime i nterval a nd ren ew SK s, t he c ardiac d ata pa ckets w ill 
maintain security performance.
SK attacks among CHs: Th e attacker may modify the transmitting SK, inject 
a phony SK, or use wireless channel interference to damage security packets. 
Our scheme can easily defeat these attacks. Th anks to the one-way character-
istics of the hash function keys, any false SKs cannot pass the authentication 
test, that is, after L t imes (L ≤ n ) of using hash function, if we s till cannot 
satisfy the following formula (in which SKFAKE is a false SK and SKNOW is the 
currently used SK), we will regard that it is a false SK:

 
H H H SK SK

L

FAKE NOW( (...( ( )...)))� �� �� =  (4 .3)

Cardiac packet attacks (such as faking the ECG data): Our scheme defeats it 
through SK re-keying every ∆’, and inclusion of Sensor_ID and per-packet IV 
(which will also be updated from packet to packet) in the generation of key-
streams to counter the key-stream reuse problem.
Man-in-the-middle a ttacks: Our scheme c an a lso de feat man-in-the-middle 
attacks (where an attacker fools the CHs as if he or she were a legal CH). Our 
strategy is to perform a t ransmission of MAC in the re-keying procedure as 
follows: Gateway CH E n SK MAC n SK→ ( ): '| | | ( '| | )∆ ∆0 0

4.6 Conclusions
Mobile telemedicine is an active research and development fi eld. Th is  chapter sum-
marized t he te le-cardiology s ystems ba sed o n a dvanced w ireless n etworks. Th is  
includes two aspects: (1) using integrated wireless networks (such as wireless LAN, 
cellular networks, WiMAX, and so on) to transmit ECG and other cardiac data to 
any place; and (2) using low-power sensor networks to collect ECG data remotely. 
We have also reported our research results on secure ECG transmission in sensor 
networks.

•

•

•

•
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Th is chapter deals with patient management strategies for congestive heart failure 
(CHF) pat ients. Th e c omputing a nd n etworking te chnologies a re i nvestigated 
to provide a daptive m anagement  strategies t hat c an prevent f urther de cline i n 
the quality of health as well as, in some cases, recover the health condition. First 
the enabling  technologies and sensor networks are briefl y discussed. Second, the 
CHF is  introduced. Th ird, the management and monitoring techniques for CHF 
are provided. Fourth, a n intelligent a rchitecture for remote monitoring i s pro-
posed. F inally, s ome o f t he c hallenges a nd t echniques f or implementation a re 
identifi ed.

5.1 Sensor Networks for Remote Monitoring
Due to recent advancement in the electronics industry, wireless sensor networks 
(WSNs) a re u sed fo r va rious ap plications suc h a s s ecurity, m ilitary, b uilding 
 automation ( HVAC), a nd en vironmental a nd h abitat m onitoring1,2

 as w ell as  
health care.3 WSNs consist of several battery-constrained sensor nodes equipped 
with  sensor detection capabilities such as room temperature, moisture, light, and 
 mobility as well as some computing, storage, and communication resources; the 
sensor n odes a re c ommonly k nown a s m otes. Th e h ealth c are s ensors i nclude 
 oxygen  saturation, pulse, EKG, and weight monitoring. Due to t he low cost of 
 sensors a nd  convenience of c ollecting l arge d ata s amples, WSN-based applica-
tions u se re dundant s ensors a nd f requent d ata s ampling to i ncrease re liability, 
 precision, a nd ro bustness. Dat a m ining a nd m achine l earning te chniques a re 
applied to e xtract nontrivial i nformation f rom t he s ensor d ata s treams. Sensor 
motes use license-free radio frequencies (916 MHz and 2.4 GHz) for communica-
tion; however, the implanted medical devices could use the WMTS band (wire-
less me dical t elemetry s ervices, a t 6 08 M Hz) to  avoid  i nterference w ith ot her 
wireless devices.

As t he Web i s w idely u sed fo r ub iquitous, p ervasive, a nd s eamless ap plica-
tions, a Web-based application can assist in remote health care applications such 
as i n-home a ssistance, sm art nursing homes, a nd c linical t rials. A s d ata w ill b e 
collected and reported automatically in real-time, the number of hospitalizations 
and clinic visits will be reduced, which will assist in minimizing health care costs. 
For instance, using a database approach,4 the following query can be issued from a 
health care provider’s laptop or a personal digital assistant (PDA):

 SELECT patient
 FROM WagonerMedicalCenter
 WHERE (oxygen-sat < 89) AND
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 (pulse < 60 OR pulse > 110)
 INTERVAL 30 minutes
 DURATION 4 months

In t he above query, a ll t he pat ients of Wagoner Medical Center who s atisfy t he 
given criteria of oxygen-saturation (SpO2) and pulse will be retrieved. Further, the 
query will be active for the next 4 months, and data will be obtained after every 30 
minutes. Th e above example can be initiated by a Web-based form where the care 
provider or any other authorized person can retrieve similar results using a standard 
interactive online form.

In t he a bove e xample, pat ients a re identifi ed by t heir corresponding medical 
center; however, patients can be located or identifi ed by several approaches:

 1. Virtual location such as clinic, hospital, room, and lab
 2. Geographical d ata suc h a s G PS c oordinates o f a pat ient o r a g eographic 

region, GPS coordinates of a center and radius (circular), or GPS coordinates 
of top-right and bottom-left corners (rectangular)

 3. Referential, e.g., Dr. Taylor’s patients

Although, in the above example, the exact numbers (60 and 110) a re used for 
pulse range, the numbers can be replaced with predefi ned fuzzy qualitative repre-
sentation such as very low, low, satisfactory, high, and very high. Th e results could 
incorporate imprecision in the accuracy of results, for instance “high probability of 
low saturation” or “very high probability of high pulse rate.”

5.2 Introduction to Congestive Heart Failure
Congestive heart failure (CHF) is among the top causes of morbidity and mortality 
in North America. Every year a large number of patients die due to CHF. However, 
the life expectancy and the quality of living for these patients could be improved by 
providing smart home care facilities (wireless devices).5

Th e heart is a muscle that contracts and relaxes in order to pump blood through 
the body. Th e blood is pumped into the lungs to absorb oxygen. Th en this oxygen-
rich blood returns to t he heart and i s pumped to t he other organs. A rteries and 
capillaries carry oxygen-rich blood to the cells and veins and bring the blood back 
to the heart to get fresh oxygen from the lungs. On average, the heart beats 60 to 
90 times per minute to pump 5 liters of blood every minute.

Th e healthy heart adjusts to the body needs in two ways: speed (low or high) and 
force (low or high). Th e heart’s performance is aff ected by age, heart damage, and 
demand. For instance, when a person is ill, the heart has to work harder to a ssist 
in healing. Similarly, during heart attack, some of the muscles die and form scar 
tissue that cannot pump. Further, the heart workload is also increased due to stress-
related activities or feelings. Systolic heart failure is a condition when the heart has 



88 � Mobile Telemedicine

diffi  culty in pumping blood through the body. Diastolic heart failure, however, is 
the condition when the heart has trouble in relaxing, which builds pressure inside 
the heart as well as in the lungs. Edema is a swelling or congestion caused by col-
lection of blood or fl uids in some parts of the body such as the abdomen, ankles, 
feet, or lungs—shortness of breath results because of congestion in the lungs. Th e 
symptoms could be temporary and can appear or disappear occasionally.

Although congestive heart failure cannot be cured, it can be managed.6,7 A 
patient’s cooperation and proper care can improve the quality of life and can reduce 
hospitalization. It is extremely important and benefi cial if small changes are identi-
fi ed at an early stage. Th e heart is aff ected by many factors:

High fat and cholesterol diet can damage the inside of blood vessels, which 
narrows t he b lood v essels so t he h eart h as to w ork h arder to p ump t he 
blood. Similarly, high sodium intake can cause more fl uid retention, which 
also causes the heart to work harder.
Like any other muscle, the heart can be strengthened by proper exercise or 
strained by excessive or unplanned physical activities.
Excessive, sudden, or persistent stress can also limit the heart’s performance.
During re st a nd sl eep, t he h eart sl ows down a nd re laxes, w hich a ssists i n 
managing the body’s demands.

A daily diary can be maintained to monitor the following: changes in breath-
ing, fatigue, weight gain, swelling, pulse, and side eff ects of any medication. Th e 
proper recording and reporting time is very important in managing heart failure. 
Further, medication should be taken at the right time, even when a person is feeling 
well. Common medications belong to fi ve groups:

 1.  Aldosterone antagonists: Reduce the stress to t he heart and a lso have a we ak 
diuretic eff ect.

 2.  Angiotensin-converting enzyme (ACE) inhibitors: Reduce the stress on the heart 
and may prevent symptoms from becoming worse.

 3.  Beta blockers: Aff ect the response to some nerve impulses in certain parts of 
the body, which decreases the need for blood and oxygen; assist the heart to 
beat more regularly.

 4.  Diuretics: Reduce the amount of fl uid in the body, prevent or reduce swelling, 
shortness of breath, and bloating.

 5.  Digoxin: Increases the strength of the pumping action of the heart.

5.3 Stages of Heart Failure
Th e fi rst step is to classify the stage of a heart failure. Th e most accurate classifi ca-
tion can be based upon a si mple treadmill test with the calculation of metabolic 

•

•

•
•
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equivalent expenditure at t he nonischemic level and taking into account entities 
such as respiratory status, BMI (body mass index), baseline activity tolerance, and 
arthritis.

Using the Framingham criteria,8 heart failure can be classifi ed based on subjective 
symptoms such as shortness of breath, swelling of feet associated with heart  failure, 
nocturnal s ymptoms, o r i ncreasing need fo r a h ead-raising p illow fo r re spiratory 
comfort in the absence of isolated respiratory illness. Th e stages are as follows:

Stage 1: No symptoms at any activity level but objective evidence of at least 
some reduction in ejection fraction.
Stage 2: Some or all of the above mentioned symptoms with moderate exer-
tion (more than one fl ight of stairs).
Stage 3 : Th e appearance of above mentioned symptoms with mild exertion 
(less than one fl ight of stairs).
Stage 4: Th e persistence of symptoms at rest.

5.3.1 Minimal Monitoring (Level 1 Monitoring)
Th e s tage 1 h eart f ailure w ill re quire m onthly m onitoring o f dy spnea ep isodes, 
blood pressure (BP), and weight. BP should be checked sitting up and relaxed after 
more than one hour of any exertion or caff eine intake, where exertion is defi ned as 
any activity raising cardiac output ≤15% of baseline. Weight should be measured at 
the same time of the day (preferably at waking up) without clothes. Episodes of dys-
pnea is a subjective description. In other words, no objective evidence is required.

5.3.2 Closer Monitoring (Level 2 Monitoring)
Th e stage 2 monitoring will require daily salt and fl uid intake, BP monitor, episodes 
of dyspnea on exertion with standard activity, changes in weight, and daily expen-
diture of metabolic equivalents.

Figure 5.1 shows diff erent levels of monitoring and the conditions that change 
the monitoring level. Initially the monitoring is at Level 1. However, the monitor-
ing will move to Level 2 when any one of the following conditions C1, C2, or C3 
is true; the conditions are defi ned as follows:

Defi nition 5.1. C 1: A n i ncrease i n wei ght i s g reater t han 2 lbs ., w here t he 
 increment cannot be explained by obvious factors.

 C w wthreshold1≡ >∆  (5. 1)

where ∆w  is change in weight and wthreshold = 2 lbs.

•

•

•

•
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Defi nition 5.2. C2: A persistent fl uctuation of more than 10 degrees systolic or 
5 degrees diastolic blood pressure.

 C BP n BP nsystolic systolic diastolic d2 ≡ > ∪ >( ) (∆ ∆ iiastolic )  (5. 2)

where nsystolic = 10 and ndiastolic = 5.

Defi nition 5.3. C3: Episodes of dyspnea (shortness of breath).

Episodes should be a subjective description of shortness of breath, at rest, at night, 
or increasing need for a head-raising pillow for respiratory comfort in the absence of 
isolated respiratory status deterioration. Any episodes should move patient to Level 2 
monitoring. Th e determination between Level 1 and Level 2 monitoring is based upon 
presence of any one of the three above-mentioned  conditions. In other words, presence 
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Figure 5.1 Stages of monitoring.
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of any one of the above three conditions shall move the patient from Level 1 to Level 
2 monitoring. Further, in Level 1 monitoring the conditions are tested on a monthly 
basis whereas in Level 2 monitoring the  conditions are tested on a daily basis.

After moving to L evel 2 m onitoring, pat ients can be moved back to L evel 1, 
if weight, BP, and dyspnea stay stable for 3 m onths and no further clinical dete-
rioration of cardiac failure (defi ned by the Framingham staging system) occurs, as 
shown in condition C4 of Figure 5.1.

Defi nition 5.4. C4: Stable weight, normal BP, and absence of dyspnea, for at 
least 3 months.

 C C C C t tmin4 1 2 3≡ ¬ ∩ ¬ ∩ ¬ , >∆  (5. 3)

where ∆t  is the duration of monitoring, and tmin is 3 months. In other words, if 
all three conditions (C1, C2, and C3) are false for more than 3 months, the 
monitoring will move to Level 1.

5.3.3  Closer Monitoring and Evaluation for 
Intervention (Level 3 Monitoring)

Th e stage 3 monitoring requires a ll of the above monitoring as well as monthly 
BNP ( B-type n atriuretic p eptide) a nd c ardiac i mpedance. B NP i s a p eptide 
released by cardiac muscle in direct response to strain.9 Higher values indicate 
worsening cardiac failure. Normal va lues a re between 50 a nd 150. Values va ry 
remarkably among individuals. A n increasing number for one pat ient i s a v ery 
good i ndicator o f w orsening h eart f ailure a nd a  good  i ndicator t o d etermine 
that worsening dyspnea is being caused by worsening cardiac status as opposed 
to re spiratory s tatus. On one h and, a pa rticular pat ient at a B NP o f 100 w ill 
clearly fe el better s ymptomatically t han at a B NP of 50 0. On t he other hand, 
two diff erent patients with a BNP of 300 may have very diff erent symptoms from 
each o ther. I t i s b ecause a r ising BNP i ndicates worsening c ardiac s tatus w ith 
respect to a particular patient’s baseline value as opposed to any absolute number. 
Over time, serial BNP values for a pa rticular patient can be plotted to measure 
prognosis.

Defi nition 5.5. C5: Increase in BNP.

 C BNP nBNP5 ≡ >∆  (5.4 )

For instance, for a pat ient A, if BNP1 = 400 and BNP2 = 410, ∆BNP =10, which 
does not indicate worsening cardiac status. However, for a patient B, if BNP1 = 100 
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and BNP2 = 350, ∆BNP = 250, which is a signifi cant change and indicates worsen-
ing cardiac status.

Cardiac impedance is a noninvasive method of calculating the following values: 
systolic pressure, diastolic pressure, mean arterial pressure, thoracic fl uid content, 
vascular re sistance, c ardiac output, a nd e jection f raction. A ll t he va lues d irectly 
indicate any worsening heart failure and vary from individual to i ndividual. Any 
change from baseline to one particular patient can be used as a measure of  worsening 
or improving cardiac status.

5.3.4  Aggressive Monitoring and Preparation for 
Intervention (Level 4 Monitoring)

Stage 4 m onitoring re quires a ll o f t he above w ith a m onthly t ransthoracic e cho 
cardiogram, which gives a measure of the following:

 1 . Ejection fraction
 2.  Cardiac output
 3.  Valvular pressures
 4.  Transchamber fl ow gradients

Any change in values is a direct indicator of worsening or improving cardiac 
status.

Defi nition 5.6. C6: Worsening transthoracic echo cardiogram.
All of the above patients (stages 1 through 4) should have the ability to report any 

ischemic symptoms characterized by chest pain, sudden worsening dyspnea, etc. With 
such reporting, automatic c ardiac en zyme levels (troponins) should be d rawn w ith 
serial EKG and telemetry monitoring until ischemia or arrhythmias are ruled out.

Noncardiac causes that contribute to the appearance of decline in cardiac sta-
tus should also be ruled out. Th ese are acute insults and usually result in reversible 
decline in cardiac status, and if treated properly, should not require the patient to 
stay at a higher level of monitoring. Th ese etiologies include but are not limited to 
pneumonia, septicemia, viral illnesses, anemia, worsening restrictive or obstructive 
lung disease, acute renal insuffi  ciency, endocarditis, pericarditis, myocarditis, acute 
rheumatic fever, acute aortic dissection, and hypertensive urgency or emergency.

5.4 Smart Monitoring System
An architecture for a smart monitoring system is proposed;10 the architecture includes 
a sensor network, a s erver, a s ymptoms diary, users, and management.  Figure 5.2 
shows a sensor network that consists of a base station and the patient-related sensors 
such as oxygen, pulse, EKG, and weight. Using license-free radio frequencies, these 
sensors transmit sensor data streams to their corresponding base station. Th e base 
station collects the data from the sensors and transmits the  aggregated data stream 
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to the server through the Internet. Th e base station is the bridge between the sensor 
network and the Internet.

Th e s ymptoms d iary i s managed t hrough a p ersonal d igital a ssistant (PDA), 
which i s a lso connected to t he Internet. Th e pat ient fi lls in the Web-based form 
to record the entries for dyspnea, orthopnea, cough, fatigue, abdominal swelling, 
and ankle swelling. Th e entries are automatically uploaded to t he server with the 
 corresponding t ime s tamp. I f t he pat ient fo rgets to re cord t he en try, t he s erver 
would generate a suitable alert for the missing or delayed entries.

Th e m anagement i s p rescribed b y t he p hysician a nd t he c orresponding 
 management en tries a re u sed to c ontrol t he m onitoring ap plication. F or C HF 
patients, t he m anagement en tries i nclude fl uid re striction, ACI-I, d iuretics, a nd 
nitrates. Th e m anagement i s s tored a s a d atabase t able a nd e ach m anagement 
 modifi cation is identifi ed by the corresponding time stamp.

Th e server consists of the following components:

A communication component receives the data streams from the base station 
and PDA. Th e communication component hides the underlying communica-
tion technology; the sensor data could be received by telephone modem, local 
area network connection, or a serial cable.
An allocation component stores the allocation schema, metadata, the types of 
sensors, symptoms, and management strategies.

•

•
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Figure 5.2 Architecture for a patient monitoring application.
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A da tabase ( DB) co mponent s tores t he da ta co llected f or t he p atient. I t 
stores t he da ta r eceived from t he base s tation a s well a s t he da ta r eceived 
from the symptoms diary. Th e allocation component specifi es “what” is being 
monitored. On the other hand, the actual monitored data is recorded in the 
 database. Th e DB component stores the data in a relational database manage-
ment system such as IBM DB2, PostgreSQL, or Apache Derby. Th e relational 
database assists in data processing for customized data visualization.
A knowledge component is used to extract the nontrivial information from the 
data streams, metadata, and the usage of services. Th e data mining  principles 
such as frequent item sets can be used to extract the useful  information. Th e 
knowledge base will recognize the alerts in the progress of the CHF patients 
on regular intervals, and it will prompt the services so that patients can 
have timely access to health care. Th e expert system will be developed using 
patients’ histories and related case studies. Th e intelligent techniques such as 
neural networks and genetic algorithms can be used for fi ltering the patients 
with immediate needs.
Finally, s ervices a re p rovided t o f acilitate t he m anagement a nd da ta 
 visualization of the sensor data. Th e services can be used to create  customized 
 applications for the users. For instance, the services could use Simple Object 
Access Protocol (SOAP) to communicate using XML messages. Users  interact 
with one or more services to achieve their objectives. Users can be software 
agents, programs, or patient care staff .

5.4.1 Monitoring Human Behavior in a Bedroom
An experiment is conducted to m onitor human mobility and activity pattern. In 
this experiment, sensors are deployed in a bedroom to monitor the behavior, mobil-
ity, or lifestyle of a person. For instance, the sensors can be used to determine the 
time spent at the study table or on a bed.

Figure 5.3 shows the room plan of a bedroom. Moteiv’s Tmote Sky sensors11 are 
used to monitor the temperature, humidity, and light of the room. Th e sensors are 
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deployed as follows: four sensors on a study table (Mote 1, Mote 2, Mote 3, and Mote 
4), two sensors near the window (Mote 5 and Mote 6), one sensor on the corner of the 
bed (Mote 7), and two sensors near the door (Mote 8 and Mote 9). Th e base station is 
attached to a laptop on the study table. Th e sensor data is collected for several days.

Figure 5.4 sh ows re ceived si gnal s trength i ndicator ( RSSI) va lues fo r t able, 
 window, and door sensors. R SSI va riation can be used to i dentify the activity of 
a person. A s tudent was working at t he study table for the initial 3 h ours, which 
is confi rmed by RSSI variation for Table motes 1 and 3, as shown in Figure 5.4(a) 
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Figure 5.4 RSSI variation for sensors in a bedroom.
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and Figure 5.4(c), respectively. Further, the small variation for Table motes 2 and 4 
[Figure 5.4(b) and Figure 5.4(d)] indicates that the person’s sitting position did not 
aff ect these values. By comparing the RSSI values of Table motes 1, 2, 3, and 4, the 
sitting posture or inclination on a table can also be determined.

After 3 hours of working, the person slept for 7 to 8 h ours. Th e sleeping time is 
also evident from RSSI values of window and door motes. Further, the RSSI varia-
tions for door motes are not consistent. For instance, Mote 8 [Figure 5.5(c)] near the 
bed confi rms the sleep behavior; however, the mote near the closet (Mote 9) shows 
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Figure 5.4 (Continued)
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some unexpected RSSI variation. Finally, the RSSI variation in the last couple of 
hours shows the morning activity, which is confi rmed by most of the motes.

Th e above results can be used in maintaining a daily activity diary for a person. 
Th e re sults obtained at t he ba se s tation c an b e l ogged i n a d atabase a nd c an b e 
retrieved t hrough a W eb-based application. Consequently, a l ifestyle of a p erson, 
active or sedentary, can be estimated by these results. It should be noted that sensors 
will automatically record the activity and duration of the activity. Further, sensors 
can be used to determine mobility during sleep, which could indicate stress level.
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Figure 5.5 RSSI variation for sensors in a bedroom.
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Figure 5.6 shows the humidity variation for the same experiment. Th e humid-
ity variation confi rms the presence of a person. Initially, the humidity level was low; 
however, due to presence of a person in a small room, the humidity level reaches a 
higher value. Further, in the morning when the door was opened, there is a sharp 
decrease in the humidity level, as shown around 5 a.m. in the graphs of Figure 5.6. 
Th ese rapid changes in humidity level can be used to de termine the opening and 
closing of t he door. Further, t he humidity profi le c an be u sed to de termine t he 
comfort level of the room environment.
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Figure 5.5 (Continued)
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5.4.2 Monitoring Example
Several symptoms and signs can be used to give a clue on the health status of a typi-
cal patient with congestive heart failure. Th ese include patient’s weight, heart rate, 
oxygen saturation (SpO2), EKG, and a symptom scale. Following is an example of 
these symptoms:

Ms. Jane Smith is a 65-year-old patient who was diagnosed with con-
gestive heart failure three years ago. Her symptoms are being  managed 

8 pm 11 pm 2  am 5 am 8 am
0

20

40

60

80

100

Time

RS
SI

 (d
Bm

)

8 pm 11 pm 2 am 5 am 8 am
0

20

40

60

80

100

Time

RS
SI

 (d
Bm

)

Figure 5.6 Humidity variation.
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with fl uid restriction, diuretics, ACE-I, and nitrates. She visits her fam-
ily physician once a m onth fo r fo llow-ups. She needs to a rrange t he 
handi-transit service as well as request her neighbor to accompany her 
to the doctor appointments. She has been hospitalized three t imes in 
the l ast 18 months due to a ggravation o f h er s ymptoms. M s. Smith 
lives a lone i n a n apa rtment 35 m iles aw ay f rom h er f amily do ctor’s 
clinic. Ms. Smith’s medical condition is slowly declining, and thus it 
has become diffi  cult for her to manage her appointments.
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Th e smart sensor system will provide Ms. Smith with useful wireless 
devices that can check her oxygen saturation, pulse rate, and EKG at 
regular intervals. Ms. Smith will be checking her weight daily and the 
device w ill re cord a nd fo rward i nformation a bout h er b ody wei ght 
directly to t he s ystem. M s. Smith w ill b e g iven a s ymptom d iary to 
record t he re lated s ymptoms, i ncluding dy spnea, o rthopnea, c ough, 
abdominal or a nkle swelling, a nd f atigue. Ms. Smith would r ate her 
symptoms on a sc ale o f one to ten. Th is s ymptom sc ale c an b e fo r-
warded to the system through a Web browser or a telephone system.

Th is way, Ms. Smith’s health care providers are being updated with the infor-
mation on a regular basis. Th e monitoring system is also able to generate alerts for 
the c are p roviders to i ntervene. For i nstance, c hange i n BP, wei ght, o r dy spnea 
(C1, C2, or C3) could generate an a lert to c hange the monitoring level. Further, 
based on sampled data and patient’s condition, the system can adapt the sampling 
frequency to avoid unnecessary data transmissions.

An expert system can be used to assist the sensors to identify the emergency sit-
uation using patient’s vital signs. In case of emergency, the smart sensors will alert 
the corresponding authority or personnel. Moreover, the continuous and seamless 
recording of sensor data can be used for future analysis. Th e physicians or nursing 
staff  would be able to monitor the necessary data for the outpatients using a Web 
browser or a PDA. Th e information about the location and the level of the emer-
gency situation will be automatically forwarded to the fi rst responders, if needed.

Similar systems can be developed to assist in management of patients with other 
chronic conditions like COPD and ischemic heart disease. Th ese systems are able 
to provide accurate information while using minimal resources.

5.5 Conclusion
Th is chapter shows a smart monitoring system for CHF patients. After a brief intro-
duction of sensor networks, congestive heart failure is briefl y described. Th en , some 
of the patient management and monitoring techniques are investigated. Finally, an 
architecture and implementation of a smart monitoring system is discussed. Th e 
proposed system can assist health care providers in giving high-quality patient care 
and can reduce the overall health care costs.
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We view telemedicine, particularly for cardiac health, as a proactive model versus 
the traditional reactive one. Around-the-clock monitoring of vital signs helps iden-
tify problems before they become serious or life-threatening emergencies. Our goal 
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is to defi ne and provide a model for personalized health care for chronic health con-
ditions using patient diagnosis to drive the requirements of the telemedicine solu-
tion. We discuss two generations of prototypes using diff erent hardware approaches 
to determining practicality and robustness. We explore a de sign using motes for 
fi ne-grained sensitive medical data. We fi nd that they are not robust enough with-
out major modifi cations and work on the communications protocol. However, they 
may work very well in an overall telemedicine architecture for cardiac monitoring 
where c oarse g rain d ata i s to b e t ransmitted on a l ess f requent ba sis t han ECG 
signals.

6.1 Introduction
We are an aging society. Th e U.S. Bureau of Census estimates there are 35 million 
people over the age of 65 in the United States, or roughly 15% of the population.1 
Baby boomers account for an overwhelming total of 28%. Couple these numbers 
with advances in medical technology and the simple result i s that people a re l iv-
ing longer. However, longevity comes at a cost. We want those extra years to enjoy 
retirement, family, and friends but a certain quality of life must be present. Spend-
ing an extra few years bed-ridden, homebound, or confi ned to a n ursing home is 
not the extended lifestyle people hope for. Quality of life is a very important issue.

Far from enjoying the fountain of youth, the elderly still suff er from many ail-
ments. In the next 35 years, it is projected that the number of people with chronic 
conditions will increase by an alarming 50%. A chronic illness is defi ned as a disease 
or condition that persists over a long period of time, or one that reoccurs frequently. 
Common examples include cardiovascular disease, chronic heart failure, diabetes, 
and asthma. While the focus of this chapter is on cardiac health, we remain open to 
telemedicine in many areas. It is common for the elderly to have multiple illnesses. 
We also note that chronic conditions are not age discriminating. Indeed, over 45% 
of Americans have one or more chronic illnesses at some time in their lives.2

Th e cost of t reating these d iseases i s a n a stounding $1 t rillion, consuming a 
total of  7 5% of  he alth c are s pending.3 Th e fi nancial b urden fo r c ardiovascular 
disease a lone was e stimated to b e a lmost $370 billion i n 2004. By c omparison, 
the estimated cost for cancer treatment, the second leading cause of death in the 
United States, was approximately $190 billion in the same year.4 Th e balance to this 
equation is insurance carriers decrease reimbursements and increase deductibles as 
they struggle to deal with these numbers.

Telemedicine i s t he u se o f c omputers to m onitor pat ients, d iagnose c ondi-
tions, and report data to clinicians through various means of telecommunications 
media. Medical telemetry systems are evolving rapidly as communication technol-
ogy advances, evidenced by the commercial products and research prototypes for 
remote health monitoring that have appeared on the market. It is one of the fast-
est growing sectors in the medical industry.5 More recently, wireless systems allow 
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patients to m ove freely in their home and work environments while being moni-
tored remotely by health care professionals. Patients are being off ered more options 
for independence. Senior citizens can avoid the cost of eldercare. From a practical 
standpoint, d isease m anagement v ia te lemedicine re duces em ergency ro om v is-
its and hospital admissions while increasing quality of life. In the case of chronic 
heart f ailure, s tudies have concluded t hat a lmost 75% of emergency room v isits 
and resulting hospital admissions can be avoided, indicating that this approach to 
disease management is not only appropriate but also very eff ective.3

6.2 Telemedicine for Cardiac Health
Our p rimary fo cus i s p ersonalized c ardiac m onitoring. C ardiovascular d isease 
(CVD) robs us of precious years of l ife. One in every three adults in the United 
States is estimated to have some form of CVD. Roughly 2500 people die of CVD 
every day, or an average of one death every 35 seconds.4,6 Th is  sobering statistic 
includes the following cardiac events:

Myocardial infarctions, more commonly known as heart attacks
Congestive heart failure (CHF)
Cardiac arrhythmia, disorders of the regular beating of the heart:

Tachycardia, a heart rate of greater than 100 beats per minute
Bradycardia, a heart rate of less than 60 beats per minute
Atrial fi brillation, an irregular heartbeat

Electrocardiograms (ECGs) are a well-established and widely accepted method 
for monitoring the electrical activity of the heart. Figure 6.1 illustrates a theoretical 
ECG signal. Numerous ECG m onitoring devices have been developed and mar-
keted for the sports industry. Athletes’ needs have been targeted so that they can be 
monitored under conditions that are physically stressful. Ambulatory elder patients 
have signifi cantly diff erent needs. A w ider va riety of symptoms should be moni-
tored in older adults, particularly a s their body chemistry changes. For example, 
studies suggest t hat a s we a ge, we a re at a h igher r isk for complications d irectly 
related to d rug interactions, even i f there were n o problems in the past.7 Among 
suggestions for management of these risks are regular ECGs tests.

Today, s everal de vices a re c ommercially ava ilable fo r c ardiac m onitoring. 
Numerous devices are also available for purchase over the counter (OTC) but their 
use extends only to personal at-home use and most likely does not involve automatic 
physician intervention. Commonly used OTC at-home devices for these purposes 
come in the form of blood pressure monitors, weight scales, pulse oximeters, and 
three-lead ECG Halters. A remote patient typically wears an ECG Halter that col-
lects data through wires attached to sk in-contact biosensors. A home-based ECG 
Halter u ses only three leads. A t ypical re sting d iagnostic ECG d isplays 12 leads 

•
•
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using 10 biosensors. A three-lead confi guration supplies the rudimentary beats per 
minute and QRS interval necessary for a quick assessment of the arrhythmia disor-
ders being monitored. Some of these are capable of sounding a warning if irregular 
heartbeats are detected.8,9 However, c urrent ECG s ensor c ollection methods a re 
not v iable for more t han s everal d ays. Skin contact e lectrodes a nd c ables a re a n 
impediment to l ong-term monitoring, particularly in the elderly where adhesives 
used for ECG electrodes are potentially damaging to the skin when worn over long 
periods of time.

Several cutting-edge technologies are on the horizon. One such device is a patch 
which, when applied to the skin, continuously monitors a person’s blood pressure, 
heart rate, and other vital signs, and then forwards that information to their partic-
ipating physician’s computer via wireless links.10 Several companies are working on 
this technology, but are still undergoing testing prior to FDA approval. We predict, 
based on this and other research being done in the fi eld of biosensors, that a wear-
able cardiac monitoring shirt or vest device will replace the traditional  Halter mon-
itor. Rudimentary biosensor shirts exist mainly in research environments but they 
approach the problem with a very small number of sensors that are wired together 
for communication.11–13 Th e sensors are placed fi xed in position on a stiff  vest with 
little range of movement that a normal person would be comfortable wearing for 

R RR Interval

Q
S QRS

Complex

Figure 6.1 QRS Complex. An electrocardiogram represents the electrical 
activity of the heart muscle as it is recorded from surface sensors placed in 
standard locations on the body. Current passing toward and away from the 
positive end of a bipolar electrode causes a large defl ection in the waveform of 
an ECG. Electrical current fl owing at an oblique angle to the electrode causes 
a smaller defl ection while current fl owing at a perpendicular angle produces 
a biphasic defl ection in the recorder. Each lead “sees” the heart on a different 
plane. All of this information is plotted as a series of defl ections and waves that 
may be graphically represented, each containing unique information as well 
as redundant information about the rhythm of the heart. The RR interval is a 
 measurement of the time between heartbeats.
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any reasonable length of time. Biosensors are on the inside of the vest and attached 
directly to the patient restricting a normal range of body movement.

A number of wireless noncontact ECG electrodes are under test and develop-
ment. Th ey va ry in si ze, c apability, and ava ilability but this new technology has 
been proven and is advancing. Th e value of this type of electrode is the ability to 
capture the electrical signal generated by the heart without literally being tethered 
to a n ECG Ha lter. One pa rticularly l arge hurdle, e specially for t he e lderly w ith 
fragile skin, is the electrode itself. ECG d ata collection is normally a noninvasive 
technique, although skin spike and ingestible sensors exist. Skin contact electrodes 
are applied directly to the skin with a conductive adhesive gel to maintain contact 
for high-quality traces. Th ese irritate the skin and are not meant for long-term use 
or extensive movement. Commercially available devices for home monitoring typi-
cally use three-lead, hardwired, skin contact ECG sensors that can be worn up to 
14 days. Noncontact sensors allow total freedom of patient movement while being 
monitored. Th is type of biosensor is not commercially available but researchers in 
both the United States and Great Britain have proved the science. Patents are cur-
rently pending for noncontact electrodes.14

6.3 First Generation Prototype
Th e fi rst p rototype, t he a rrhythmia m onitoring s ystem ( AMS), i s a c ompleted, 
working wireless telemetry system testbed developed at NASA and Case Western 
Reserve University’s Heart & Vascular Center. Th e AMS system collects real-time 
electrocardiogram (ECG) signals from a mobile or homebound patient, combines 
global positioning system (GPS) location data, and transmits it to a remote station 
for display and monitoring. It was developed as a collection of parts with a commer-
cial ECG Halter, an 8051 development board, Palm Tungsten, Emtac GPS unit, all 
using Bluetooth, with GPRS (General Packet Radio Service) using AT&T, a 2.5G 
long-distance wireless service.15

Th e end-to-end system architecture consists of a wearable server system, a cen-
tral server system, and a call center service. Th e wearable server shown in Figure 6.2 
is a sm all d ata collection a nd communication de vice. ECG si gnals a re collected 
from a c onnecting three-lead Halter device worn by the patient, and transmitted 
over a short-range wireless link to a central server sitting in close proximity. A three-
lead c onfi guration supplies t he r udimentary beats per m inute a nd QRS interval 
necessary for a quick assessment of the arrhythmia disorders being monitored.16

Collected samples are transmitted over a wireless link to the Central Server, which 
is in close proximity to the person. Th e digitized ECG data, headers, start and stop 
bits fi ll a minimum message size of 9 bytes. Th e data acquisition rate of 4 milliseconds 
requires a minimum baud rate of 22.5 Kbps. Th is sets a bound on the communication 
requirements for the short-range wireless components. Th e most widely available and 
supported COTS components are BluetoothTM and 802.11b (also known as WiFi). 



108 � Mobile Telemedicine

Bluetooth was selected for our fi rst prototype because it is low cost, low power, and 
robust. Th e internal antenna transmits in the l icense-free Industrial, Scientifi c and 
Medical (ISM) frequency band ranging from 2.4 to 2.4835 GHz. Class 3 radios can 
reliably receive signals from other Bluetooth devices within a 10 meter range which 
more than suffi  ces for our body range ECG monitoring prototype. Frequency hop-
ping reduces signal fading and interference from other nearby devices transmitting 
in the ISM band. WiFi devices operating in the same 2.4 GHz ISM frequency band 
would serve as well in the remote arrhythmia monitoring system but at greater cost.

Th e c entral s erver sh own i n F igure 6.3 p erforms s everal f unctions i ncluding 
data compression, location awareness via GPS signals, and rudimentary arrhythmia 
detection. Th e messaging protocol used in the system is infl uenced by several factors. 
Device capabilities and wireless service provider drive session management. Our PDA 
connects to a p rivate network on a long-distance carrier. A private Internet Protocol 
(IP) address is dynamically assigned for a single communication session. Once con-
nected, data may be sent and received on demand in what is referred to as an “always-
on” I P-based s ervice. Th e c entral s erver i nitiates a nd e stablishes a c onnection a nd 
immediately begins streaming data. Th e interface specifi cation uses a bidirectional, 
stateless, serial data t ransmission protocol. Error checking, correction, and retrans-
mission of data is handled by the TCP/IP protocol. Th is is essential for delivery of a 
high-integrity ECG signal. Th e central server buff ers data until acknowledged.

8051

ECG Halter

Wearable Server

BluetoothTM

Wireless

Figure 6.2 The wearable server. This portable device worn on the patient 
receives analog signals from the ECG sensors, digitizes the signals, and transmits 
the data over a wireless link to the central server. The prototype system uses 
an 8051 micro controller on a development board connected to three standard 
ECG leads. Data is collected at a sampling rate of 250 Hz. One sample contains 
three digitized ECG readings with 13 bits of resolution. The dynamic range of 
the data is −9.99 to +9.99 mV.
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Th e call center is designed to be a facility staff ed 24 hours per day, 7 days per 
week by qualifi ed health care professionals. Th is  staff  has the capability of remotely 
monitoring a s et of patients within a g iven geographical area determined by tele-
phone and Internet infrastructure of the area and by the number of patients within 
the area. A h igh-performance, commercially ava ilable personal computer collects 
and displays the three-lead ECG signal in near real-time (~10 to 30 sec latency) using 
traditional strip chart graphics beside a m ap showing the most recently acquired 
patient location. A user-friendly GUI lets the monitoring technicians quickly access 
patient history and physician contact information.

6.4 Second Generation Prototype
In t he s econd prototype, we a re working on a m odel o f mobile s ensing t hat i s 
driven by a pat ient’s personal medical diagnosis to de termine the exact architec-
ture and behavior of the system. We have the beginning of a framework for a body 
area network (BAN) in the form of a biosensor shirt with multiple numbers and 
types of biosensors.17 We a re de signing for next-generation wireless, noncontact 
ECG s ensors w ith b lood p ressure a nd b ody temperature s ensors fo r d iagnostic 
support. Similar to the AMS system, we use technology with short-range wireless 

BluetoothTM

Internet

Central Server

Wireless

Wireless

4124.397N
08152.336W

Mobile
Switching
Station

Figure 6.3 The central server. The central server is the logical midpoint 
between a patient and the call center. The prototype component is a Palm 
 Tungsten W personal digital assistant (PDA). ECG data, patient notifi cations, 
and optionally GPS location coordinates are multiplexed and continuously 
transmitted over a single long distance wireless link to the call center via a 
built-in cellular modem.
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communication c apability but we a re u sing smaller, less developed components 
for e xperimentation. F or t his p rototype, we a re c onstructing a s ystem u sing a 
Crossbow MIB 510 base station connected to a l aptop, a Mica2 mote and up to 
fi ve Mica2Dot motes, as shown in Figure 6.4.18 Th e motes create the communica-
tions network and serve limited local processing needs. Th e radios on both the 
Mica2 and Mica2Dot operate in the 433 MHz band. Radio transmission power 
is adjustable.

Introduction of the Mica2 and Mica2Dot motes brings the prototype to a lower 
level than the commercial products used for the AMS system. Our fi rst challenge 
is due to the nature of wireless communications. Th e asymmetry of links makes it 
diffi  cult to estimate link quality and invalidates many assumptions made in other 

Figure 6.4 Crossbow MIB 510 base station and Mica2Dot motes. Each mote 
has an Atmel Atmega128L micro controller and frequency tunable radio with 
512 bytes of fl ash memory.
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environments. Losses due to obstacles and interference compound, decreasing the 
overall eff ectiveness of the system. Th e second challenge we face is the constrained 
power re source o f t he motes. I t a lso h as v ery l imited c omputational p ower a nd 
memory spa ce. We must c arefully a nalyze t he c omplexity o f t he a lgorithms we 
select. Finally, the communications bandwidth is narrow.

In medical applications, inaccurate data is simply not an option. Our fi rst goal 
in this research is to measure robustness of the Mica2Dot motes to determine 
if t hey a re a re asonable c omponent to w ork w ith. R obustness i s de fi ned a s t he 
degree to which a system can function correctly in the presence of inputs diff erent 
from those assumed.19 Here, we a re measuring perturbations in communications 
between m otes ba sed on va rying pa rameters o f p ower, s amples p er pa cket, a nd 
packets per second.

In both the AMS and the mote prototypes, we use the R-peak detection algo-
rithm for detecting QRS complexes.20 With this basic calculation, we monitor for 
a minimum of the following conditions:

Bradycardia: Heart rate < 60 beats per sec
Tachycardia: Heart rate > 100 beats per sec
Sinus arrest: No atrial electrical activity ≥ 3 sec
Ventricular tachycardia with broad QRS complexes: QRS interval > 120 mil-
liseconds and heart rate > 100 beats per sec21

Supraventricular tachycardia with narrow QRS complexes: QRS interval < 120 
msec and heart rate > 100 beats per sec

6.4.1 Preliminary Results of First Phase Data Collection
In initial te sts, we a re using TinyOS 2 .0 on Cygwin.22 TinyOS is a small, open 
source operating system developed by UC Berkeley written to support research in 
sensor networks. For the interface, we modifi ed a TinyOS application called Oscil-
loscope and developed test communication programs for the motes. Experiments 
consisted of a set of up to fi ve Mica2Dots placed at distances from one to fi ve feet 
from each other, a ll communicating with the Mica2 mote. Test data created and 
stored in fl ash memory were t ransmitted, checked, and recorded. Identifi ers and 
sequence numbers helped us identify successful communication, dropped packets 
(or acknowledgments), and corrupted packets. Variables we worked with were 1, 5, 
and 20 packets/sec (Hz), a ll at 6 0 samples per packet. We work with 60 samples 
per packet based on the block sizes of the ECG data we s tore on fl ash for experi-
mentation. Preliminary testing has been done with archived cardiac data available 
through MIT.23,24 Th is is an open source database that provides a large collection 
of physiological signals representing a cros s-section of many medical conditions. 
Th e signals used for testing our algorithms are loaded in nonvolatile storage on the 
motes.

•
•
•
•

•
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For the fi rst phase of data collection, we set the power level as low as possible to 
avoid signal interference among the motes. In the next phase, we plan to study the 
operational characteristics of diff erent output power levels versus error rates because 
the sensors a re in c lose proximity to e ach other. Testing was performed for con-
tinuous transmission for 25 min each test. Consolidated results showed an average 
dropped (not acknowledged) packet ratio from 2 to 5%. We calculated the average 
of fi ve repetitive test suites on the same sample data for sets of 1 to 5 motes run-
ning at 20 Hz. Interestingly, the number of corrupted packets was always less than 
1% in all of our runs. Visual inspection of the ECG data signal indicated that the 
numbers being reported by the MIB base station were not accurate. We selected a 
normally busy area in a university building with an average amount of traffi  c, both 
mobile and sedentary. Th e building has an active 802.11 wireless network running 
at 2.4 GHz, which did not interfere with our frequency range of 433 MHz. Th is  is 
only a sample of the results from the data collected but is representative of the test 
suite. At one point, we had outlying data for a set of three motes where the number 
of packets sent dropped dramatically. We reran the tests several times to i solate a 
malfunctioning mote.

6.4.2 Initial Thoughts on Working with Motes
In our fi rst attempt at testing communication at diff erent sampling rates, we observed 
some anomalous behavior. With closer inspection, we discovered we were not check-
ing the cyclic redundancy check (CRC) on the command request packet sent out 
from the MIB 510 base station. Optimally, we need a sign-on protocol to have avail-
able motes register with the base station, and then the base station sends out a signal 
for the motes to synchronize their sampling. Now, if any registered motes do not hear 
the synchronization signal, the synchronization must be done again. We also made 
a change to the Mica2Dot to Mica2 communication architecture to make it more 
error to lerant. Packets re ceived w ith a ba d CRC a re now automatically d ropped. 
Th e sender does not receive an ACK, times out, and resends. While this seems like a 
normal property of communication, one must remember that we are not using TCP. 
We discovered two properties of the active message (AM) radio system that were not 
initially clear. First, a CRC check was being performed on the data but was ignored 
and valid packets were being ACK’ed. However, our own software check was show-
ing erroneous data both programmatically and visually (the signal was malformed 
where we knew it should not be knowing the exact data stored in fl ash). Th is  fi nally 
explained why the corrupted packet rate was at less than 1%. Th e second issue we 
had with the radios is that the system sends packets based on a 15- to 20-Hz timer. 
Th is is most likely caused by the receiver not receiving the packet, or receiving a bad 
packet and the sender wait times out.

We developed a s eparate program from the ECG d ata samples to sh ed some 
light on the rate of bit errors. Called our “integrity” program, early results showed 
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that many single bit errors were o ccurring in a pa cket. Given the CRC check is 
being performed, clearly there must be errors in one or more other bytes as well. 
Th e i ntegrity program re cords a nd re trieves er rors w ith more i nformation t han 
simply that an error occurred. We had some d iffi  culty communicating over the 
radio with ActiveMessage. It appears that there is a packet size limit that is not 
enforced by the compiler or TinyOS. Th e send command succeeds and the send-
Done command returns success, but the message is simply not picked up on the 
other end. On closer inspection, it appears that the maximum packet payload is 28 
bytes. More testing indicates a fairly low limit on the frequency at which packets 
can actually be sent. Sending packets at a f requency of 18 Hz seems too fast for 
the motes to su stain w ithout t rying to s end a s econd packet while s till sending 
the fi rst. A f requency of 15 Hz appears to b e better, but sending i ssues a re s till 
encountered even as low as 10 Hz. We are working on a more sophisticated send-
ing mechanism with the goal of ensuring communication of the data occurs at the 
full sampling rate.

Based on t hese observations a nd t he re sults o f t he i ntegrity te st su ite, t he 
second phase of testing is based on the maximum size of a single array in fl ash. 
Th e p rogram w ill s tore a n i nitial a mplitude a nd a n a rray o f si gned 8 -bit d if-
ferences set up to loop continuously. Th e samples from the MIT-BIH database 
were recorded at 3 60 Hz. Th e sample packets will be reported at 20 Hz with 
18 s amples i n e ach. We h ave t he loop s et to rep eat e very 9 0 s ec. B ecause 2 0 
Hz appear to be more frequent than the motes can handle nicely, we are using 
20 s amples/packet a nd 18 pa ckets/sec. Ou r te st su ite i s c urrently a n ongoing 
process.

6.5 Conclusions and Future Work
We are studying the intricacies of programming the mote radios and fi nding it to 
be less straightforward than we originally anticipated. Th e ECG c ollection pa rt 
of the overall system will most likely remain with Bluetooth devices. Th e AMS 
prototype has been able to handle that task exceedingly well, and the upgrade from 
2.5G to 3G c ellular communications from the central server to t he call center is 
an improvement. Mote communication still plays a role in the overall telemedicine 
architecture for cardiac monitoring. While probably not robust and reliable enough 
for ECG signals, there is a wide range of vital signs measurements that can be col-
lected and collaborated that is much less fi ne grain and critical. Bandwidth ceases 
to be an issue in reporting occasional information for blood pressure, body tem-
perature, blood glucose, O2 saturation, or weight. For example, weight gain is of 
extreme importance in CHF patients. Changes in weight caught for patients with 
CHF can eliminate emergency room visits and increase chances to save a patient’s 
life. Motes m ay s erve b etter a s sm all, i nconspicuous c ommunication nodes i n a 
wireless home network for telemedicine.
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Diff erent a spects o f b lood g lucose m onitoring a re e xplored a s we ll a s c urrent 
 technologies used to handle these tasks. In this chapter, we provide a review on 
the u se o f m icro-sensors fo r au tomated b lood g lucose m anagement. I nsulin 
 sensors including fi nger sticks, intravenous monitoring, subcutaneous sensors, and 
 dielectric spectroscopy are covered. Piezoelectric pumps are described with regard 
to insulin injection. We explore diff erent types of injection technologies including 
micro- needle arrays and diff erent preparations of insulin. Several  control schemes 
for blood g lucose management a re explained, including pa rtial c losed loop, pole 
assignment, s elf-tuning a daptive c ontrol, m odel p redictive c ontrol, d iabetes 
 advisory system, and neural network system modeling.

7.1 Introduction
Diabetes mellitus is a disease that aff ects a body’s ability to regulate glucose.1 Diabe-
tes inhibits a person’s ability to produce or use insulin. Without insulin, the cellular 
system cannot properly convert carbohydrates such as sugars, starches, or other foods 
into energy usable by the body. Type 1 diabetes is characterized by the body’s failure 
to produce insulin, while type 2 diabetes is characterized by the body’s inability to 
properly use insulin that it has produced. Both conditions are chronic and currently 
incurable, seemingly linked to genetics. Complications stemming from diabetes are 
widespread a nd potentially l ife t hreatening. Heart d isease, s troke, k idney d isease 
(nephropathy), e ye c omplications ( including b lindness), d iabetic n europathy a nd 
nerve damage, foot complications, skin complications, gastroparesis, and depression 
are all examples of health issues that can be caused or aggravated by diabetes. Dia-
betes is a c ondition that disproportionately aff ects developed countries. Estimates 
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place the number of aff ected Americans at 20.8 million people, accounting for 7.0% 
of the population. In 2002 alone, direct and indirect expenditures related to diabe-
tes reached $132 million,1 a fi gure that is considered to be an underestimate.

Current treatment for diabetes can include home-administered care under the 
guidance o f a p hysician. I ntensive t reatment c an m itigate t he e ff ects of existing 
conditions as well as reduce the risk of developing advanced complications, such as 
those previously listed.

Early methods of home care involved using logs and tables, applying diet and 
exercise to predetermined doses prescribed by the patient’s doctor. Modern micro-
controllers, sensors, and pumps now allow for the automated administration of insu-
lin within doctor-prescribed parameters. Further technological advances currently 
permit these devices to be wearable, acting as an “artifi cial pancreas.” Th e goals of 
such a product include being safe, automatic, and nonintrusive. Th ese devices must 
employ an eff ective control scheme that allows for the blood glucose (BG) level to be 
kept within a safe range of nominal.

Th is c hapter e xplores c urrent c omponents o f au tomated b lood g lucose l evel 
 management v ia i nsulin i nfusion. Th e re st o f t his c hapter i s o rganized a s fo llows: 
 Section 7.2 details types of blood glucose level sensors, such as fi nger sticks,  intravenous 
dialysis, sub cutaneous m onitoring, a nd d ielectric sp ectroscopy. S ection 7.3 de tails 
micro-pumps, focusing on piezoelectric designs. Section 7.4 presents insulin injec-
tion t echnologies s uch a s in travenous in jection, s ubcutaneous in jection ( detailing 
 micro-needle arrays), and the eff ects of diff erent preparations of insulin. Section 7.5 
covers b lood g lucose control te chniques, spa nning pa rtial c losed loop, pole-assign-
ment, self-tuning adaptive control, model predictive control, a diabetes advisory sys-
tem, and neural network system modeling. Section 7.6 concludes the chapter.

7.2 Glucose Micro-Sensors
7.2.1 Finger Sticks
Conventional glucose monitoring entails using fi nger-stick devices to obtain read-
ings.1 Finger-stick devices prick the tip of a fi nger, drawing blood, and measuring the 
glucose levels in the blood. Th is is invasive and can be painful. Additionally, mea-
surements of this sort are only taken a few times per day due to the conscious eff ort 
required to p erform them. Increasingly, diff erent types of sensors are being devel-
oped and used, and they provide a wealth of benefi ts compared to fi nger sticks.

7.2.2 Intravenous Monitoring
Intravenous s ystems m onitor b lood g lucose l evels b y d rawing b lood t hrough a 
vascularly embedded needle.2 Th is has the advantage of up-to-date, real-time BG 
levels, but at the expense of being invasive and painful. Additionally, there are long-
term eff ects associated with prolonged vascular invasion, making it a sub optimal 
solution for continuous long-term home monitoring.
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7.2.3 Subcutaneous Sensors
Subcutaneous glucose sensors are small electrode devices that can be inserted into 
the skin in the fatty tissues. Th is includes collecting a blood sample from the dermis 
layer of the skin,3 which is located about a tenth of a millimeter into the surface of 
the body.4 When the sensors are placed correctly, current proportional to the blood 
glucose level can be detected and measured. Due to its shallow position, subcutane-
ous monitoring can be signifi cantly less painful than fi nger sticking. Th e greatest 
boon of subcutaneous monitoring, however, is that it can be performed continu-
ously in a wearable fashion. Th is quality enables new types of control techniques to 
be exploited. Th e fi ner the measuring time increment is, the more accurate control 
methods will be. Continuous glucose monitoring permits real-time signal fi ltering 
in attempts to regulate closely any changes in glucose due to various factors such as 
meals, exercise, or sleep patterns.

Th ere are several methods for administering subcutaneous monitoring, includ-
ing dialysis and open-fl ow microperfusion. Currently, the most advanced method 
of subcutaneous monitoring is considered to be microperfusion.3 Microperfusion 
entails diff using interstitial fl uids from the dermis into a double lumen catheter 
where it can be monitored by an external sensor without actually drawing blood.

7.2.4 Dielectric Spectroscopy
Dielectric s pectroscopy ( DS) i s a  noninvasive, extr acorporeal a pproach t o con-
tinuous blood glucose monitoring.3,4 DS involves analyzing the electrolyte balance 
across cells, and comparing those results to known behavior for diff ering BG con-
centrations. One implementation of DS blood glucose monitoring entails coupling 
an open resonant circuit to the skin. Th is acts as an RCL sensor (“R” refers to a 
general organic mole cule a nd “CL” r efers to  c hlorine), c omparing me asurement 
results to derived system models in order to deduct the BG level of the patient.

7.2.5 GlucoWatch
GlucoWatch is a new glucose monitor from Cygnus Corp. Th e monitor straps to the 
wrist of the patient and uses a patented electrochemical sensor to measure glucose levels 
in the patient. Th e GlucoWatch works both continuously and noninvasively, permit-
ting closed loop blood glucose level control. GlucoWatch displays the most recent blood 
glucose levels of the patient, updating every 20 minutes, and will sound an alarm if 
the blood sugar level goes above or below predetermined thresholds. Th e device stores 
the previous 4000 readings that can be offl  oaded for use by a physician. Th is  permits 
accurate monitoring of long-term insulin dosage regimens and their results.

Th e GlucoWatch has also recently won FDA approval and is off ered for sale in 
the United States and the U.K. Th e device is actually based upon technology that is 
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almost 100 years old. It takes advantage of the observation that an electric current 
can selectively transport chemicals through human skin. Th is transport phenom-
enon, called “iontophoresis,” has historically been seen as a one-way street, a way 
to get chemicals into the body. Cygnus scientists and engineers saw an untapped 
opportunity, creating a device that reverses iontophoresis to get the glucose out. “A 
lot of substances can be measured through reverse iontophoresis, but we felt there 
was a great unmet need for glucose monitoring,” says Dr. Russell Potts, a biochem-
ist and Cygnus’ vice president of research.5

Th e watch applies a biosensor, called the AutoSensor, against the skin that mea-
sures BG l evels, producing a c urrent proportional to t he BG l evel. A 2 0-minute 
analysis c ycle s tarts a s t he s ensor’s si lver–silver c hloride i ontophoresis e lectrode 
applies a 3 00-microamp current to t he skin. For the next three minutes, positive 
and negative i ons t ravel t hrough t he pat ient’s sk in to Gl ucoWatch’s side-by-side 
collection disks, which serve as an anode and cathode during glucose extraction. 
Th is ion migration acts as a glucose transport, depositing it at the cathode for it to 
be measured. Th e onboard microcontroller then interprets the glucose level into a 
standard unit of mm/dl.

Th e DirecNet group conducted a six-month randomized trial6 to measure the 
eff ects of the GlucoWatch continuous sensor on blood glucose control, hypoglyce-
mia, and quality of life as compared to standard care. At the end of six months, there 
was no measurable diff erence in blood glucose control between the  experimental 
and control groups, a s measured by A1c and mean glucose using the Medtronic 
retrospective CGMS device. Th e re sults a lso showed t hat u se of t he device had 
no positive or negative psychological impact on the subjects in the experimen-
tal group. Th ese re sults were p uzzling until the usage data was reviewed, which 
tracked the number of t imes per week subjects actually used the device. During 
the fi rst month, 64% of subjects used the device at least twice per week (2.1 ± 0.8). 
However, by the third month, average use was only 1.6 ± 0.7 times per week, and 7 
of the 99 subjects had discontinued use altogether. By the sixth month, average use 
was 1.5 ± 0.6 times per week, and 26 of the original 99 subjects had discontinued 
use. In summary, diff erences in clinical outcome failed to materialize because an 
increasing number of subjects stopped using the device. Data gathered from our 
questionnaires revealed that families felt the information gained from the device 
was not worth the discomfort and adhesive problems encountered with its use.

7.2.6 Commercial Sensors
Here we use Table 7.1 to compare four typical commercial glucose sensors (Abbott,7 
MiniMed Paradigm,8 M iniMed Guardian,9 and DexCom10) f rom t he fo llowing 
aspects:

 1. Accuracy of measurements
 2.  Start-up time
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 3. Sensor lifetime with batteries
 4. How they calibrate values
 5. How frequently they display the data
 6. Memory size to store the data
 7. Transmission distance from the sensor to a monitor
 8.  Batteries
 9.  Monitor size
 1 0. Alarm system

7.3 Insulin Pump
Currently, one o f t he most promising pump te chnologies i s a p iezoelectric fl uid 
device.11 Piezoelectric pumps operate by applying voltage to a t hin lead zirconate 
titanate (PZT) fi lm. Th is d istorts the fi lm, c ausing it to p ump fl uid through an 
adjoined silicon nitride membrane, shown in Figure 7.1.

Th e displacement volume of an unloaded pump can be described as:

 
∆V

r d U

h
= + −

+
3 5 2 1

4 3 2

4
13

2

( )( )

( )

µ µ
µ

 (7 .1)

 K
r d

h
= + −

+
3 5 2 1

4 3 2

4
13

2

( )( )

( )

µ µ
µ

  (7.2)

Controller

Sensor Micro-Needle Array

Piezoelectric
Pump

Insulin
Reservoir

Membrane

Figure 7.1 Piezoelectric pump and micro-needle device.
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 ∆ ∆V K U=   (7.3)

 Q Kf U= ∆  (7 .4)

where r is the radius of the membrane in µm, h is the thickness of the membrane 
in µm, µ is the Poisson’s ratio, ∆U is the peak-to-peak voltage applied to the pump 
every period, d13 i s t he piezoelectric c oeffi  cient, and f i s t he f requency at w hich 
 voltage i s ap plied to t he p ump. K rep resents t he p ump c oeffi  cient described by 
Equation 7.1. Q is the fl ow rate of the pump.

Note t hat ∆V is linearly proportional to ∆U. Likewise, Q i s a lso l inear for a 
fi x ed f or a fi xed ∆U. Th is permits very simple and intuitive control of the pump 
by the controller, allowing it to control the fl ow rate through a variable amplitude 
signal or a variable frequency signal, depending upon system requirements and the 
resources available.

7.4 Injection Methods
7.4.1 Methods of Injection
Several methods of injection a re ava ilable for g lucose administration to d iabetes 
patients. Th e most direct method is intravenous infusion,2 while subtler ways can 
be used for continuous or less painful dispensation, such as subcutaneous injection. 
Furthermore, the method of injection as well as the control method places a num-
ber of requirements on the type of insulin applied to the patient.

Intravenous infusion works by injecting drugs directly into a pat ient’s blood-
stream through a n eedle, which penetrates the sk in, and into a v ein. Th is is  the 
most direct method of administration and will have the most immediate eff ects, 
but it has disadvantages as well.

Subcutaneous insulin injection is a far less invasive procedure than intravenous 
injection,2 a lthough i t p resents c ertain de sign c hallenges fo r b lood g lucose l evel 
control. It c an be u sed to f acilitate continuous, noninterrupted g lucose manage-
ment. Due to its relatively pain-free application (compared to intravenous infusion) 
it is much more agreeable to home monitoring patients who wear artifi cial pancreas 
devices at all times.11

7.4.2 Comparison of Methods
Because i t i s l ess i nvasive to t he b ody, sub cutaneous i njection i s g enerally s afer 
for several reasons.2 Persons with an active l ifestyle a re put at r isk by leaving an 
 embedded needle protruding from their body, necessary to b ridge the fl uids gap 
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between t heir bodies a nd t heir a rtifi cial pancreas. Subcutaneous administration 
greatly reduces this safety hazard by interfacing no deeper than the skin layers, 
often distributed over an area, decreasing the invasiveness of the device.11 Further-
more, c ontinuous n eedle-sticking a s we ll a s p rolonged emb edding p oses h ealth 
risks of infection, clotting, or other sort of body-triggered rejection to an invasive 
foreign device. Because subcutaneous injection is far less invasive, it is less l ikely 
to trigger self-defense mechanisms like this, and if triggered, they tend to be far 
less severe.

Subcutaneous injection is not without its drawbacks, however. Due to i ts less 
invasive nature, insulin takes far longer to p ermeate into the body than through 
direct intravenous infusion. It has been reported that when using standard insulin 
for both injection types, subcutaneous injection can take as much as three times 
longer to take eff ect. Th is makes implementing an accurate control system quite 
challenging due to the time delays.

7.4.3 Subcutaneous Devices
Several methods for subcutaneous injection have been proposed and implemented 
in order to take advantage of the benefi ts of subcutaneous injection.2 Manual injec-
tion systems t ypically include a sub cutaneous needle or injection pen, which a re 
applied according to a physician-prescribed schedule. Continuous control systems 
generally deal w ith its t ime-to-act shortfalls through appropriate a lgorithms and 
choice of insulin.

7.4.4 Micro-Needle Array
One subcutaneous device to be proposed is a micro-needle made out of silicon.11 
Micro-needles for insulin injection are designed to penetrate through several layers of 
skin: the stratus corneum layer, the epidermis layer, and part of the dermis layer. Th is 
method of injection punctures through far fewer nerve cells than classic intravenous 
injection, while still having access to the dermis layer, which is rich in blood vessels. 
Th is results in a far less invasive and painful injection experience for the patient.

An e xpansion upon t his idea h as been to f abricate a n a rray of m icro-needles. 
Th is provides many benefi ts, with few disadvantages. Th e more micro-needles used, 
the smaller in diameter each needle needs to be in order to facilitate a load-free fl ow 
of insulin into the body. Shrinking the si ze of the needles t ranslates into an even 
less painful experience, while ma intaining the same operational insulin fl ow rate. 
Additionally, an array of needles provides redundancy to the injection system, safe-
guarding against reduced fl ow due to channel blocking or clotting. Flow rate Q can 
be found as follows, given n needles, pressure change ∆P, needle length L, needle 
radius r, a nd fl uid viscosity µ, where the relationship of R and r can be found in 
Figure 7.2:
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Note that the fl ow rate is linearly proportional to the number of micro-needles, 
given a fi xed radius. Unfortunately, the fl ow also decreases by an order of four as 
radius is reduced.

Replacing a si ngle large needle with a h oneycomb formation of seven t ightly 
packed micro-needles (each one third the diameter of the original needle) produces 
a fl ow of only 8.6% of the original fl ow for the same surface area. Th is  observation 
makes evident the fact that due to the high order impact of needle radius, the skin 
area required for a micro-needle array increases exponentially as the size of the nee-
dles are reduced. In practice, the fl ow rate required is actually quite low, however, 
making this exponentially increasing contact area functionally negligible to the 
end user, due to its still relatively small size. As far as the patient is concerned, the 
increase in skin surface required is well worth the signifi cantly reduced invasiveness 
and pain of the device.

R = 3r
r

Figure 7.2 Micro-needle honeycomb formation.
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7.4.5 Insulin Selection
Several options are available for insulin to be injected, depending upon the situa-
tion.2 Regular insulin has historically been used to t reat diabetes. It can be both 
intravenously and subcutaneously injected, depending upon the injection interface 
used. When it is subcutaneously injected its eff ects take up to three times longer 
than if it is intravenously injected, posing a diffi  cult control systems problem.

An insulin preparation by the name of Lispro was developed to a id in the rapid 
absorption of the insulin.2 It is designed to take immediate eff ect, and c an be f ully 
absorbed into the body’s system signifi cantly faster than regular insulin. Lispro is 
designed to t ake eff ect within 15 minutes and peak about an hour a fter application. 
Because of its fast-delivery capabilities Lispro is the most commonly used with subcu-
taneous injection. Subcutaneous injected Lispro has been proven to take eff ect within 
approximately the same time frame as intravenous injected normal insulin. Th is  enables 
home monitoring and injection patients to control their glucose levels to the same levels 
as with intravenous management but in a far less invasive and painful way.

Figure 7.3 shows the increased absorption rate of Lispro compared to re gular 
insulin.

An insulin preparation by the name of NPH has also been developed for the 
exact opposite purpose of Lispro.2 NPH is designed to take eff ect over a much lon-
ger period of time, lasting up to 24 hours. Th e purpose of insulin with this prop-
erty is to provide the patient with a predictable baseline level of insulin throughout 
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Figure 7.3 Comparison of insulin preparations. (Source: R. Bellazzi, G. Nucci, 
and C. Cobelli, The subcutaneous route to insulin-dependent diabetes therapy, 
IEEE Engineering in Medicine and Biology, Jan./Feb., 2001. With permission.)
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the d ay, a llowing t he c ontrol s ystem to fo cus i ts e ff orts on  a ccounting f or a nd 
correcting anomalies and disruptions that are encountered, such as meals, exercise, 
and sleep.

Appropriate injections of a c ombination of Lispro and NPH has been proven 
incredibly eff ective i n maintaining short- a nd long-term g lucose s tability w ithin 
patients using a continuous monitoring and control device.11 Lispro is usually used 
for fast-acting control to counterbalance blood glucose fl uctuations due to meals. 
NPH is usually used to provide a constant trickle of insulin in order to establish a 
baseline, known as a “basal” level.

7.4.6 Commercial Pumps
We compare fi ve types of popular insulin pumps in Table 7.2.

7.4.7 Safety
Pump reliability is an incredibly crucial factor when considering a b lood glucose 
management system. Pump, sensor, or control failure can lead to incorrect dosages 
or even a failure to inject. Due to its mechanical nature, pump failure is often the 
most likely cause of malfunction. Th is can result from O-ring leaks, air bubbles, 
bleeding, infection, and clogs. Th ese conditions can easily result in hyperglycemia 
or hypoglycemia and must be monitored for.

7.5 Automated Insulin Injection Control
Arguably, the most complex component of blood glucose management is the con-
trol domain. Th ere are several classes of solutions to this problem, ranging in com-
plexity, prerequisite knowledge, and feedback.

7.5.1 Partially Closed Loop Control

7.5.1.1 Physician-Prescribed Regimens

Th e insulin regimen prescribed by a doctor, to be administered manually, consti-
tutes partially closed loop control.2,12 A physician will dictate an insulin admin-
istration routine to a pat ient, va riant upon a pat ient’s l ifestyle. Patients u nder 
such a system monitor their blood glucose level several times a day, administering 
insulin based upon prescribed tables according to t heir schedule and BG l evel. 
Figure 7.4 shows the procedure.
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Th is is the method that has traditionally been used by insulin dependent diabet-
ics, but it performs poorly compared to other methods. Partially closed loop control 
is f ar f rom real-time and only updates its control routine at sc heduled physician 
visits. Furthermore, life style events such as eating, sleeping, or working out must 
be accounted for by the patient in their interpretation of insulin tables, introducing 
the very real danger of human error.

7.5.1.2 Diabetes Advisory System

Th e Diabetes Advisory System (DIAS) is a nonlinear model of the blood glucose–
insulin system based upon real-life parameters, versus simply BG measurements.2 It 
incorporates qualitative and quantitative input from the user, including BG levels, 
meals, and past insulin injections.

Th e system uses a discrete-time fi nite-state model of the system based upon user 
input. Th e system uses what it understands about the system as a whole, including 
dormant compartmentalized insulin, predigested carbohydrates, and current BG 
levels to compute a Bayesian estimate of future BG levels. It uses all known infor-
mation in order to compute the value of the optimal dosage such that it minimizes 
an associated cost function (i.e., hypoglycemia is far more “costly” than hyper-
glycemia, due to its possibility of severe damage). Over iterations it will adjust its 
system model parameters to better account for patient specifi c reactions it detects.

7.5.2 Closed Loop Control
Th e closed loop control uses the feedback from the output, shown in Figure 7.5. It 
has four types, discussed in the following subsections.

7.5.2.1 Pole-Assignment Control

Pole assignment is a s tandard control systems technique for designing an infi nite 
impulse re sponse ( IIR) fi lter.2,12 Th is consists of a  set  of fi lter coeffi  cients a nd a 
feedback loop in order to maintain a stable BG level.

Feed-Forward Control
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Subcutaneous
Blood Glucose
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Figure 7.4 Partially closed loop control.
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Th is is a simplifi ed approach, forgoing adaptive control for ease of characteriza-
tion and implementation. For most situations, it will perform as desired but i f it 
encounters a situation that it handles poorly, it will handle that situation poorly 
every time it occurs again in the future. Because of the time-delay diffi  culties asso-
ciated w ith sub cutaneously i njected i nsulin, p ole-assignment c ontrol f ares q uite 
poorly when used with normal insulin. Subcutaneously injected Lispro, however, 
helps mitigate this problem, performing on the same level as intravenously injected 
normal insulin.

Several important concepts must be understood in order to design a successful 
coeffi  cient-based closed loop fi lter for blood glucose level control. Th e system model 
relating insulin concentration [I(t)] to b lood g lucose concentration [G(t)] c an be 
described as

 I t aG t b
dG t

dt
c( ) ( )

( )= + +   (7.8)

where a, b, and c are coeffi  cients relating G(t) to I(t). Given the insulin infusion rate 
[IR(t)] and plasma volume [V ], t he model2,11 describing the eff ects of subcutane-
ously injected insulin is
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where X, Y, and Z represent the insulin level in the t wo subcutaneous compart-
ments and in the plasma, respectively. Figure 7.6 shows such an X/Y/Z three-level 
model.
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Figure 7.5 Closed loop control.
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All model parameters can be determined by nonlinear least squares estimation 
using experimental data from patients.

Th e two models represented by equations (7.8) and (7.9) can be combined in 
order to e xpress t he re lationship b etween i nsulin’s a bsorption r ate a nd i ts e ff ect 
on blood glucose levels. Th is relationship is required to design a feedback fi lter for 
controlling the insulin infusion rate
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where d represents the intravenous basal infusion rate. Th is design can be imple-
mented simply and inexpensively using a standard control system.

7.5.2.2 Self-Tuning Adaptive Control

Implementation of a self-tuning adaptive control, shown in Figure 7.7, is quite simi-
lar to p ole-assignment control, a s it uses the same system modeling equations in 
order to compute the insulin infusion rate.2

Th e primary diff erence between the two methods is that another controller is 
used to constantly evaluate the system model, and may “tune” or redesign the PD 
controller parameters as needed to obtain more accurate results based upon mini-
mum variance. Th is is accomplished by recursively examining past BG levels and 
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Figure 7.6 Three-level model of subcutaneous insulin absorption.
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insulin doses, and predicting future BG levels. Th is is used to tune the PD control-
ler actively in an attempt to avoid lagging behind the eff ects of injected insulin.

7.5.2.3 Model Predictive Control

A model predictive control (MPC), or nonlinear predictive control (NLPC) algo-
rithm attempts to “learn” what nominal means in a system,2,3 shown in Figure 7.8. 
In the case of blood glucose management, a nonlinear MPC algorithm uses sensor 
data to t rack g lycoregulatory s ystem pa rameters in order to p redict t he levels of 
required insulin infusions. It then uses models of the human glucose metabolism 
to e stimate the eff ects of the insulin injection. A n example of a m odel u sed i s a 
nonlinear au toregressive ( NARX) m odel, w here p revious BG l evels a nd i nsulin 
dosage levels are run through a nonlinear function, often obtained through neural 
network learning.

Bayesian learning is applied using the model-predicted eff ect of the insulin, and 
the actual measured eff ect of it. Th e learning process adjusts system parameters in 
order to i ncrease the accuracy of its predictions as more iterations are performed. 
Using this method, the system will become increasingly accurate, and will begin to 
“understand” how the patient that it is calibrated to will react to insulin injections 
of varying compositions and strengths.
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Figure 7.7 Self-tuning adaptive control.
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7.5.2.4 Neural Network Control

Neural n etworks, sh own i n F igure 7.9, a pproach t he pr oblem of  blo od g lucose 
management without attempting to describe explicitly the exact model of the blood 
glucose–insulin system.13–15

Th is is particularly useful in situations where patients have a disease that com-
plicates normal model description, or an abnormality exists which makes predic-
tion diffi  cult using just measured parameters and sensor data.

A fe ed-forward n eural n etwork em ploying ba ckpropagation c an b e t rained 
offl  ine u sing a ccumulated pat ient d ata, i ncluding d aily BG re adings a s we ll a s 
insulin dosages. A neural network will then be able to “learn” based upon experi-
ence, much as a human brain learns. Th is will help it to predict nonlinear behavior, 
even multiple orders removed, imperceptible to standard data interpretation meth-
ods. Th is capability to be “intuitive” helps to d rive a s ystem in which unknowns 
or immeasurable parameters are still accounted for, and abnormalities are detected 
and intelligently handled.

7.6 Conclusions
Th is chapter has systematically reviewed major re levant technologies on d iabetes 
monitoring t hrough g lucose m icro-sensors, i nsulin p umps, a nd c ontrol s ystems 
between them.

It is evident that reliable solutions to d iabetes management are highly sought 
after and researched. Th e health benefi ts associated with intensive diabetes treat-
ment can save untold l ives and make l ife far more comfortable for many others. 
Additionally, w ith t he number of d iabetes su ff erers increasing a nnually, a nd t he 

OutputHiddenInput

Figure 7.9 Neural network nonlinear predictive controller.
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disease already costing well over $100M per year in health care expenses, it is a very 
lucrative market. Eff ective solutions can help mitigate and control the eff ects and 
tolls of diabetes, in terms of both health and economic impact.

Personal “artifi cial pancreas” devices are coming into greater use, spurred on 
by improvements in technology and an increasing demand. Appropriate technol-
ogies must be developed and exploited in order to improve upon today’s methods. 
Increased miniaturization of sensors, pumps, and controls continuously improve 
the portability of personal continuous-control devices, thereby increasing their 
ubiquity among insulin-dependent diabetes patients. Additionally, control meth-
ods are constantly being refi ned in attempts to control more accurately the eff ects 
of diabetes in regard to glucose and insulin levels. As more is understood and 
researched, it is a possibility that the “artifi cial pancreas” may someday achieve 
the target of performing functionally equivalent to a real pancreas.
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Diabetes mellitus is nowadays one of the most frequent noncontagious diseases in 
the world and remains a major health problem for national health care programs. It 
is well proved that telemedicine helps diabetic patients control their glucose levels, 
facilitating their day-to-day therapy management and communication with health 
care personnel. Th e rapid growth and development of information technologies in 
the areas of mobile computing and mobile Internet is shaping a new technological 
scenario of telemedicine and shared care systems. In this chapter we will show one 
approach to mobile telemedicine for diabetes care.

8.1 Introduction
According to t he International Diabetes Federation,1 5.1% of the world’s popula-
tion suff ers from diabetes and the forecast for 2025 is that it will increase to 6.3%. 
In Western societies the numbers rise to 7.8% now and 9.5% by 2025. Th e situation 
of diabetes will get worse due to the number of people with alteration of glucose 
tolerance that aff ects 8.2% of the world population and by 2025 it will aff ect 9%. 
Another alarming fact is that for each case of diagnosed diabetes there is another 
that is not diagnosed.

Diabetes remains a m ajor health problem being re sponsible for up to 8 % of 
national health care expenditure.2 Diabetes mellitus is a chronic disease character-
ized by a sustained elevated blood glucose level, caused by a reduction in the action 
of i nsulin s ecretion w here re lated metabolic d isturbances g enerate s evere, a cute, 
and long-term complications that are responsible for premature death and disabil-
ity.3 Th e World Health Organization projects that diabetes deaths will increase by 
more than 50% in the next ten years without urgent action.4 Most notably, diabetes 
deaths a re projected to i ncrease by over 80% i n upper-middle i ncome c ountries 
between 2006 and 2015.

Due to its multifactorial and systemic character, diabetes mellitus has been con-
sidered a pa radigm of chronic disorders which has led to a n extensive application 
of information technologies in diabetes care.5 Nowadays telemedicine provides an 
integrated approach to information technology tools, which enhances cooperation 
between users, information, and knowledge sharing.

Over t he l ast t hree de cades, d iabetes h as b een a m ajor fo cus fo r b iomedical 
engineering eff orts to improve the diagnosis, monitoring, and treatment of diabetic 
people. Earlier experiences aimed to facilitate the remote monitoring of patients from 
home by the transmission of computerized blood glucose profi les to the hospital.6–8 
Most interactive telemedicine services were delivered using a distributed approach 
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integrating “patient units” (PU), implemented on a p ersonal computer or a pa lm 
device and used by patients during their daily living; and “medical workstations” 
(MW), used by physicians and nurses at the hospital.9–12 Technology evolution has 
enabled the development of advanced systems based on more powerful, portable, 
and e asy-to-use ter minals a nd applications, suc h a s h and-held e lectronic d iaries 
with touch-screen,13 video telephones,14 or Web-based prototype systems.9,15

Th e r apid g rowth a nd development of information technologies during recent 
years in the areas of mobile computing, computer-telephony integration (CTI), and 
mobile Internet are changing the way people access common services. Today people 
can buy cinema tickets, check the traffi  c situation, pay their bills, and perform many 
other tasks with their mobile te lephone or PDA. A nd a g rowing sector of citizens 
demands more services available in a mobile way.

As more and more people use mobi le handsets, a revolution is taking place in 
computing a nd te lecommunications. Two e xtraordinary i ndustries—the I nternet 
and mobile communications—are converging. But this is just the beginning. As a 
third industry—consumer electronics—and a fourth—media and entertainment—
join in, changes in consumer markets are inevitable, as evidenced by the explosive 
growth of mobile media, games, and entertainment.16

Telemedicine and shared care systems should not obviate the technology and 
market evolution. Today the seamless integration of available mobile and wireless 
technologies a llows building a n ew sc enario for te lemedicine a nd shared c are in 
diabetes in which the t raditional concepts of PU and MU a re blurred, suff ering 
a profound transformation evolving to a n ew multi-access, mobile, universal, and 
ubiquitous workspace concept for diabetes care.17

In this chapter we present the telemedicine services requisites and the technical 
requirements of mobile telemedicine systems for diabetes care. Th e se considerations 
were t aken i nto a ccount to b uild a m ulti-access m obile te lemedicine w orkspace 
(Figure 8.1), implemented over the sustenance of a multi-agent architecture. Th is  
workspace provides universal access to a w ide range of services both for pat ients 
and professionals. Th e chapter fi nishes by drawing some conclusions about current 
telemedicine and shared care experiences and the possibilities of mobile technolo-
gies in diabetes care in the future.

8.2 The Diabetes Care Challenge
8.2.1 The Medical Problem
Diabetes mellitus is a g roup of metabolic diseases characterized by a su stained ele-
vated b lood g lucose l evel ( hyperglycemia), c aused b y de fects i n i nsulin s ecretion, 
insulin action, or both. Insulin facilitates entry of glucose into muscle, adipose, and 
several other tissues, and stimulates the liver to store glucose in the form of glycogen. 
Th e chronic hyperglycemia generates severe, acute, and long-term complications that 
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are responsible for premature death and disability.3 Th e cause of diabetes continues to 
be a mystery, although both genetics and environmental factors such as obesity and 
lack of exercise appear to play roles.18

Th e va st majority of cases of d iabetes fall into three broad categories: t ype 1, 
type 2 , and gestational d iabetes.19 Type 1 d iabetes comprises 10% of a ll cases of 
diabetes. Th e cause is an absolute defi ciency of insulin secretion due to b eta cells 
destruction, and the g lucose cannot be metabolized. People with t ype 1 d iabetes 
need insulin administration to use glucose from meals. By taking good control of 
blood glucose levels, type 1 diabetic patients can expect to have an almost normal 
life span as the benefi ts of intensive therapy management have been well established 
and include reduced long-term complications.20

Type 2 i s t he m ost p revalent fo rm o f d iabetes, c omprising 9 0% o f c ases. I t 
results from a combination of resistance to insulin action and an inadequate com-
pensatory insulin secretor response. People with type 2 need diabetes oral medica-
tion or insulin injections to c ontrol their blood g lucose levels. Th e inability of a 
large proportion of the population in the more affl  uent Western societies to cope 
with the excess caloric supply together with a lack of physical exercise results in a 
greater prevalence of type 2 diabetes.

Gestational diabetes may give rise to several adverse outcomes, including congeni-
tal malformations, increased birth weight, and an elevated risk of prenatal mortality, 
and aff ects about 4% of all pregnant women. Strict metabolic control may reduce these 
risks to the level of those of nondiabetic expectant mothers.

8.2.2 Diabetes Treatment
Eff ective control of patients’ blood glucose level minimizes the progression of the 
disease and reduces the r isk of long-term neurological, renal, and cardiovascular 
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complications. Th e treatment of diabetic patients attempts to achieve normoglyce-
mia by maintaining a careful balance between diet, physical exercise, and insulin 
therapy.

Patients monitor their own blood glucose levels (self-monitoring) daily to pre-
dict and avoid hypoglycemia (low blood sugar level) and hyperglycemia (high blood 
glucose level) and to make decisions regarding the adjustment of changes of insulin 
doses, meals, and physical activity.

Insulin therapy aims to mimic the physiological insulin patterns delivered by 
the pancreas in nondiabetic people with the injection of short-acting insulin given 
under the skin (subcutaneously) just before a meal and long-acting insulin given in 
the morning and evening to simulate the basal supply.

Insulin cannot be taken orally as it would be broken down during digestion. 
Th erefore, insulin must be injected and its effi  ciency depends on when glucose from 
food starts to enter the blood18 and the site of injection.

Scientifi c p rospective s tudies h ave p rovided e vidence on t he u se o f i ntensive 
insulin therapy, based on multiple insulin injections or continuous insulin delivery, 
as the most appropriate method to equilibrate a patient’s blood glucose and to delay 
the onset and slow the progression of complications later in life.

To o btain t he b est c are o utcomes, d iabetic p eople sh ould re ceive m edical 
care from a physician-coordinated team.21 Such teams may include physicians, 
nurses, dieticians, pharmacists, and mental health professionals with expertise 
and interest in diabetes. Th ey assess the patients’ glycemic control on the basis 
of patient-reported monitoring blood glucose data as well as by the glycated 
hemoglobin ( HbA1c) te st, w hich p rovides a n i ndication o f t he av erage b lood 
glucose level over the previous two to three months. Th is collaborative and inte-
grated shared care approach requires that individuals with diabetes assume an 
active role in t heir c are, requiring in many c ases better pat ient empowerment 
and education.

However, fulfi lment of the current guidelines in diabetes management22 implies 
a si gnifi cant increase in the amount of patient data to be monitored, increasing 
physicians’ and nurses’ workload, and raising immediate health care costs.

8.2.3  Telemedicine and Shared Care Services in 
Diabetes Management

A te lemedicine system for chronic care has to h elp physicians’ decision making. In 
the case of diabetes mellitus the responsibility of data collection is shared between 
patients, who record data during daily life (self-monitoring data) and health care per-
sonnel, who capture data during hospital visits (hospital patient record). Th is  supposes 
a huge quantity of data and increases physicians’ workload in analyzing them in order 
to make therapeutic decisions. Th e telemedicine system must provide enough infor-
mation to enable assessment of the patient’s condition and must present the relevant 
patient clinical data to defi ne a t herapeutic change. It should analyze patient’s data, 
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 fi lter the information, and generate automatic intelligent alarms to focus doctors’ atten-
tion on those points where nondesired deviations in the metabolic control are found.

A te lemedicine s ystem fo r d iabetic p eople h as to p rovide te lemonitoring o f 
the patients’ monitoring data in order to a llow physicians to k now the state of the 
patient. It should also allow teleconsultation between patients and doctors through 
an asynchronous message exchange. Another service that it must supply is supervised 
care, providing patients with a “supervised autonomy.” Patients carry out day-to-day 
therapy changes and send this information to t he physician who reviews the data 
and validates patients’ decisions or proposes further adjustments of the treatment.

To obtain the best care outcomes, diabetic people should receive medical care 
from a physician-coordinated team. Th e information technologies provide helpful 
tools for this coordination. One example is the application of computer-supported 
collaborative work (CSCW), current theories and tools to create new information 
technologies, and telecommunications workspaces to bear diabetes shared care.23

Th e services to b e provided by a sh ared care workspace for d iabetes manage-
ment are

Multi-channel messaging s ervices, to a llow u sers to s end a nd re ceive mes-
sages in any format despite the original message’s format
Shared information dissemination and request, to send data automatically to 
interested users using both pull and push methods
Group and activity awareness, to integrate an event and activities notifi cation 
service; the aim of this service is to alert every user of the most relevant events 
occurring at the lowest cost
Shared agenda (scheduling meeting/visits), to let users share an agenda com-
plementing the above services

8.2.4 Ambulatory Artifi cial Pancreas
Th e c ombination o f i nsulin p umps a nd c ontinuous g lucose m onitoring s ystems 
seems to be the best current solution to achieve good metabolic control for insulin-
dependent d iabetic p eople. C ontinuous g lucose m onitoring c an de tect g lycemia 
patterns that cannot be discovered only by means of a few diary measurements.24 
Th e possibility of obtaining a complete blood glucose profi le allows monitoring the 
suitability of an intensive therapy and can be used to fi ne-tune the therapy. Th e old 
concept of the “artifi cial pancreas” is starting to be a reality supported by the avail-
ability of these technologies and the integration of control systems able to close the 
loop modifying the pump parameters.25

A c losed-loop de vice c apable o f m aintaining n ormoglycemia o ver e xtended 
periods o f t ime c ould d ramatically i mprove t he q uality o f m etabolic c ontrol o f 
insulin-dependent diabetic patients.26 An artifi cial pancreas contains three  primary 
components: (1) an insulin pump, (2) a continuous glucose sensor, and (3) a closed-
loop mathematical algorithm to regulate the pump given a sensor measurement.

•

•

•

•
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Over the last decade, the development of an artifi cial pancreas has been a huge 
challenge to t he application of b iomedical te chnologies to d iabetes t herapy. Th e 
evolution of continuous glucose monitoring and insulin pump technologies is cre-
ating a very promising situation in the near future. However, the current reliability 
constraints of the continuous glucose sensor, the nonlinearity of the glucoregula-
tory system, and the inherent complexity of the design of a g lucose controller for 
a subcutaneous–subcutaneous (SC–SC) setup are still some of the problems to be 
faced before obtaining a portable artifi cial pancreas.

8.3  Technical Requirements of Mobile 
Telemedicine Systems for Diabetes Care

We have seen some of the requirements of telemedicine and shared care systems for 
diabetes care. Th ese requirements are general but for mobile systems there are some 
considerations and other requirements that we should consider.

Th e applications on a  mobi le device, PDA, or  mobi le t elephone have to  t ake 
into account the following considerations27–29:

Concise c ontent: On ly s how re levant i nformation u sing u nderstandable 
abbreviations.
Current process recuperation: Th e user’s task could be interrupted by a phone 
call or a loss of coverage. Th e application must recover the process after the 
interruption.
Writing options: Include all predictable texts in order to avoid user inserting it 
because of the text input limitations of mobile devices.
Navigation: I t i s re commended t hat t he application h as a l ot o f c ategories 
with l ow dep th. Th e i nformation i ntroduced should b e s tored i n o rder to 
guarantee backward navigation.
Reduce the  number o f ke ystrokes: E specially i n mobi le t elephones w here t he 
text input is made with several keystrokes for each letter.
Velocity: W hen the application makes u se of the Internet it has to b e con-
sidered that the user pays for t ime or t ransmitted bytes, so t he connection 
should be fast enough.
Device limitations: Mobile devices have limitations of battery, velocity of pro-
cess, storage capacity, and graphics. Th ese limitations must be considered at 
the design phase.
Easy-to-use interface: Th e system should provide simple interfaces.
Media adaptability: Th e system should provide support for diff erent data, i.e., 
images, video, and text.
Modular design: Th e system should have a modular design so that it allows 
for the development of a road map for growth that can accommodate future 
generations of functionality.

•

•

•

•

•

•

•

•
•

•
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Th e i mplementation of  a n a mbulatory a rtifi cial pancreas requires additional 
features:

Always-on technology: Th e closed-loop algorithms have to run 24 hours a day, 
reading continuous glucose devices and operating insulin pumps in real-time. 
Robust devices and long-duration batteries are crucial for this critical task.
Services for remote supervision: PDA applications usually work as client processes 
unable to provide information to external agents. Th e artifi cial pancreas appli-
cation requires server functionalities (e.g., RPC or distributed CORBA objects) 
to allow remote supervision and even remote operation of medical devices.

Moreover, any mobile telemedicine application must fulfi ll some other requirements:

Security: Health care data is protected by offi  cial privacy laws and data pro-
tection. Th erefore mobile telemedicine applications must be very careful with 
security at all levels, i.e., communication, storage.
Communication wit h m edical d evices: Th is c ommunication c an b e w ire-
less (i.e., Bluetooth, IrDA, WiFi) or by cable. In any case the security and 
integrity of the data transferred from and to t he medical device should be 
guaranteed.
Controllability: Th e s ystem sh ould su pport rem ote c ontrol f unctions. Th e 
health c are p rovider sh ould b e em powered w ith t he a bility to c ontrol t he 
media content according to medical specialties or his or her personal prefer-
ence. For example, the health care provider is allowed to control ECG sample 
rate, video frame rate, and image quality, etc.

8.4 Building the Mobile Telemedicine System
Actually there are diff erent mobile telemedicine applications for diabetes care. Some 
mobile companies are commercializing mobile solutions that allow patients to down-
load data to a mobile telephone from a glucometer using a cable,30 via Bluetooth,31 or 
IrDA.32 Besides, some other systems download data from the glucometer to a private 
network via a long-range wireless connection.33

Patients a nd do ctors c an a ccess t he d ata i n t he n etwork u sing a W eb-based 
application or  a  mobi le t elephone a pplication. S ome a pplications pr ovide mor e 
facilities like manual data recollection or graphic visualization of previous data in 
addition to data analysis and alarm generation.34

Th ere are some noncommercial experiences that allow glucometer data down-
loading.35,36 Another mobile application for diabetes care uses a mobile telephone 
to develop text messages with specifi c behavioral health strategies to young diabetes 
patients.37

•

•

•

•

•
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In this section we discuss the DIABTel telemedicine system for type 1 diabetic 
patients developed by the authors. DIABTel is a multi-access mobile telemedicine 
workspace (Figure 8.1), implemented over the sustenance of a multi-agent architec-
ture. Th is workspace provides universal access to a wide range of services both for 
patients and professionals.

8.4.1 The DIABTel Distributed Architecture
Th e complexity and fl exibility required to build the mobile workspace is achieved 
with the defi nition of a middleware multi-agent architecture that comprises a full 
range o f n onexpensive a nd w idely a ccepted i nformation te chnologies off ering 
users a universal, easy-to-use, online, and cost-eff ective access to telemedicine and 
information services. Th is architecture allows users to access the information from 
whatever a ccess ter minal o r c ombination o f ter minals t hey c hoose. I t f acilitates 
the use of heterogeneous software and/or hardware solutions making possible that 
each health care organization confi gures the number and the kind of services they 
want to off er to t heir own users. Moreover, it creates a c ontinuous record of the 
users’ actions to monitor all the collaboration processes involved in shared care to 
improve the quality of care.

Th is integrated platform embeds s everal te chnical implementations to a llow 
the a ccess to a w ider r ange o f s ervices b oth fo r pat ients a nd fo r p rofessionals: 
consultation of patients’ records, text and voice mailing, printing of reports, alarm 
management, visit management, telecare, tele-education, and intelligent therapy 
advisement.

Th e architecture works on three components: the agents, the multi-access orga-
nizer, and the database. Th e agents collaborate to guarantee homogeneous access of 
the users to the system services allowing users to access the information whatever 
access terminal or combination of terminals they choose. Th e number of agents is 
not limited initially and it only depends on the kind of terminals that will be used 
at each site.

Th ere are two types of agents:

 1. Communication server agents are in charge of communications with the 
diff erent user terminals. Each communication agent is in charge of manag-
ing t he c ommunication p rocess b etween t he s ystem a nd o ne sp ecifi c user 
terminal. Th eir main functionality is to re ceive data from users updating it 
into the database and to retrieve data from the database to be presented at 
the user’s terminal. Th ey have the responsibility of performing the security 
policies for user access control, data confi dentiality, and data integrity during 
data transfers.

 2. Application server agents are in charge of data analysis and data processing.
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Th e multi-access organizer is a message-oriented middleware module that is in 
charge of coordinating the interoperability between all the agents integrated into 
the architecture. Th e communication between the organizer and the agents is done 
using “event messages” encapsulated into TCP/IP messages. Th e organizer receives 
a message from each agent whenever an event occurs and activates the next action 
to be done. Additionally the organizer includes event registry services that enable 
the e stablishment of a n e vent registry a nd e vent monitoring s ervices, a nd smart 
routing services that ensure the message gets delivered to the appropriate recipients 
in the correct sequence.

Th e number and nature of the events is not fi xed and can be defi ned at a ny 
system implementation according to their preferences or specifi c care protocols. 
During t he e xploitation o f t he s ystem, t he multi-agent a rchitecture a llows t he 
inclusion o f n ew e vents w ithout a ff ecting previous s ervice p erformance. Lik e-
wise, t he action t he organizer t riggers when a c ertain e vent i s received i s f ully 
confi gurable.

Th e benefi t of the multi-access multi-agent architecture is that it isolates the 
diff erent communication processes f rom the rest of the system, so i f some com-
munication server needs to change its communication protocol, the system is not 
aff ected a nd only this s erver has to b e modifi ed. Th e defi nition of independent 
agents allows each site to have its own preferred communication servers working 
and, even more, the addition of new communication servers is transparent to the 
existing ones.

8.4.2 Mobile Applications in DIABTel System
Users can interact with the common workspace using several terminals such as 
Web, PDAs, and mobile phones. Th e user applications running on these termi-
nals have a set of common functions both for patients and the health care profes-
sionals that enable the provision of the diabetes management services described 
above.

Th e main access method to reach the information in the multi-access system is 
the Web graphical interface, off ering complete functionality of the telemedicine/
shared care services with minimal human factors limitations. Th ro ugh the DIAB-
Tel Web access, the users, patients, and doctors can consult the electronic patient 
logbook, insert new data, consult or create new treatments, access cooperative elec-
tronic mail, download data from a glucometer, and see graphical information such 
as clinical and system use information.

Th e “mobile applications” implements some of these functionalities, adapting 
them t o t he limi tations o f t he m obile d evices a nd f ollowing t he considerations 
exposed in Section 8.3.
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8.4.2.1 PDA Smart Assistant Application

Th e Smart Assistant (SA) application confi gures one of the most advanced approaches to 
mobile telemedicine close-loop systems in diabetes management.38 It provides patients 
with several closed-loop control strategies (personal and remote) that off er an augmented 
information, self-management environment to increase patient empowerment. Th e SA 
has a n independent executable a lgorithm implemented, ba sed on a n onlinear MPC 
with Bayesian learning. Th e a lgorithm a llows real-time control of the insulin pump 
based on glucose data, meal intake, and patient’s personal data. Th e algorithm can work 
in a continuous mode, providing calculation for basal insulin rates every 15 minutes.

Th e P DA ap plication i s a p ortable a nd m obile so lution w hich p rovides t he 
patient w ith fl exible tools for data v isualisation and with local and remote com-
munication services. Th e Smart Assistant is able to manage a local database, allow-
ing the patient to work isolated from the telemedicine server without the need of 
a permanent active communication link. On demand by the user, the patient unit 
synchronizes t he l ocal d atabase w ith t he s erver d atabase, c ausing t he au tomatic 
updating of all the new information in both directions.

Th e most characteristic functionality developed for the PDA application is the 
“patient electronic logbook” (Figure 8.2), where the patient could perform the fol-
lowing tasks:

Manage his or her monitoring data. It includes visualization and edition of the 
patient logbook. It is possible to select the period or the single time slice for 
the data to b e introduced or v isualized. Th e pat ient can v isualize or insert 
meal data, glucose data, insulin data, device events (needle change,  catheter 

•

Figure 8.2 The logbook and pump communication scenarios for the PDA 
application and iPAQ h2210 PDA.
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change, e tc.), in dividual a ctivities ( exercise), a dditional da ta ( medication, 
stress, etc.)
Visualize g raphics an d sta tistical d ata an alyses. Th ree t ypes o f g raphics a re 
available: plot, pie, or temporal.
Consult hi s or he r a ctive t herapy. Th e l ast t herapy ( insulin a nd d iet) pro-
posed b y t he p hysician i s u pdated i n t he ap plication a fter e ach d ata 
synchronization.
Download data from the insulin pump or the glucometer. Communication with 
the i nsulin pump i s w ireless (Bluetooth or I rDA); a s erial c able i s u sed to 
communicate with the glucometer.

Th e PDA application c an be confi gured by t he pat ient. Some of t he options 
of c onfi guration a re preferred l anguage, preferred b lood g lucose u nits (mg/dl or 
mmol/l) for the visualization scenarios, and preferred starting hour for the logbook 
representation. It i s a lso possible to en ter additional pat ient information (weight, 
date of birth, age, birth date, etc.). It also allows introducing authentication data of 
the patient that uses the application, such as login and password and modifying the 
confi guration settings for each patient.

Th e PDA application is developed in Java in order to b e portable on multiple 
platforms. Th e portability of the application has been successfully te sted in con-
ventional PCs and in the iPAQ hp2210 and TSM500 PDAs, both with Windows 
CE operating system. It is necessary to i nstall CrEme v3.24 JVM technology for 
embedded p latforms i n o rder to r un t he ap plication. Th e TS M500 h as G PRS 
mobile connection integrated and for the iPAQ the AudioVox RTM 8000 card was 
used to provide the GPRS communication capabilities.

Th e Smart Assistant was evaluated in a clinical experiment and demonstrated an 
improvement in the glycemic control in pump-treated patients with type 1 diabetes.39

8.4.2.2 WebPDA

Th e WebPDA is a Web application that was specifi cally designed taking into account 
PDA limitations. Th e DIABTel Web application is optimized for a h igh-resolution 
display (1024 × 7 68) i n o rder to p resent a s much i nformation a s p ossible. W hen 
accessing with a lower-resolution device, scrolling is allowed but the PDA resolution is 
much lower, so much scrolling is necessary to access Web applications. Th e “y” dimen-
sion in PC screens is bigger than the “x” dimension but the opposite is true in PDAs, 
so a Web application could not be seen properly in a PDA screen (Figure 8.3).

Th e WebPDA can be considered a l ighter version of the Web application. Th e 
functionalities of the WebPDA application are

Doctors: Patient selection, creation and visualization of treatments, electronic 
logbook visualization, visualization and creation of electronic mails, visual-
ization, and creation of news.

•

•

•

•
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Patients: Electronic logbook visualization, visualization of treatments, visual-
ization of news, visualization and creation of electronic mails.

8.4.2.3 DIABTelMobile

DIABTelMobile is a mobile telephone application. Th e functionalities are intro-
duction, storing, sending, and visualization of patient monitoring data, visualiza-
tion of treatment, transmission and reception of messages, and data downloading 
from glucometer via Bluetooth.

Th e D IABTelMobile ( Figure 8.4) h as b een de veloped i n J ava M icroedition, 
J2ME, using the CLDC 1.0 confi guration and the MIDP 2.0 specifi cation. Th eo -
retically, it can work in any mobile telephone that implements the MIDP 2.0 speci-
fi cation a nd a lso t he Bluetooth JSR82 specifi cation. But t he practice shows t hat 
not all mobile telephones that are supposed to implement the MIDP 2.0 and the 
JSR82 specifi cations completely make it. Th e application was tested in the TSM520 
mobile telephone with a Windows mobile operating system.

8.5 Conclusions
Wireless te chnologies a nd t he f urther i ntegration o f m edical de vices i nto 
mobile sc enarios a re t he p illars fo r n ew m obile s ervices t hat o perate i n t he 
personal a rea n etwork, o ptimizing pat ient i ntervention fo r d ata re trieval a nd 
communication.

Moving in this direction, mobile telemedicine increases the quality and the 
quantity of the information collected by patients, improving physician–patient 
communication and enhancing the decision-making process to achieve eff ective 
therapy adjustments in a collaborative and supervised way.

•

Figure 8.3 The WebPDA application.
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Th e implementation of these mobile services requires the defi nition of dis-
tributed architectures including strict strategies for security to g uarantee patient 
privacy, da ta co nfi dentiality a nd i ntegrity, a nd aud iting o f t he c linical a cts 
are mandatory. Th e limi tations o f mobile d evices, s uch a s da ta p rocessing a nd 
 batteries duration, have to b e t aken into account in order to de velop t he u sers’ 
applications.

Th e c urrent c hallenge i n m obile d iabetes c are i s to c ombine s everal c ontrol 
strategies adapted to pat ient conditions a nd g lycemic control s tate supported on 
communications and decision a id tools. Th e augmented re liability and ava ilabil-
ity of continuous glucose sensors, insulin pumps, mobile computing technologies, 
and telemedicine services is making the implementation of a fe asible and reliable 
ambulatory c losed-loop g lucose control s ystem a re ality a s the best current solu-
tion to achieve a good metabolic control for insulin-dependent d iabetes mellitus 
patients. Th e research eff orts on mobile technologies are moving in this direction 
looking for new solutions to better the quality of care and quality of life of people 
with diabetes.
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Th is contribution d iscusses the effi  cacy of  telemedicine for e lderly d iabetics. Th e 
bulk of the evidence indicates that telemedicine is eff ective in improving glycemic 
control among older diabetics and in reducing the medical complications a ssoci-
ated with diabetes. Furthermore, most studies indicate that older diabetics report 
high satisfaction with various aspects of telemedicine.
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9.1 Introduction
Diabetes m ellitus ha s w ide ra nging co nsequences in cluding a mputations, 
blindness, and renal failure, etc. In an eff ort to de crease t he u ntoward medi-
cal complications a ssociated with d iabetes, recently, the Diabetes Control and 
Complications T rial R esearch G roup (D CCT) ( 1993) h as em phasized t ight 
control through patient self-management.1 According to experts, diabetics who 
are able to m aintain t ight g lycemic control g ain a n extra fi ve years of l ife, a n 
extra six years free of kidney damage, an extra eight years of sight, and an extra 
six years free of nerve damage.2 Tight control as defi ned by the American Dia-
betic Association refers to hemoglobin A1c levels below 7%. To explain further, 
hemoglobin A1c levels measure the proportion of glycated hemoglobin cells. A 
cell is glycated if glucose is attached to it. As individuals process sugar, glucose 
bonds with hemoglobin and it does so in proportion to the glucose in the blood-
stream. It takes two to t hree months for sugar to be removed from these cells; 
thus, health care professionals reason that A1c levels provide a good estimate of 
the amount of sugar that has remained in the bloodstream over a three-month 
period.

Maintaining tight control of diabetes is not easy. It requires that patients keep 
track of their food and insulin intake to avoid hypo- or hyperglycemia. Hypergly-
cemia (i.e., high blood sugar) can lead to diabetes-related complications described 
earlier, primarily because d iabetes damages blood vessels, which u ltimately leads 
to the constriction of blood fl ow. Th ese macro- and micro-vascular complications 
often result in heart damage, kidney damage, neuropathy, etc. Hypoglycemia (i.e., 
low blood sugar), if severe enough and not corrected, can lead to a c oma or even 
death.3–4

Older adults a re pa rticularly su sceptible to d iabetes; i n f act, c lose to 2 0% of 
older adults suff er from diabetes.5 Many of these older adults have diffi  culty achiev-
ing tight control because of the high degree of cognitive resources needed to manage 
diabetes. For e xample, ma naging d iabetes r equires t hat pa tients u se good  p rob-
lem-solving strategies and that they remember to balance their glucose and insulin 
intake on a given day. Diabetics also need to remember to check their glucose levels 
and the nutritional va lue of va rious foods. Th ere a re age-related changes in both 
memory retrieval and in problem-solving skills.2 Telemedicine might be a w ay to 
compensate for such declines.

Telemedicine i ncludes u sing a ny f orm of  t echnology t hat a llows he alth c are 
professionals to communicate with patients, including computers, telephones, elec-
tronic handheld devices, etc. Often telemedicine is divided into three components: 
(1) s ynchronized v ideoconferencing, ( 2) rem ote m onitoring, a nd ( 3) e ducation 
through Websites.6 Cognitive aids can also serve as reminders to diabetics that fall 
under the rubric “telemedicine.”

Th is c hapter w ill fo cus on va rious fo rms o f te lemedicine i ncluding te chno-
logical reminders for the healthy older adult and for the memory impaired. Th es e 
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 technological a dvances i nclude s ensors to m onitor c ognitively i mpaired o lder 
adults, and v irtual offi  ces through sophisticated computer units. Th e aforemen-
tioned technological advances are ideal for diabetics because diabetics have com-
plex m edical re gimens to fo llow a nd o ften fo rget to p erform t asks re quired to 
manage diabetes adequately. As well, diabetes accelerates the aging of the brain. 
Th erefore, o lder d iabetics p robably ha ve m ore c ognitive i mpairments t han t he 
typical older adult7 and could benefi t from the extra cognitive support provided 
through telemedicine.

9.2 Technological Reminders and Sensors
Technological c ues a nd rem inders a re pa rticularly ap t fo r o lder a dults su ff ering 
from memory impairment, but these technological reminders are also appropriate 
for older adults without memory impairment.

A number of studies have provided evidence that medication compliance is 
particularly problematic for older adults.2,8 Health care professionals have tried to 
improve medication compliance by providing educational programs for diabetics; 
however, educational programs have not been successful in increasing compliance 
rates.7

Th e m ost e ff ective i ntervention to i ncrease c ompliance r ates ap pears to b e 
memory a ids or  c ues.7 Several s tudies h ave i n f act i nvestigated t he e ffi  cacy of 
telephone reminders. For example, Fulmer et al. 7 conducted a study to examine 
the e ffi  cacy o f te lephone rem inders v ersus e ducation i n i ncreasing c ompliance 
and to determine if certain memory aids were more effi  cacious than others. Th e 
target pa rticipants fo r t his s tudy were f rail i ndividuals o ver 65 w ith m ultiple 
health problems. Fulmer et a l. assigned participants to one of three conditions: 
videophone, telephone, and control. Th e videophone group received audio-video 
reminders to t ake their medication and the telephone group received telephone 
reminders. Th e c ontrol g roup re ceived t he u sual i nformation p resented i n t he 
doctor’s offi  ce.

Th e Medication Event Monitoring System caps (MEMs) was used to assess 
compliance. M EMS a re c omputerized c aps pl aced on  me dication b ottles t o 
record rem oval o f t he c ap f rom t he b ottle. I nterestingly, a ll pa rticipants to ok 
their medication over 80% of the time initially; however, over time, compliance 
dropped drastically for the control group but remained high in the two interven-
tion groups. Th us, there was a t ime × g roup interaction. Surprisingly, there was 
no advantage of  a  v ideophone ove r a  t elephone. Th is s tudy indicates t hat e ven 
fairly simple interventions such as telephone call reminders increase compliance 
among older adults. Other studies provide evidence that fairly simple reminders 
increase c ompliance. For e xample, a s tudy c onducted by L aVigne a nd  Tapper8 
found that automatized voice interactive systems that reminded patients to take 
their m edication i ncreased c ompliance a mong t he i ndividuals w ho re ceived 
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automated messages relative to the control group. Th e fact that automated voice 
reminders c an be eff ective in improving compliance is important. Health care 
professionals may not have the t ime or staff  available to make personal calls to 
patients. N evertheless, t hey m ight b e a ble to p rovide su pport b y s ending o ut 
automated voice messages.

In another study, Piette and Mah9 found that 98% of diabetic patients found 
automated voice messages to be helpful. In the Piette and Mah study, upon receiv-
ing a n au tomated c all, pa rticipants a nswered q uestions a bout g lycemic c ontrol 
and diabetic complications by pressing various number options on a Touch-Tone 
phone. I f a pat ient indicated that she was experiencing a c omplication (e.g., foot 
ulcers or chest pains), then the patient received a c all from a human professional. 
Patients also received follow-up calls if they reported a glucose reading above 250. 
Th is was important because patients could receive personal attention immediately 
when there was evidence that patients were exhibiting poor glycemic control.

As indicated earlier, older adults often have diffi  culty with the problem-solving 
aspect of d iabetes.10,11 Telephone rem inders c an p rovide so lutions i n “real-time.” 
For example, Long et al.12 conducted a s tudy examining the effi  cacy of providing 
problem-solving support for older d iabetics over the phone. Th e number of c alls 
that a patient received was determined by the patient’s HbA1c levels. Each call was 
20 minutes long and patients could query the health care professional about illness 
and blood sugar levels or the eff ect of exercise on blood sugar, etc. Th e patients were 
overwhelmingly pleased with the service.

Telephone reminders can be very eff ective in helping diabetics to remember to 
take their medication and in providing assistance with everyday problem-solving 
dilemmas. However, t here a re g roups o f d iabetics w ho re quire m ore t han d aily 
reminders in order to manage their diabetes. Th ose groups of diabetics may benefi t 
from cognitive orthotics and/or sensors.

9.3 Cognitive Orthotics
A cognitive orthotic is a c omputerized memory aid that is often used for people 
who ha ve d iffi  culty rem embering to p erform a ctivities o f d aily l iving.13,14 It  i s 
particularly u seful w ith r espect to  pr ospective me mory, or  r emembering to  do 
something. Th ere are age-related changes in prospective memory and there is evi-
dence t hat o lder d iabetics h ave more d iffi  culty w ith th is t ype of memory than 
nondiabetics.15

One o f t he m ost d iffi  cult a spects o f d iabetes i s ba lancing fo od a nd i nsulin 
intake. Many dietitians recommend that diabetics count carbohydrates and restrict 
fat. However, many older adults are unfamiliar with the nutritional value of food. 
One research group16 examined the likelihood that an electronic aid would assist 
patients in maintaining their diet. Th ere was an experimental group that received 
the handheld dietary device for 12 weeks and a control group that did not receive 



Telemedicine � 165

such a device. Th e experimental group was provided with an electronic diary (i.e., 
hospital-based monitoring system [DMS]) that would immediately access the nutri-
tional va lue of food, including calories, carbohydrates, protein, etc., of each item 
in the database. Patients in the experimental group actually reduced their HbA1c 
levels from 8.56 to 7.55 as a result of this monitoring system.

More recently, Agarwala, Greenberg, and Ho17 have developed a new innova-
tive orthotic, a context-aware pill bottle that allows both clients and caregivers to 
monitor medication management. Th e device consists of a pill bottle stand that is 
connected to a c omputer. Th e device audibly reminds elderly individuals to t ake 
their m edication. Th e p lastic p ill b ottles a re au gmented w ith a r adio f requency 
identifi cation (RFID) tag that provides information about when the pill should be 
taken and possible side eff ects.

Th is device provides reminders to patients in an interesting way. If the client 
does not move the pill box at t he a ssigned t ime, the pat ient receives increasingly 
obtrusive alerts. A medication monitor, which informs the caregiver when the pill 
bottle has been removed from the stand, is placed in the caregiver’s home.

If the client fails to take the medication despite the increasingly obtrusive alerts, 
then the caregiver is contacted. Th e caregiver is alerted by the blinking of the medi-
cation monitor device. To stop the blinking, the caregiver must touch the device and 
can act upon the alert by sending a message that will be delivered back to the client. 
Obviously, this reminder could greatly assist in reminding diabetic patients to take 
their medication, check their blood sugar, etc.

Rhodes18 h as a lso de signed a de vice t hat w ould b e h elpful fo r d iabetics—a 
remembrance agent, basically an electronic reminder. A remembrance agent would 
be helpful for diabetics because of their long list of daily prospective memory tasks 
such as remembering to monitor glucose levels, to take medications, to exercise, etc. 
Th is remembrance agent resembles a personal digital assistant (PDA), the popular 
device that provides reminder aids and schedules for busy professionals. However, 
the device is diff erent from a PDA in that it is equipped with sensors that determine 
the location of the user. Th e sensors provide notes and reminders to the user based 
on the location. Th us, i f the c lient i s in the supermarket, then the remembrance 
agent lists appropriate grocery items to buy. However, if the client is in the kitchen, 
then the remembrance agent provides reminders appropriate for that location (e.g., 
reminders about cooking).

Th e devices discussed heretofore are available for clients who may need reminders 
in terms of their medication, but who are for the most part mentally and physically 
healthy enough to l ive independently without much a ssistance. However, a n um-
ber of older diabetics need more than fairly simple cognitive orthotics to live inde-
pendently. Th ese groups of older adults need fairly intensive monitoring. Th is  next 
subsection focuses on new devices that allow continual, 24-hour monitoring. Th es e 
devices are ideal for older adults who have severe enough memory impairments that 
their families worry about their ability to l ive independently but do not think that 
the severity of the impairment warrants placement in a health care facility.
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Examples of such devices are activity monitoring systems. Th es e systems track 
the movements of an older person and even send alerts if anything is awry (e.g., a 
fall). Th ese s ystems re ly on motion de tectors mounted i n a n obscure l ocation i n 
the house (e.g., on a c eiling). Interestingly, these motion detectors use a c omputer 
algorithm to t rack a nd u ltimately l earn a p erson’s u sual b ehavior. A fter l earning 
the person’s behaviors, the computer sends an alert when the person deviates from 
expected behavior. Th us, the monitoring system can send an alert to a caregiver if a 
person is in the bathroom too long, etc.19

One study20 examined how such sensors would actually operate in the home. 
Th is study took place in the “smart house” that was created by the Medical Auto-
mation Research Center at the University of Virginia as a prototype of living envi-
ronments for individuals who are physically and/or mentally impaired. Th e sensors 
were placed in every room and responded to any movement; each time the sensor 
responded, the date, time, and duration of the sensor activation was forwarded to 
health care professionals and caregivers via a c omputer. After examining the pat-
tern of sensor activation over a number of days, investigators were able to make 
reasonable predictions about regular activities such as cooking and eating dinner 
based on the pattern of sensor activation.

Th e fact that investigators can infer the activity of clients in “smart homes” is 
important. One of the pitfalls of diabetes is hypo- or hyperglycemia, which could 
render a pat ient delirious. If a pat ient deviated too much from her daily activities, 
concerned caregivers could be alerted. More recently, Yang and Rhee21 developed a 
sensor that could be worn as a ring. Th is “ring” measures oxygenated blood fl ow con-
tinuously and the signals are sent to a computer for observation. Along the same line, 
Gatzoulis and Lymberis22 have developed unobtrusive sensors that can be worn by 
individuals who require constant monitoring. One of the more innovative systems 
includes wireless garments embedded with textile sensors that continuously monitor 
biomedical signs such as respiration. Again, all of the medical information gleaned 
via the wearable sensors is forwarded back to health care professionals or caregivers.

One of the most sophisticated sensor/automated reminding devices is PEARL, 
an automatic robot that c an be u sed by f rail and cognitively impaired individu-
als.13,14,23,24 Pearl was recently constructed via a multidisciplinary team project. Th e 
researchers involved w ith t his project wanted to cre ate a ro bot t hat would a ssist 
elderly individuals who were in their home. PEARL is equipped with two Pentium 
computers, sonar s ensors, m icrophones, a sp eech re cognition s ystem, a nd s tereo 
camera systems. Most importantly, PEARL is equipped with the Autominder soft-
ware that provides reminders to cognitively impaired elderly individuals.

Autominder p rovides rem inders to p eople a bout t heir d aily a ctivities. Th ere 
have been reminder systems since the 1960s.23 However, the new Autominder sys-
tem takes advantage of artifi cial intelligence (AI). It models the client’s daily activi-
ties such that it becomes aware of the length of time that clients spend on various 
activities and it becomes aware of the sequence of activities. Autominder has three 
components: a p lan manager (which stores a c lient’s scheduled activities), a c lient 
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modeler (uses information about a client’s observable behavior to update his or her 
schedule), and personal cognitive orthotics (reminds patients about what they are 
supposed to do). Due to the artifi cial intelligence component, Autominder can be 
programmed to estimate how long activities should take. Reminders are generated 
if an activity takes longer than normal or if an individual is not in a room where 
the activity usually takes place. Sensors for Autominder are deployed via PEARL. 
Sensor information can be sent to the caregiver throughout the day.

Th e reminders have to be initiated by the caregiver; however, the artifi cial intel-
ligence allows Autominder to make intelligent judgments about when a reminder 
is needed. Th us, if an elderly person has to be reminded to go to the bathroom 
every three hours and, based on the client’s regular routine, the system “knows” 
the i ndividual w atches a t wo-hour te levision p rogram o n a pa rticular d ay, t he 
system might remind the client before the television program begins and thereby 
avoid i nterrupting t he c lient’s te levision p rogram. Th us, d ue t o a rtifi cial intel-
ligence, autominder can issue reminders at a t ime most convenient for the client. 
PEARL was piloted at L ongwood Health Care Center13 and was a very valuable 
addition to the facility.

Th us, the bulk of the evidence indicates that cognitive orthotics c an be very 
helpful for older diabetics who are mildly forgetful or very impaired and actually 
require constant monitoring through technology. However, what about diabetics 
who may be cognitively intact but have diffi  culty traveling to a do ctor’s offi  ce or 
have a very complex medical regimen because of multiple health problems? Is there 
a way that technology could bring the medical offi  ce to their home?

9.4 Virtual Medical Offi ces
A number of complex technological s ystems a re currently being te sted with older 
adults. Initially, t here was some concern about de signing complex technology for 
the e lderly because the e lderly were v iewed a s being less technological savvy than 
younger adults. Furthermore, due to a ge-related changes in working memory, and 
processing speed,25,26 older adults grasp information at a sl ower rate than younger 
adults. In fact, as Stronge, Rogers, and Fisk27 point out, some age-related changes in 
motor dexterity might impede older adults’ ability to utilize the technology associ-
ated with complex telemedicine systems.

In fact, Kaufman et al.28 reviewed a complex telemedicine program that involved 
creating a virtual offi  ce in the patient’s home. Th eir main concern was the extent to 
which elderly patients would adapt to sophisticated new computer technology. Th ey  
examined the usability of this telemedicine system in 25 diabetic patients’ homes 
and discovered that successful usage of the program required the patient to complete 
15 subtasks. Th ey found that participants could readily use the glucometers attached 
to t he u nit a nd enjoyed t he v ideo v isits w ith health c are professionals. However, 
participants had some diffi  culties due in part to age-related changes in cognition and 
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lack of experience with computers. For example, the participants had diffi  culty using 
the mouse (perceptual–motoric skills), understanding how the entire system worked 
(mental models) and health literacy (which goes back to age-related changes in read-
ing comprehension). To explain further, several of the older adults were hampered by 
health literacy because they did not understand the signifi cance of blood pressure or 
glucometer readings. Also, with regard to mental models, older adults had diffi  culty 
understanding how the Internet worked (e.g., the user needs to c lick hyperlinked 
words to fi nd out more information about a particular topic).

Th us, t he K aufman e t a l.28 s tudy i ndicates t hat te lemedicine a ff ords older 
diabetics t he opportunity to b ecome more profi cient i n m anaging t heir d isease. 
However, the s tudy a lso indicates that a m inimal amount of profi ciency may be 
necessary for patients to take full advantage of telemedicine.

Studies have been conducted in which memory-impaired younger adults received 
medical c are t hrough t elemedicine. Th ese s tudies i ndicate t hat pa rticipants w ith 
memory impairments relative to healthy younger adults29 were capable of mastering 
the c omplex te chnology needed to a ccess a “ virtual offi  ce.” However these indi-
viduals require more training than a typical younger adult. Th us, it is probably true 
that older adults (who a s a g roup learn at a sl ower rate than younger adults) will 
require signifi cantly more training to master the technology associated with “virtual 
offi  ces.” However, studies indicate that with the proper training, older adults can 
master the technology associated with complex telemedicine units.30

Probably the most publicized telemedicine study focusing on telemedicine for 
older adults was the one conducted by  Columbia University, titled the Informatics 
for Diabetes Education a nd Telemedicine Project ( IDEAT). Th e investigators in 
the IDEAT project tried to improve glycemic control among a wide cross  section of 
diabetics by designing a very user-friendly computer/electronic  system that included 
all three facets of telemedicine.

All of the diabetics were M edicare recipients who l ived in underserved areas, 
with some of the recipients living in poor areas of New York City and some recipi-
ents living in rural counties within New York state.31 Th e focal point of this inter-
vention w as t he h ome te lemedicine u nit ( HTU). Th e i nventors o f t his p roduct 
wanted to integrate all of the components so that elderly patients, with no computer 
experience, would have no d iffi  culty u sing t he te chnology. Th e patients are able 
to operate the computer for the most part without using a m ouse or a k eyboard. 
Instead, they had “four launch buttons”: answer video call, send data from glucose 
and blood pressure meters, connect to Website, and reboot computer. In fact, upon 
turning on the computer, the patient was immediately connected to the Web. Th e 
installation of the computer and the training was performed by home care nurses. 
Th e home care nurse received a constant stream of data informing them of patients’ 
health status. Th e nurses had guidelines to follow in terms of reporting “worrisome 
values” to doctors and other health care specialists.

Recently, s everal s tudies have examined t he eff ectiveness of t he IDEAT pro-
gram in helping d iabetics a chieve g lycemic control. One of t he primary re asons 
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that such a program should improve glycemic control is that it reduces the extent to 
which diabetics have to rely on episodic memory (i.e., memory for episodes in one’s 
life) and engage in problem solving. If they have a question that involves problem 
solving, they could consult one of the professionals through the IDEAT program.

One of the fi rst studies to evaluate the IDEAT program was conducted by Shea 
et al.30 In this study, participants were either in the usual care condition or involved 
in the IDEAT program described earlier. Patients in the usual care condition received 
information about diabetes, similar to the educational information given to diabetics 
in doctors’ offi  ces. As indicated earlier, those in the IDEAT program consulted with 
health care professionals and their A1c levels were fo rwarded to h ealth care profes-
sionals on a regular basis. Th ose in the IDEAT program reduced their cholesterol, 
A1c levels, and lipid levels signifi cantly more than those in the control group. Specifi -
cally, A1c levels decreased from 7.35 to 6.97% in the intervention group. Th is  study 
indicated that even individuals who were controlling their diabetes fairly well could 
improve glycemic control with the extra support provided by the IDEAT program.

Most of the work investigating telemedicine among the elderly has not been as 
sophisticated as the IDEAT project at C olumbia University. For example, several 
VA hospitals received a grant to implement a telemedicine program called the Care 
Coordination approach. In the Care Coordination approach, the nurse coordinator 
maintains frequent contact with a patient through telemedicine and feeds informa-
tion back to a doctor. One of the reasons that health care providers have been inter-
ested in this approach is that it might actually prevent complications from complex 
diseases such as diabetes. In one study,32 conducted by Chumbler et al., participants 
were older veteran diabetics who were already experiencing health problems in that 
they had been to the emergency room or had been admitted to the hospital twice 
within 12 months. Th e d iabetics were d ivided i nto t wo g roups w ith one g roup 
receiving intense monitoring on a weekly basis and the other group receiving less 
intense monitoring on a daily basis.

Patients and caregivers in the weekly monitoring condition were trained to use 
an instant camera to t ake snapshots of wounds; the pictures were m ailed weekly 
to the care coordinator. Upon receiving the pictures, the care coordinator would 
decide if further treatment was necessary. Patients were a lso followed through the 
diabetic clinic.

Th e daily monitoring group32 was not followed by a diabetic clinic nor was this 
group required to s end pictures of wounds. However, this group received general 
information a bout m anaging d iabetes v ia a h ome m essaging s ystem. Th ey  were 
equipped w ith a  t elemonitoring s ystem that a llowed we ekly g lucose monitoring 
and t hat provided t wo-way aud io-video c onnectivity. However, t he m ain d iff er-
ence between the daily monitoring group and the weekly monitoring group was 
that patients in this group answered questions daily about their glycemic control 
and individuals in the weekly monitoring condition d id not. Th e answers to t he 
questions were forwarded to their care coordinator. Th e questions were designed to 
assess the patient’s knowledge, symptoms, and behavior in regard to chronic disease 
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management. Th e c are coordinator or health buddy reviewed the answers to t he 
questions and made decisions about the necessity of further intervention.

Th e investigators found t hat hospital admission r ates were 5 2% lower in t he 
daily versus weekly monitoring group. Th e diabetes-related emergency room visits 
were decreased 15%. Interestingly, even though there was a decline in hospitaliza-
tions among the daily monitoring group relative to the weekly monitoring group, 
there w as no e vidence t hat g lycemic c ontrol w as b etter i n t he d aily monitoring 
group. Th at is, the hemoglobin A1c levels were not better from pre-post interven-
tion among individuals in the daily monitoring group relative to the weekly moni-
toring group. Barnett et al.33 a lso found that diabetics who were monitored daily 
were hospitalized less than controls (matched for severity of diabetic symptoms).

Mease2 conducted a study using technology and environmental support similar to 
that used in the IDEAT program. Mease and colleagues used equipment approved by 
the Federal Drug Administration for the monitoring of diabetes, the Avia 20/20 and 
the Avia 10/10. Only diabetics with hemoglobin A1c levels above 8% were included 
in the study. It should be noted that individuals who have levels above 8% are sig-
nifi cantly more likely to experience complications than diabetics who have A1c levels 
in the 6 to 8 % range. It should also be noted that Mease excluded individuals who 
were not able to use the equipment properly after training and individuals who had a 
psychiatric history. Th e average age of participants in this study was 61.

On a weekly basis the patients in the treatment group received telemonitoring 
visits from the case manager, which included both voice and video interaction. Th e 
case manager counseled the patients about their nutritional intake and medication 
compliance. Th e case manager also reviewed each patient’s well-being and glycemic 
episodes each week.

Patients in the telemedicine program also used technology to maintain  contact 
with their physicians. In fact, the two physicians visited the patients once a month 
through telemonitoring. Th e outcome measures included the HbA1c values, micro-
albumin, cre atinine, a nd l ipid pa nel. Th e re sults i ndicated t hat i ndividuals who 
received the home telemedicine system reduced A1c levels by 16%, and their weight 
by 4 %. Th e re duction i n A1c l evels w as si gnifi cant i n t he t elemedicine g roup. 
Although the control group reduced A1c levels, the reduction was not signifi cant.

One of the reasons that the Mease2 study and the Shea et al.30 study were suc-
cessful in lowering A1c levels might be that these interventions provided regular 
feedback and counseling for patients about diet and management of blood sugar 
levels. Th e Chumbler et al.32 study appeared to focus more on serious complications 
rather than day-to-day management of diabetes.

Th e consensus from all of the data is that telemedicine can defi nitely improve 
the m edication m anagement a nd q uality o f l ife o f d iabetics. I nterestingly, t he 
Chumbler et al.32 and the Shea et al.30 studies indicate that older adults can even 
take advantage of fairly complex telemedicine systems. However, it is crucial that 
designers of such systems be aware of age-related changes in learning new informa-
tion and cohort diff erences in experience with technology.
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Th ere are a number of advantages of using telemedicine to improve the quality 
of life of older diabetics and older adults in general. With advances in computer 
technology, concerned caregivers and health care professionals can now keep track 
of an elderly person’s vital signs and ability to m aintain glycemic control. Hope-
fully, telemedicine will become more widespread in the near future. If telemedicine 
were readily available, older adults would be able to live in their own home longer, 
which would improve their quality of life. A number of studies indicate that older 
adults fare better emotionally when allowed to age in place. Furthermore, telemedi-
cine would allow doctors in rural areas to obtain information via teleconferences, 
Email, e tc., t hat otherwise would be inaccessible to t hem. Telemedicine appears 
to be the wave of the future. It has the capacity to greatly enrich the lives of older 
diabetics.
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Due to its heavy reliance on wireless technologies, mobile telemedicine suff ers from 
the same set of security and privacy problems as its underlying technical standards 
(such as WLAN, MANET, WPAN, 3G, RFID, and WSN) face. Th is chapter looks 
into how each of these wireless technologies is being used in mobile telemedicine 
(see Table 10.1 for a su mmary), and d iscusses the security and privacy  measures 
they provide (see Table 10.2). In addition, the current regulatory environment i s 
considered to off er an in-depth v iew of how the security and privacy safeguards 
(made available by the state-of-the-art technologies) are being enforced in real-life 
situations. Th e chapter i s concluded by a d iscussion of outstanding security a nd 
privacy issues in mobile telemedicine.

10.1 Introduction
Telemedicine is a newly emerging branch of medicine that takes advantage of tele-
communications t echnologies to  t reat p atients i n r emote lo cations. 1 In t he e arly 
stage of telemedicine, very basic telecommunications technology such as telephony 
was u sed to en hance t he quality o f m edical s ervices fo r p eople to w hom l arge-
scale, advanced medical care was not easily accessible. However, due to t he shift 
in the telecommunications industry from analog (voice-oriented) to digital (data-
oriented), telemedicine today is much more sophisticated than what it used to be. 
Th anks to t he technical advances in te lemedicine and robotics, doctors can now 
operate on a patient in an operating room thousands of miles away from his or her 
physical location.

With the advent of cellular phones and other mobile telecommunications 
technologies, te lemedicine i s going t hrough a nother major s et of changes. More 
and mor e c onventional t elemedicine d evices a re r elying on  c utting-edge mobi le 
 telecommunications technologies. Th is latest phenomenon of telemedicine is col-
lectively referred to as mobile telemedicine.2,3
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Th e popularity of mobile telemedicine is growing fast mainly due to the con-
venience a ssociated w ith t he te chnology. I nstead o f c arrying b ulky fo lders a nd 
 worrying about loose paper, in the mobile, paperless world medical professionals 
can instantly access and modify data residing on a central server at a remote loca-
tion through portable devices such as personal digital a ssistants (PDAs), laptops, 
or cellular phones. Th is ubiquitous use of mobile devices can potentially result in 
a d ramatic i ncrease i n productivity, but t he productivity g ain i s a chieved at t he 
cost of increased security and privacy concerns. Th e information technology (IT) 
industry is already witnessing an unprecedented number of computer crimes, and 
mobile telemedicine is not immune from these threats.

In mobile telemedicine, ensuring security and privacy is particularly important 
due to the following reasons:

Th e nature of data being exchanged is fundamentally diff erent. If not handled 
properly, some of the data could even be life-threatening because the wrong 
data can easily lead to a fatal misdiagnosis.
Although not fatal, stolen, or revealed, medical information can be used to 
commit crimes and discriminate against a person for the purposes of insur-
ance sales, hiring, etc.

Compared to the paper-based and other traditional forms of medical data, the 
digitized information utilized in mobile telemedicine is much more vulnerable to 
theft, duplication, and forging, which serves as another justifi cation for extra secu-
rity and privacy precautions.4–7

In this chapter, security and privacy issues in mobile telemedicine will be dis-
cussed. In-depth discussions of various types of mobile telemedicine technologies 
and outstanding issues also follow.

Th ere a re s everal t ypes o f m obile te lemedicine te chnologies, i ncluding w ire-
less local a rea networks (WLANs), mobi le ad-hoc networks (MANETs), wireless 
personal/patient area networks (PANs), third generation (3G) cellular phone tech-
nologies, radio f requency identifi cation (RFID) technologies, and wireless sensor 
networks (WSNs).

Security in mobile telemedicine is explained by mobile telemedicine technologies 
and their security implications in terms of confi dentiality, integrity, and availability.

Privacy in mobile telemedicine is not tied to a specifi c technology. In fact, the 
question of how privacy i s protected i s la rgely a nswered i n t he security sec tion. 
Th erefore, in this chapter the privacy section focuses more on how privacy is dealt 
with i n t he c ontext of  mobi le t elemedicine, m ainly c oncerning b etter awareness 
and education for patients and medical staff .

In addition, we look into regulations governing the security and privacy aspects 
of mobile telemedicine. Th e Health Insurance Portability and Accountability Act 
(HIPAA) of 1996 and legal safeguards it provides will therefore be discussed.

•

•
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10.2 Types of Mobile Telemedicine Technologies
10.2.1 WLAN, MANET, WPAN, and 3G (Figure 10.1)
WLANs en able t ransmission o f d ata b etween network e lements u sing r adio f re-
quencies through the open air. IEEE governs most of the popular WLAN standards 
in use today. Th ese s tandards include IEEE 802.11a/b/g and others. W LANs a re 
attractive both for consumers and businesses because they do not require expensive 
cabling and enhance mobility and accessibility to the network.

Already large portions of health care information management systems rely on 
the W LAN technology. For instance, doctors and nurses casually carry personal 
digital assistants (PDAs) and laptops that are used either to view or to submit infor-
mation via WLAN connections.

Mobile ad hoc networks (MANETs) are a special form of WLAN that consists 
of mobile network nodes a nd does not require a ny c entralized administration to 
switch/route data packets. In a MANET, each individual network node can play the 
role of a switch and a router to send data packets to a fi nal destination.

Wireless personal area networks (WPANs) are also a specialized type of WLAN, 
which fe atures l ow-power c onnections w hose r ange i s o nly a fe w m eters. Th e 
 technology is used mainly to eliminate cables that connect network devices in the 

Central Database
Server at a Hospital

3G Cellular
Phone Tower

Mobile Device with
Both Bluetooth and
WLAN Interfaces

Figure 10.1 Applications of mobile telecommunications technologies in 
telemedicine
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vicinity. As in general WLAN technologies (i.e., IEEE 802.11), a W PAN can also 
be confi gured to operate in an ad hoc mode (therefore, forming its own MANET). 
Bluetooth is one of the best-known standards implementing the W PAN concept. 
Especially in the medical fi eld, PAN often stands for patient area network (PAN). 
General medical applications of the WPAN technology focus largely on the elimina-
tion of wires from medical devices, including:

Data collection devices for measuring v ital signs such a s body temperature 
and pulse, making patients more mobile
Devices needing to exchange information (e.g., between a doctor’s PDA and 
an electrocardiogram machine)
Devices requiring constant and seamless uploading of information to a cen-
tralized database

In mobi le telemedicine, combined w ith t hird generation (3G) c ellular phone 
technologies, MANETs8 and WPANs are particularly relevant to disaster response 

•

•

•

Table 10.1 Mobile Telemedicine Technologies

Technologies Major Features

Wireless local area network 
(WLAN)

A network in which data transmission is 
performed by using radio frequencies 
through the open air

IEEE 802.11a/b/g and other protocols are used.

Mobile ad hoc network 
(MANET)

A special form of WLAN
Each individual network node can play the 
role of switches and routers.

Wireless personal area network 
(WPAN)

A special form of WLAN
Low power, short range wireless network 
connections are provided to cover the 
distance of only a few meters.

Third generation (3G) cellular 
communications

Third generation cellular phone technologies 
that can handle high speed data connections 
as well as voice

Radio frequency identifi cation 
(RFID)

A wireless identifi cation system consisting of 
tags (transponders) and readers 
(interrogators)

Used to identify a person or an object
Can be combined with micro-sensors and a 
global positioning system (GPS)

Wireless sensor network (WSN) A wireless network consisting of spatially 
distributed devices to monitor a physical 
environment
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or rescue situations.9 As one may expect in a disaster situation, severe damage to the 
existing telecommunications infrastructures i s most l ikely. First responders often 
need to cre ate a n entirely new network f rom scr atch. For t hese purposes, emer-
gency workers in the fi eld can use a WPAN technology such as Bluetooth to form 
a lowest-tier network both for voice and data communications among people and 
devices around them. However, to forward data packets to network elements that 
are farther away, a de signated device equipped with both Bluetooth and an IEEE 
802.11 network a dapter m ay b e necessary. Th e de vice c an t hen c ollect t he out-
bound packets and send them through the WLAN interface that has a longer range 
than Bluetooth. If meant to be sent to a location completely outside the disaster 
area, the packets will eventually have to arrive at a destination that has a gateway to 
the desired site. Th e gateway can be implemented by satellite links or a connection 
to an existing 3G cellular network.

A teletrauma system10 is one of the real-life applications of the approach described 
so far. First responders in an emergency situation can reliably provide prehospital 
care by relaying the video and vital signs of a patient to the medical staff  in a hospital 
and by receiving instructions directly from the doctors.

10.2.2 RFID
RFID is a system that wirelessly identifi es an object or a person. An RFID system 
consists o f t ags (also c alled t ransponders) a nd re aders (also c alled i nterrogators). 
A tag attaches to a p erson or an object, and when the person or the object passes 
through an electromagnetic fi eld generated by the reader, the tag is energized and 
emits a w ireless si gnal t hat i s, i n t urn, de tected by t he re ader. Th e information 
transmitted by t he t ag could be a s erial number, a m odel number, a n employee 
number, a Universal Product Code (UPC), etc.

RFID systems a re becoming very popular because the tags they use a re rela-
tively inexpensive and have limited but useful storage and computing capabilities. 
Th ey are frequently found in supply chain management (SCM) applications and in 
many other situations that require the identifi cation of products and people.

In mobi le t elemedicine, R FID s ystems a re a lso b eginning to  b e u sed mor e 
widely. For instance, in 2003 the Alexandra Hospital in Singapore used an RFID 
tracking s ystem to t rack a s evere acute re spiratory s yndrome (SARS) outbreak.11 
Th e R FID t racking s ystem k ept re cords o f pat ients, v isitors, a nd s taff  members 
entering the hospital using RFID-based ID cards. If a person was diagnosed with 
SARS within the hospital, all individuals who entered the hospital building within 
a certain time frame could immediately be identifi ed.

In another example, in 2003, Intel e stablished the Center for Aging Services 
Technologies (CAST). I n 2 004, C AST dem onstrated a m onitoring s ystem t hat 
keeps track of medicine bottles, teacups, and other objects used regularly at home 
by affi  xing RFID tags on the items and by attaching an RFID reader to the back of 
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a patient’s hand. When patients grabbed the bottles or teacups, the reader scanned 
the items and recorded which containers had been used.

In addition to the anecdotal uses described above, RFID systems can be adopted 
for helping manage medical equipment and medicine.

10.2.3 Wireless Sensor Networks
A wireless sensor network consists of spatially distributed devices monitoring phys-
ical a nd environmental c haracteristics suc h a s temperature, p ressure, a nd noise. 
Sensor networks were originally developed for military applications like battlefi eld 
surveillance but recently they have also been used for several private-sector applica-
tions as in mobile telemedicine.

For example, sensor networks can monitor pat ients who need long-term care 
and allow doctors and nurses to check patients’ health remotely. More specifi cally, 
micro-sensors can be attached to a patient’s body to collect electrocardiogram, pulse 
rate, body temperature, and other vital signs. Because the sensors are wireless, the 
patient c an f reely move a round. Th e sensors t ransmit data w irelessly to a c luster 
head to perform special processing (including compression) before the data is sent 
to a mobile device in the vicinity like a PC, a PDA, or a cell phone. Additionally, 
instead of the local storage methods, the sensors can forward the data to a remote 
medical specialist over a wireless connection. Th e specialist can then diagnose the 
patient. A sl eep feature in the sensor architecture extends the battery l ife of each 
sensor constituting the network. Th e sleep function activates and deactivates the 
entire sensor network depending on the current needs.

Sensor networks can also monitor the health of fi rst responders such as soldiers, 
fi refi ghters, a nd police offi  cers while t hey a re performing t heir duties during a n 
emergency. More sensor usage examples in mobile telemedicine are listed in the 
following subsections.

10.2.3.1 Pulse Oximetry

Th e oximetry is a device that measures the amount of oxygen in blood. To measure 
the oxygen level, a sm all sensor is attached to a fi nger or a to e. Th e sensor tap is 
painlessly applied and is t ypically accompanied by an indicator (e.g., a sm all red 
light). Whenever a physician needs the oximetry data, he or she can query the sensor 
to transmit the real-time data to a base station.

10.2.3.2 pH Monitoring

Th is technology can measure the acidity in the esophagus in cases of gastroesopha-
geal refl ux disease (GERD). Th e acidity is measured by a thin plastic tube inserted 
into a nostril and guided down the throat into the esophagus. Th e tube is inserted 
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until it reaches the lower esophageal sphincter (located between the esophagus and 
the stomach). A sensor is located at the end of the tube to measure the acidity. Th e 
other end of the tube is connected to a w ireless monitoring device that calculates 
the acidity. Th e patient can perform normal activities while the acidity is measured 
periodically. Th e entire device is now available in a c apsule that is swallowed and 
can perform the same function.

10.2.3.3 Echocardiogram

An echocardiogram is an ultrasound scan of one’s heart. A sensor is placed on 
the chest of a patient. Th en a sound image is taken through the chest wall. Th is  is 
noninvasive and provides a relatively accurate assessment of a patient’s heart health. 
One peculiar application of the echocardiogram technology is evaluating the struc-
ture and function of the heart for babies with Down syndrome by a pediatric car-
diologist. Th e current s tatistics show that 40 to 50% o f Down syndrome babies 
have heart problems. Th e sensors can record the moving pictures of heart and heart 
valves especially during the fi rst two months after birth so that they can detect any 
heart problems.

10.2.4 RFID and Micro-Sensors
Another interesting trend in mobile telemedicine is the integration of RFID and 
micro-sensors, which are miniaturized sensors designed to be less expensive, more 
fault-tolerant, and easier to maintain than regular sensors. Th ey are prefabricated 
to sense measured parameters and to ignore other parameters.

Working with other mobile telemedicine infrastructures, the combination of 
a micro-sensor and an RFID tag in a single form factor can off er critical, pseudo-
real-time d ata f rom pat ients to m edical p ersonnel m onitoring t he pat ients at 
remote locations. Th erefore, the RFID–micro-sensor technology can provide high 
quality medical services to patients both inside and outside a hospital around the 
clock.

For example, Intel’s Caregiver’s Assistant and Georgia Tech’s Memory Mir-
ror utilize RFID tags combined with micro-sensors to monitor the health con-
ditions o f t he e lderly at h ome a nd to c onstantly i nform c aregivers o f h ealth 
status.12

Additionally, RFID tags equipped with micro-sensors can be used to monitor 
patients in hospitals, disaster areas, and ambulances in conjunction with real-time 
patient monitoring systems. Th e monitoring systems can collect the patients’ vital 
signs in real-time so t hat remote d iagnoses can be performed anywhere and  any 
time. W hen c ombined w ith a g lobal p ositioning s ystem (GPS), t he m onitoring 
system c an a lso be u sed to  locate mobi le patients. Th is  signifi cantly reduces the 
response time during medical emergencies.
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10.3  Mobile Telemedicine Technologies and 
Their Security Implications

10.3.1 Confi dentiality and Integrity
In mobi le t elemedicine, we ak s ecurity me asures c annot be tole rated because t he 
data being exchanged tend to be extremely sensitive. In the worst-case scenario, a 
person’s entire medical history can be at risk. Especially in a man-made disaster sit-
uation such as a terrorist attack, communications among fi rst responders need to be 
protected to prevent the terrorists from jeopardizing the rescue eff orts and infl ict-
ing further damage by using the stolen information. Th is type of security control 
that restricts access to secretive data is, in general, referred to as confi dentiality.

In addition to the information-theft scenarios, even more sinister are attacks 
that v iolate t he i ntegrity o f d ata. F or i nstance, a ny m alicious m anipulations i n 
the patient’s medical information (i.e., what medication he or she is currently tak-
ing, any known health problems, current measurements of vital signs, etc.) may be 
highly detrimental to diagnosing and treating the patient correctly.

Th is s ection d iscusses how  t he mobi le t elemedicine t echnologies e xplained 
in Section 10.2 fare against each other in terms of ensuring confi dentiality and 
integrity.

10.3.1.1 WLAN

WLAN is inherently vulnerable to security attacks due to its use of radio signals that 
are readily accessible to the public.6 Various exploits have been developed to bypass 
basic WLAN security measures. For example, wired equivalent privacy (WEP) is 
an encryption method still used today to en crypt wireless data on many wireless 
routers but a hacking tool can crack the encrypted messages within minutes.

Wi-Fi protected access (WPA) is a newer standard developed to provide more 
comprehensive security protection for WLAN. One of the salient features of WPA is 
its use of the IEEE 802.1x standard, which requires authentication through remote 
authentication dial-in user service (RADIUS). As its name suggests, RADIUS is a 
third-party server dedicated to verifying the identity of every WLAN user before 
granting access to  t he ne twork. In a  mobi le telemedicine setting, R ADIUS may 
not a lways be ava ilable. A n a lternative for R ADIUS in W PA i s a p reshared key 
that is a passphrase stored once and shared among multiple users to gain access to 
the network over and over again. Temporal Key Integrity Protocol (TKIP) defi nes 
an en cryption a lgorithm fo r W PA. O ne o f t he fe atures t hat m ake T KIP m ore 
secure than WEP is its ability to change encryption keys for every data frame. 
Advanced en cryption s tandard ( AES) i s a n e ven m ore so phisticated en cryption 
scheme than TKIP. AES is also supported by WPA but often requires a hardware 
upgrade in addition to the fi rmware upgrade. Although much stronger, WPA can 
also be cracked if a weak preshared key is used.
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Table 10.2 Confi dentiality and Integrity Safeguards in Mobile 
Telemedicine
Technologies Security Features

Wireless local area network (WLAN) Several security protocols are used: 
Wired Equivalent Privacy (WEP), Wi-Fi 
Protected Access (WPA), Temporal Key 
Integrity Protocol (TKIP), WPA2 (also 
referred to as IEEE 802.11i), etc.

Mechanisms for end-to-end security are 
provided.

Mobile ad hoc network (MANET) MANET presents new challenges due to 
its open network architecture, use of a 
shared wireless medium, stringent 
resource constraints, and highly 
dynamic network topology.

Security is provided at the network and 
data link layers.

Wireless personal area network 
(WPAN)

Three security modes are provided: no 
security, service level security, and data 
link-level security.

Bluetooth does not provide end-to-end 
security.

Third generation (3G) cellular 
communications

Subscriber identity module (SIM) for 
global system for mobile 
communications (GSM) and re-usable 
identifi cation module (RUIM) for code 
division multiple access (CDMA) are 
primary authentication methods for 3G 
terminals.

3G networks are still vulnerable to 
malicious software (malware).

Radio frequency identifi cation 
(RFID)

Tag deactivation and tag shielding 
techniques for security control are used 
but proved to be ineffective.

An anonymous tag hiding a permanent 
identifi er allows users to assign their 
own private IDs.

Wireless sensor network (WSN) Compact and abbreviated versions of the 
existing algorithms are emerging.

Authentication for WSNs can be done 
through either direct or indirect 
validations.
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WPA i s a tem porary so lution fo r t he W LAN i ndustry to c ope w ith i mme-
diate security challenges before the introduction of a f ull-blown, next-generation 
WLAN security standard called IEEE 802.11i (also referred to as WPA2). Unlike 
WPA, WPA2 mandates AES, making hacking almost impossible with the existing 
computing technologies.

10.3.1.2 MANET

Although security has been an active research area in wireless networking for some 
time, the unique characteristics of M ANET present a n ew set of security design 
problems due to i ts open network architecture, use of a sh ared wireless medium, 
stringent resource constraints, and a highly dynamic network topology. As a result, 
most of the existing security solutions for other types of networking do not work 
well with a MANET environment.

MANET security can be implemented at a n etwork layer or a data link layer. 
Th e network l ayer s ecurity measures a re concerned w ith protecting t he network 
functionality of MANET to de liver packets between mobile nodes through mul-
tiple hops. Th ese security measures ensure

Protocol specifi cation consistency: Th e secure ad hoc routing protocols in MANET 
use a p roactive approach a nd enhance the existing ad hoc routing protocols 
such a s d istance source routing (DSR) and ad hoc on-demand distance vec-
tor ( AODV) routing w ith a s ecurity e xtension.13–16 In these protocols, each 
mobile node proactively utilizes cryptographic authentication to encrypt mes-
sages before transmission. Th e collaborating nodes can effi  ciently distinguish 
legitimate traffi  c from unauthenticated packets inserted by outside attackers.
Secure packet forwarding: Protecting message exchanges is only a partial solu-
tion because the attackers can still participate in route discoveries and disrupt 
the forwarding table. Th e secure packet forwarding solution minimizes this 
possibility.

At the data link layer level, MANET protects one-hop communications between 
direct neighbors through secure media access control (MAC) protocols.

10.3.1.3 WPAN

Although WPAN can be implemented using various technologies, Bluetooth is the 
most common form of WPAN in use today. Bluetooth security is enforced in one 
of the following three modes17:

 1.  Security mode 1: No security
 2.  Security mode 2: Service-level security
 3.  Security mode 3: Data link-level security

•

•
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Obviously, no security does not provide any security protection at all. Th is  
mode is used for applications that do not require secure connections (e.g., wireless 
mice). Any Bluetooth devices operating in this mode can freely connect to another 
Bluetooth device. Th e second mode provides security once a data link layer con-
nection is established. A s ecurity manager provides access control for computing 
resources available on a Bluetooth-enabled device. Fine-grained access control (i.e., 
off ering diff erent permissions for multiple roles) is possible, too. In the third mode, 
a pairing process includes authentication before an actual communication channel 
establishment. Th e authentication step requires a personal identifi cation number 
(PIN) that is used as a basis for building a key for encrypting data sent through a 
Bluetooth channel. A weak PIN is therefore dangerous because it may lead to the 
revelation of the encryption key. Unlike WLAN, Bluetooth does not provide any 
mechanisms for end-to-end security.

10.3.1.4 3G

Subscriber i dentity m odule ( SIM) a nd re -usable i dentifi cation mo dule ( RUIM) 
are primary authentication methods currently used for 3G terminals. Th es e cards 
hold information uniquely identifying a subscr iber and plug into any compatible 
devices, e ff ectively de coupling t he c oncept o f o wnership a nd t he c orresponding 
hardware. Convenience is the biggest advantage of using the SIM and RUIM cards 
because they free their users from having to memorize PINs. SIM cards are used 
for  a g lobal system for mobile communication (GSM) while RUIM cards are for 
code division multiple access (CDMA). Both GSM and CDMA have built-in air 
interface encryption mechanisms, making it very diffi  cult for hackers to intercept 
messages. Despite these relatively strong security measures, 3G n etworks are still 
vulnerable to malware (malicious software). In addition to connectivity to cellu-
lar networks, most of the 3G ter minals have multiple communications interfaces 
such as WLAN and Bluetooth. Once injected through these secondary interfaces, 
 malware can wreak a havoc not only to the device itself but also the entire network 
the device is connected to by bringing it down for an extended period of time.

10.3.1.5 RFID

Amid growing security concerns on RFID tags, researchers are developing a wide 
range of solutions.18 One of the most basic approaches is deactivating RFID tags 
that are no longer used to minimize the possibility of information theft. When 
necessary, the deactivated tags can be reactivated. Another way of protecting infor-
mation residing in RFID tags is shielding the tags so that unwanted scanning 
does not occur. Th e eff ectiveness of this approach is questionable because the tags 
eventually need to be unshielded to be useful. A more practical way is using a lock-
ing mechanism. Because the lock requires a key, this approach is also vulnerable to 
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many traditional attack methods exploiting key-based systems, including spoofi ng, 
replay attacks, etc. Conventional authentication algorithms turn out to be inappro-
priate for RFIDs due to their resource-intensive nature. Lightweight authentication 
is n ecessary fo r p racticality. E ncryption c an off er added s ecurity as  long as  the 
processing burden of decryption is kept negligible. Finally, there are attempts to 
hide the permanent identifi ers on RFID tags and to allow users to assign their own 
private IDs, which results in an anonymous tag.

10.3.1.6 Wireless Sensor Networks

To e nsure c onfi dentiality a nd in tegrity, wir eless s ensor n etworks ( WSNs) a lso 
employ en cryption te chnologies a lthough t heir a doption i s c hallenging d ue to 
limited CPU and memory capacity. Particularly, more advanced encryption algo-
rithms such as asymmetric key encryption (using two diff erent keys for encryption 
and decryption) presents a high hurdle. However, more compact and abbreviated 
versions of the existing encryption algorithms are emerging. To offl  oad some of 
the signifi cant computational burden, sensors often process only the upfront part 
of a cipher (i.e., an encryption task with a public key), and send more resource-
intensive calculations (decryption with a m atching private key) to a ba se station 
with more computing resources. Authentication for WSNs can be done through 
either di rect or indirect validations. In a di rect validation, an a lready validated 
node assumes the authentication responsibility, while in an indirect validation, a 
third party conducts the authentication task. Th e actual mechanisms for valida-
tion range from the use of a limited number of radio frequency channels to apply-
ing t ight control over the number of ava ilable keys for any given node to u se to 
initiate communication.

10.3.2 Availability
In addition to information theft and unauthorized modifi cation, denial of service 
(DoS) at tacks c an a lso b e de adly. I nterruption o f d ata e xchanges b etween fi rst 
responders onsite and medical personnel at a rem ote location can make a d iff er-
ence between l ife and death. Suppose that instructions f rom a do ctor to i nject a 
certain t ype of medication to re suscitate a pat ient a re lost due to a Do S at tack. 
One can easily see the consequences. Anybody with basic equipment can launch a 
DoS attack to all the mobile telemedicine technologies discussed so far by jamming 
certain radio frequencies.

Another common type of DoS attack is fl ooding, overwhelming stations with an 
enormous number of connection requests or misleading data streams.

Although the low-level specifi c defense mechanisms for disparate mobile tele-
medicine technologies may d iff er signifi cantly, commonly used solutions include 
(1) adding redundancies in the network so that legitimate traffi  c can be rerouted 
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around the d isabled region of a n etwork and (2) incorporating more intelligence 
into network nodes to be able to discern invalid traffi  c from valid traffi  c.

10.4 Privacy in Telemedicine
Incorporating computer networks into health care organizations has been a huge 
part of  t he me dical r evolution i n r ecent ye ars. A dditionally, mob ile t elemedi-
cine opens up a unique opportunity to t reat patients e specially in remote a reas 
or i n emergency si tuations. De spite t hese b enefi ts, mob ile t elemedicine h as i ts 
own disadvantages because it involves exchanging the detailed medical records 
of pat ients a mong medical s taff s a nd t hird pa rties t hrough w ireless a nd w ired 
network connections to u nderstand the pat ients’ current health conditions and 
eventually to p rovide f urther m edical t reatment. Th ere fore, providing qual-
ity medical care without jeopardizing the privacy of a pat ient is very crucial in 
mobile telemedicine.4,5

Modern medical records have much more detailed and sensitive information 
about an individual than other types of records (e.g., driver’s licenses and credit 
cards) do. Th e re cords c ould i nclude d ietary h abits, s exual o rientation, s exual 
activities, em ployment s tatus, i ncome, e ligibility fo r p ublic a ssistance, h istory 
of d iseases, t reatments ren dered, m edications t aken, d iagnostic i nformation, 
 psychological profi les, genetic testing, family history, doctors’ and nurses’ subjec-
tive notes about patient personality and mental state, and much more.19 Mercuri 
characterized a m edical record as “an entire work-up of your being.”20 In addi-
tion to storing the potentially damaging information when misused, the mobile 
telemedicine t echnology h as m ade t he s ensitive p ersonal i nformation r eadily 
available to to o many people who have t he ability to d istribute i t t hrough t he 
Internet with just a few mouse clicks. Because the Internet is built upon an open 
architecture, any traffi  c passing through it could easily be intercepted by someone 
who is reasonably familiar with the technology. If medical records are leaked to 
a wrong person, the incident could have a devastating eff ect on every area of the 
patient’s life.

To circumvent these privacy problems, a ll the people involved in mobile tele-
medicine must be fully aware of the security vulnerabilities of the system they use 
daily at a n operational level. Ideally, a voluntary scheme can be put in place, but 
this is  most p robably in effi  cient. Th erefore, i t i s cr ucial fo r t he m anagement to 
establish a clear set of policies, standards, procedures, and guidelines for employees 
who have to tackle privacy issues constantly. Awareness campaigns and education 
must follow the creation of rules for eff ective enforcement. It is also highly impor-
tant to let patients know about the potential dangers of privacy breaches and what 
the organization is doing about them to minimize the possibility.

Most importantly, tangible security safeguards should be used to implement 
 privacy rules. For instance, only a pat ient ID number must be s tored in a m obile 
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telemedicine device to curtail any malicious attempts to steal additional information. 
Database access must be limited to people who have more layers of credentials. Added 
security should be applied to t he computer/communications s ystems in which the 
database is located to prevent local/remote access from any unauthorized users.

10.5  Security and Privacy Regulations 
Impacting Mobile Telemedicine

Until recently, little has been done to regulate the handling of security and privacy 
matters in the medical industry. Th is t rend has radically been changed since the 
introduction of the Health Insurance Portability and Accountability Act (HIPAA) 
of 1996 (Public Law 104-191).4,21 HIPAA “specifi es the privacy, security, and elec-
tronic transaction standards with regard to patient information for all health care 
providers.”21,22 It provides standardization in the health care industry with the 
strong c onsideration o f r apidly e xpanding te chnologies. H IPAA c ontains m ajor 
provisions on insurance re form a nd e lectronic d ata interchange (EDI). Th e pro-
visions on  EDI have particular s ignifi cance in mobi le t elemedicine because t hey 
address the security requirements for high-volume patient information exchanges 
within and across diff erent organizations. Other elements of HIPAA include stan-
dard code sets for diagnoses and procedures, privacy standards for mandating the 
use of protected health i nformation (PHI), u nique identifi ers such a s a n ational 
provider identifi er, and security standards. HIPAA seeks to validate and assist with 
the inevitability of electronic data transactions while a lso addressing privacy and 
security issues.

10.5.1 HIPAA Security Rules
Th e security aspect of HIPAA specifi cally a ddresses PHI i n a n e lectronic fo rm. 
Th e rules require that PHI, whether in s torage or in t ransmission, must be kept 
confi dential a nd p rotected a gainst u nauthorized u sers a nd o ther t hreats. W hile 
establishing behavioral standards, the rules do not regulate the functional capabili-
ties of computer applications.

Th e HIPAA security rules enforce compliance on the following categories:21

Administrative saf eguards: F ormal p ractices to m anage s ecurity a nd 
personnel
Physical safeguards: Protection of computer systems and the facilities within 
which they reside
Technical safeguards: Control and monitoring over information access
Organizational requirements: Business associate contracts
Policies, procedures, and documentation requirements

•

•

•
•
•
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Compliance with the HIPAA security rules generally demands identifying those 
areas that must be changed to support the standards. All of the above safeguards 
are important but, in mobile telemedicine, the technical safeguards are especially 
important due to i ts heavy reliance on wireless technologies that inherently have 
more vulnerabilities than their wired counterparts, as already discussed in the pre-
vious sections.

10.5.2 HIPAA Privacy Rules
Th e purpose of the HIPAA privacy rules is to “meet the pressing need for national 
standards to c ontrol the fl ow of sensitive health information and to e stablish real 
penalties for the misuse or improper disclosure of this information.”21,23 In HIPAA, 
the privacy rules apply to the oral, written, and electronic forms of PHI. Th e gen-
eral rules within the privacy regulations control the use and disclosure of PHI for 
treatment, payment, and health care operations, the minimum necessary use and 
disclosure of  information, creation of de-identifi ed information or a l imited data 
set, application of standards to business partners through contracts, application to 
information about the deceased, adherence to the notice of privacy practices, and 
“application as covered entities components of organizations that are not covered 
entities.”21,23

Generally, t he H IPAA p rivacy r ules p rotect i ndividuals’ P HI b y m anaging 
when PHI is disclosed and the reasons for disclosure. It grants individuals more 
involvement by  a llowing t hem to  h ave s pecifi c r ights to a ccess t heir m edical 
records and to request amendments, to authorize or restrict the disclosure of their 
information in certain circumstances, to b e informed of the way in which their 
information is shared with others, and to b e informed of their rights relating to 
privacy.21,23

10.6 Outstanding Issues
Th ere are several outstanding issues in ensuring the security and privacy of mobile 
telemedicine. Th ey a re s trongly re lated to t he inherent v ulnerabilities of w ireless 
communications.

10.6.1 Interoperability
Many new w ireless s ecurity protocols a re under development, a nd va rious t ypes 
of e xisting w ireless s ecurity p rotocols a re u sed tog ether. I nteroperability a mong 
the protocols and the overhead of protocol translations to achieve interoperability 
make the implementation of security and privacy measures in mobile telemedicine 
more diffi  cult.
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10.6.2 Balance
Better balanced security and privacy policies based on agreements between a health 
care provider and a pat ient should be considered. Th e policies are too often one-
sided (that is, dominated by the health care provider’s interests). A comprehensive 
information protection scheme taking into account both the health care provider’s 
interests and the patient’s security and privacy concerns is critical for the successful 
adoption of mobile telemedicine technologies.

10.6.3 Coordination
Mobile telemedicine is heavily dependent upon the telecommunications technolo-
gies (especially mobile and wireless communications technologies). Patient infor-
mation is transmitted across many telecommunications boundaries such as local 
access and transport areas (LATAs), telecommunications service providers (TSPs), 
and diff erent states. Disparate regulations regarding security and privacy  protection 
for the senders and the receivers should be aligned to each other to guarantee the 
maximum security and privacy protection of patients’ health information.

10.6.4 Compliance
Th e HIPAA compliance requirements for credentialing, accreditation, and reim-
bursement m ake i t c hallenging to i mplement s ecurity a nd p rivacy p olicies i n 
mobile telemedicine.4 Th ere a re many potential loopholes to c lose in compliance 
with HIPAA regulations. True and meaningful compliance will occur only when 
health care providers, medical staff s, patients, insurance companies, mobile device 
manufacturers, a nd m obile te lecommunications s ervice p roviders w ork tog ether 
and agree to what the critical vulnerabilities are, who is responsible, and how the 
weaknesses can be mitigated.

Th erefore, to g uarantee s ecurity a nd p rivacy i n m obile te lemedicine, a ll t he 
players in a telemedicine environment should be aware of the importance of secu-
rity a nd privacy t hrough education, t raining, re search a nd de velopment, s ystem 
deployment, and maintenance activities.
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It has been widely accepted that body sensor networks (BSN) will take an impor-
tant role in mobile telemedicine systems as the basic interface for biological data 
collection, fusion, and drug delivery. To protect the vital medical information, effi  -
cient security mechanisms must be properly deployed in a resource-constrained 
wireless BSN, which faces more serious security challenges compared with a wired 
BSN, e .g., one t hat u ses e -textile m aterials to c onnect t he va rious s ensors. Th is  
chapter introduces a va riety of security techniques that a re applicable to w ireless 
BSNs, w ith em phasis o n a n ovel b iometrics m ethod t hat u tilizes t he b iological 
channels (bio-channels) to assist secure information transmission.

11.1 Introduction
Recent advances in embedded systems, mobile computing, and communication 
technologies have led to the emergence of body sensor networks (BSN) as one of the 
main research trends to f acilitate the joint processing of spatially and temporally 
collected biological data from diff erent parts of the body for resource optimization 
and systematic health monitoring and d iagnosis.1,2 Consisting of a  s ensing u nit, 
microprocessor, t ransceiver, a nd bat tery, e ach node of t he BSN ensures accurate 
capture of biological data, carries out low level processing of the data, and trans-
mits them to a pat ient terminal or local station. Data are then further processed 
and fused before being sent to a central server either via wireless personal area net-
works, wireless local area networks, or cellular networks, as depicted in Figure 11.1. 
Th e personalized BSN is an elementary unit in mobile telemedicine systems, and 
should b e de signed fo r s eamless i ntegration i n h omes, w orkplaces, a nd h ospital 
environments.

BSN

BSNBSN

BSN

BSN

Access Point

Cellular Network

Internet

Central Server

Professional

Patient
Sensor node
Sensor node/location station

BSN

Figure 11.1 Integration of personalized BSN in a mobile telemedicine system.
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11.1.1 Bio-Channels in BSN
Diff erent f rom large-scale sensor networks, sensors of BSN are placed on or in a 
human body, an area which is comparatively small and unique to each BSN. Con-
sequently, BSN possesses a number of characteristics which researchers could make 
use of in their development.

For example, because the sensors a re concentrated in a sm all a rea, r adio f re-
quency (RF) communication techniques need not be the only option. Nodes that 
are c lose to e ach o ther c ould b e c onnected t hrough “ wires,” p rovided t hat t he 
appearance of the user is not too adversely aff ected and his mobility not impaired. 
In this respect, Park, Mackenzie, and Jayaraman proposed the concept of wearable 
motherboard, where fabric made of e-textiles is developed into a computer and 
served as a framework for personalized mobile information processing.3

Even more uniquely, because nodes of the BSN are placed in or on the human 
body, they are inherently l inked by pathways that we name biological channels 
(bio-channels). B io-channels a re c ommonly re ferred to t he v oltage-gated c han-
nels that allow the exchange of selected ions across the otherwise impermeable cell 
membrane. In this context, we u se bio-channel to den ote any biological conduit 
that i s pa rt of t he human body a nd enables t he t ransfer of information. Signals 
transmitted v ia bio-channels could be either processed information or biological 
data. As some of the biological data are unique to individuals, they could poten-
tially be an identifi er of the owner of the BSN. Th us, a biometrics approach using 
bio-channels could be used to secure wireless communications in a BSN. We will 
provide more details of the approach in a later section of this chapter.

11.1.2 Network Topology
Because t he sc ale o f t he n etwork i s re latively sm all a nd d irect c ommunications 
between each pair of sensors might not be necessary, star topologies are often suit-
able for a BSN.4 Th e star topology implies a centralized architecture where the intel-
ligence of the system is concentrated in a central node (master), which is superior to 
other nodes (slaves) in terms of resources such as processing, memory, and power. 
Th e master node also acts as a wireless relay that serves to connect the BSN to the 
outside world. Advantages of star-based topologies include simple network setup, 
low power consumption of slave nodes, low latency, and avoidance of routing.

In cases where peer-to-peer communications are required, mesh-based topolo-
gies a re preferred. A s a c onsequence of sh ifting intelligence towards t he sensors, 
the BSN consists of smart and self-contained sensors that communicate with one 
another. Because the peer-to-peer networks a re not dependent on a ny pa rticular 
component, they are failure-tolerant, i.e., even if one component fails the remain-
ing parts of the system continue to o perate. However, nodes in such BSNs must 
have routing c apability, a nd h igh l atency i s a lso t ypically a p roblem. Moreover, 
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a ro le n egotiation p rocess n eeds to b e c arried out a mong nodes t hat c an a ct a s 
masters.

As a compromise between star- and mesh-based topologies, a s tar–mesh hybrid 
topology combines the simplicity of the single-hop star topology with the extendibil-
ity and fl exibility of the multi-hop mesh topology. It can be formed by connecting a 
mesh network with one or more star networks. However, the network setup will be 
of high complexity where all nodes can act as masters.

11.1.3 Security Challenges
Security i ssues o f t he B SN a re pa rticularly i mportant b ecause s ensitive medical 
information must b e protected f rom u nauthorized u sage for p ersonal a dvantage 
or f raudulent acts that might be hazardous to t he owner’s l ife (e.g., by a lteration 
of system settings, drug dosage, or treatment procedure). Th e basic security goals 
to b e a chieved fo r t he B SN i nclude d ata c onfi dentiality a gainst e avesdropping, 
data authentication against message injection and interference, and data freshness 
against message replay attacks.

Compared to nodes that are connected by wires, e.g., e-textile materials, nodes 
that c ommunicate t hrough R F te chniques f ace more s erious s ecurity c hallenges 
because of the properties of the deployment:

Sensor nodes use wireless links, which are particularly easy to eavesdrop on. 
Similarly, an attacker can easily inject malicious messages into the wireless 
network.
Neighboring wireless BSNs interact closely, which increases security vulner-
abilities in cases of improperly managed security.
Because w ireless B SN n odes u sually h ave s everely c onstrained re sources, 
asymmetric cr yptography i s to o e xpensive i n ter ms o f s ystem o verhead. 
Th us, a promising approach is to use more effi  cient symmetric cryptographic 
alternatives. However, s ymmetric cr yptography i s not a s versatile a s a sym-
metric cr yptographic te chniques, w hich c omplicates t he de sign o f s ecure 
applications.

Th erefore, the remainder of this chapter will present security solutions for wireless 
BSN with focus on key distribution, which is always a crucial and diffi  cult problem 
in symmetric key systems.

11.2 Cryptographic Primitives
Symmetric k ey a lgorithms c an be c lassifi ed i nto s tream cipher a nd b lock cipher 
algorithms. A stream cipher is one that encrypts plaintext one byte or one bit at a 

•

•

•
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time. Stream ciphers typically execute at a higher speed than block ciphers and have 
lower hardware complexity. However, they c an be su sceptible to s erious security 
problems i f u sed i ncorrectly. For e xample, u sing t he s ame k ey for t wo d iff erent 
messages can open the messages up to attacks. Consequently, the design goal for a 
stream cipher is the effi  cient generation and sharing of pseudo-random bit strings 
that a re long enough and indistinguishable f rom truly random ones. Th is  is still 
an area of much research. Far more eff ort has gone into analyzing block ciphers. 
A b lock cipher t ransforms a fi xed-length b lock o f p laintext d ata i nto a b lock o f 
ciphertext data of the same length. Typically, a block size of 64 or 128 bits is used. 
Except for encrypting data, block ciphers can also be designed to produce message 
authentication codes and pseudo-random numbers.

11.2.1 Block Ciphers
A block cipher eff ectively provides a permutation of the set of all possible messages. 
Examples of block ciphers include DES, A ES, RC5, a nd Skipjack. To encrypt a 
message of arbitrary length, techniques known as modes of operation are used for 
the block cipher, e .g., e lectronic codebook (ECB), cipher block chaining (CBC), 
cipher feedback (CFB), output feedback (OFB), and counter (CTR).5 As operation 
modes such as CFB, OFB, and CTR turn a block cipher into a stream cipher, they 
share the problems as any stream cipher. Th erefore, those modes are not considered 
for s ecuring a w ireless B SN. N either i s t he EC B m ethod, w hich en crypts e ach 
plaintext block using the same key and thus produces the same ciphertext for the 
same plaintext block. Th is mode is particularly insecure for transmitting lengthy 
messages. To this end, CBC mode may be the most appropriate method for secur-
ing a wireless BSN.

11.2.1.1 CBC Mode of Operation

In t his scheme, plaintext blocks a re l inked together in t he encryption operation 
with an initialization vector (IV). Let EK(X ) denote the encipherment of a plaintext 
block X using a key K and a block cipher E, P1, P2, …, PN represent a sequence of 
plaintext blocks, and C1, C2, …, CN represent the corresponding sequence of cipher-
text blocks. Th e scheme is depicted in Figure 11.2. For encryption, Ci = EK[Pi⊕Ci-1] 
and C0 = IV; for decryption, Pi = DK[Ci]⊕Ci-1. Th e IV must be known to both the 
sender and receiver.

Any block-oriented modes may result in message expansion because the size of 
produced ciphertexts is exactly multiples of the block size. As a re sult, the power 
consumption of transmitting the ciphertexts will be higher. A technique known as 
ciphertext stealing6 can be used to ensure the ciphertext has the same length as the 
underlying plaintext that is longer than one block.
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11.2.1.2 Initialization Vector

Th e IV can be used to achieve semantic security. Semantic security ensures that an 
eavesdropper has no information about the plaintext, even if it sees multiple cipher-
texts of the same plaintext with the same key. Consider application messages with 
low entropy, such as YES or NO messages that are sent periodically to indicate the 
patient’s overall health status. Without semantic security, a ll encryptions of Y ES 
messages are identical. Once an adversary determines what a Y ES message looks 
like, it can determine the contents of every Y ES/NO message by simply looking 
at its encryption. Th e IV is also intended to ensure data freshness against message 
replay. Typically, the value of IV is set to increase monotonically with every mes-
sage, e.g., IV = IV + 1.

For maximum security, the IV should be known only to the sender and receiver 
of the message. In practice, the IV need not always be secret, as long as values of 
IV a re d iff erent fo r t he encryption process w ith t he s ame s ecret k ey. G enerally, 
there are two ways for both ends to share the IV. One way is to send the IV along 
with e ach message. I n suc h c ases t he pa cket fo rmat must b e c arefully de signed 
due to an unavoidable increase of energy consumption. An example can be found 
in TinySec.7 Another way is to maintain the IV at both ends. Every receiver must 
maintain a table of the last value of IV from every sender it receives, like maintain-
ing counters at each node designed by SPINS.8 Th is method may be applicable to 
a w ireless BSN w ith a s tar topology because e very sl ave node may only need to 
maintain t wo counters, i. e., one for t wo-party communications a nd a nother for 
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Figure 11.2 Cipher block chaining mode.
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broadcast communications. However, in mesh topology-based networks it would 
become problematic due to stringent memory constraints.

11.2.2 Message Authentication Code
Message au thentication c ode (M AC) i s a p ublic f unction o f t he message a nd 
a secret key that produces a fi xed-length va lue that serves a s the authenticator 
to a chieve m essage au thentication a nd i ntegrity. I t i s we ll k nown t hat u sing 
encryption wi thout a uthentication i s in secure. F or exa mple, fl ipping b its in  
unauthenticated encrypted messages can cause predictable changes in the plain-
text, and without an authentication mechanism to guarantee integrity, receivers 
are u nable to de tect t he c hanges. M oreover, b ecause a n a dversary c an e asily 
inject messages, the receiver needs to ensure that incoming data originates from 
a trusted sender.

MAC c an b e v iewed a s a cr yptographically s ecure c hecksum o f a m essage. 
Computing a MAC requires authorized senders and receivers to share a secret key, 
and this key is part of the input to a M AC computation. Th e sender computes a 
MAC over the packet with a secret key and includes the MAC with the packet. A 
receiver sharing the same secret key recomputes the MAC and compares it with the 
received MAC value. If they are equal, the receiver accepts the packet, otherwise it 
rejects the packet.

Th ere are three types of MACs for practical use, i.e., stream cipher based, block 
cipher based, and hash function based. Hash function-based MACs (often called 
HMACs) use a key or keys in conjunction with a hash function to produce a check-
sum. Among the previously described block cipher modes of operation, CBC can 
be u sed to c onvert a b lock cipher into a h ash f unction. To do t his, CBC i s run 
repeatedly on the input data blocks, and all the ciphertext is discarded except for 
the last block, which will depend on all the data blocks in the message. Th is  last 
block becomes the output of the hash function.

11.2.3 Random Number Generator
Random numbers are always indispensable for a number of network security algo-
rithms based on cryptography, such as key generation and entity authentication. 
Generating a true random number with a true random number generator is a dif-
fi cult task to perform using digital hardware.

Th erefore, for cryptographic applications, it makes some sense to take advantage 
of the encryption logic available to produce a sequence of pseudo-random numbers 
that has all the appearance of a random sequence. For example, CBC mode can be 
used to convert a block cipher into a pseudo-random number generator. Th e  limita-
tion of such schemes is that the generated bit stream is completely determined by the 
cipher algorithm, the key, and the IV. Moreover, random seeds are necessary as the 
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input of the pseudo-random number generator. Th e generation of random seeds is a 
problem to be solved.

Consider body sensors that have abilities to collect time-variable biological sig-
nals. An easily implemented scheme for generating random numbers is depicted in 
Figure 11.3,9 where the sensing unit, preprocessing circuit, and A/D converter are 
essential parts in each sensor device. A binary sequence can be easily generated by 
chaining the least signifi cant bits of quantifi ed values. Aff ected by the chaotic body 
system and random thermal noise, each generated bit is expected to take on the 
value 0 or 1 with almost the same probability. To ensure that there is an approxi-
mately even distribution of 0s and 1s, a skew correction can be performed on the 
bit stream.

11.3 Key Distribution
Appropriate a nd suc cessful k ey d istribution i s cr itical to t he s ecure u se o f e very 
symmetric cr yptosystem w ithout e xception, w here t he en cryption a lgorithm 
requires the same secret key to be used for both decryption and encryption. Com-
municating parties must possess a shared secret key prior to using any encryption. 
However, the distribution of secret keys has always been vulnerable to man-in-the-
middle attacks.

11.3.1 Key Pre-Distribution Scheme
Because the body area is comparatively small, using a trusted device to distribute an 
initial key to each sensor of a BSN before deployment is a straightforward scheme. 
Th e initial key is randomly generated, and session keys are consequently established 
through challenge–response communications secured by the initial key. It can be 
considered as a simple key pre-distribution scheme, compared to va rious key pre-
distribution s chemes10,11 o riginally de signed fo r l arge-scale s ensor networks. Th e 
process of distribution of initial keys must be carried out in a secure environment, 
e.g., an IT administration department of a clinical center, where intruders cannot 
access by any means.

Th e main disadvantage of this key distribution scheme is that whenever there 
is a need to add or change a body sensor, the user has to visit the clinical center for 
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Figure 11.3 A random number generation scheme specifi c for body sensors.



Security of Body Sensor Networks � 203

confi guring a new initial key. Otherwise, the security of communications between 
the new sensor and other sensors c annot be ensured. Th i s obviously discourages 
sharing sensors (mainly wearable sensors) among a g roup of people, such as fam-
ily members. Furthermore, thorough key updates can only be made by obtaining 
a new initial key, because all the communications of consequent keys are secured 
initially by the initial key. Th is requires frequent visits to the clinical center, which 
would be troublesome for disabled users. Th erefore, a new kind of scheme without 
involvement of an extra device is desirable for wireless BSNs.

11.3.2 Biometrics Method-Based Key Distribution
Th e concept behind the biometrics method is to make use of the bio-channels, over 
which biological signals are transferred around the human body, for securing com-
munications i n a w ireless B SN. F or e xample, C herukuri, Venkatasubramanian, 
and Gupta12 proposed using a g roup of similar random numbers generated f rom 
the properties of the human body at diff erent sites (i.e., a biometric trait) to protect 
the transmission of symmetric keys between communicating parties. Th e transmit-
ting node binds a cryptographic key with a locally captured biometric trait. At the 
receiving node, a binding-off  process is preceded using the biometric trait captured 
by itself to recover the cryptographic key.

Because the biometric traits captured at diff erent locations of the body should 
have sl ight va riations, a f uzzy commitment scheme13 is employed to ensure that 
the diff erence between two biometric values captured at diff erent locations can be 
tolerable to a certain degree. Th e cryptographic key used in the fuzzy commitment 
scheme needs to b e constructed a s a n er ror-correcting code, t he original goal of 
which i s to en able t ransmission of a m essage intact over a n oisy communication 
channel. To use an error-correcting code, we re quire functions for encoding and 
decoding of messages. Let M k= { , }0 1  represent the space of messages. Th e func-
tion g M C: → , known as a translation function, represents a one-to-one mapping 
of messages to codewords. In other words, g  i s the mapping used prior to m es-
sage transfer. Conversely, g −1  i s used upon message receipt to re trieve the trans-
mitted message from a reconstructed codeword. Th e function f Cn: { , } { }0 1 → ∪ φ , 
known as a decoding function, is used to map arbitrary n -bit strings to codewords. 
When successful, f  maps a given n -bit string x  to the nearest codeword in C. 
Otherwise, f  fails, and outputs φ. We say that the decoding function f  has a 
correction threshold of size t  if it can correct any set of up to t  bit errors. More 
precisely, for any codeword c C∈  and any error term e n∈{ , }0 1  with || ||e t≤ , it is 
the case that f c e c( )+ = .

Let K k∈{ , }0 1  and K n∈{ , }0 1  rep resent a cr yptographic k ey a nd t he c orre-
sponding codeword after a translation function, respectively; let b n∈{ , }0 1  represent 
the biometric value (also called the original encrypting witness) used for securing 
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cryptographic keys; let h n l: { , } { , }0 1 0 1→  be a  one -way hash f unction. Th e fuzzy 
commitment scheme F n n l n: ({ , } ,{ , } ) ({ , } ,{ , } )0 1 0 1 0 1 0 1→  is formally defi ned as

 F K b h K K b( , ) ( ( ), )= ⊕  (1 1.1)

where ⊕  is the bitwise XOR operation. To decommit F K b( , )  using witness ′b , 
the receiver computes ′ = ′ ⊕ ⊕K f b K b( ( )). If h K h K( ) ( )′ = , then the decommit-
ment is successful. Otherwise, ′b  is an incorrect witness that is not close enough to 
the original encrypting witness in a suitable metric.

To si mplify t he s ecurity a nalysis, i t i s a ssumed t hat t he w itness b  is  d rawn 
uniformly at random from { , }0 1 n. From the construction of F, determining b  in 
its entirety is clearly as hard as determining K . Because K b k nk n= = <2 2, ( ), k  
is a s ecurity parameter governing the concealment of the construction. For most 
applications, a va lue of about k = 80 should provide an adequate level of security. 
Under common assumptions about hash functions, this security level will require 
an average of 2 1k−  hash function computations from an attacker seeking to open a 
commitment under F.

Th e most important practical problem of the biometrics method is what kind 
of biometric traits can be used. Poon, Zhang, and Bao14 further studied the char-
acteristics of biometric traits potentially to be used as a witness for securing trans-
mission o f k eying m aterials. C ompared to t he t raditional b iometric t raits,15 the 
most peculiar feature of these new biometric traits is that they must be random 
in nature and preferably change with time. A detailed discussion on the nature of 
these kinds of biometric traits is given elsewhere, and therefore will not be repeated 
here. Table 11.1 summarizes the common and diff erent properties of the two kinds 
of traits.

Besides, i t i s su ggested t hat by so lving t he question of how nodes o f a B SN 
know that they belong to the same individual, node interference can also be easily 
avoided. In other words, biometric traits that satisfy the above requirements can be 
used for dynamic identifi cation of grouped nodes.

To e valuate t he p erformance o f b iometric t raits fo r suc h p urposes, t he f alse 
rejection rate (FRR) is defi ned as the rate of which b  and ′b  measured from the 
same person during the same period of time was unmatched (i.e., corresponding to 
a node in the same wireless BSN being rejected by the judging node), and the false 
acceptance rate (FAR) is defi ned as the rate of which b  matched ′b  measured from 
a diff erent person or at a d iff erent t ime (i.e., corresponding to a n ode of another 
wireless BSN or an impostor being accepted as a genuine node).

Th e b iometric so lution w as te sted o n e xperimental d ata, i. e., b y u sing t he 
inter-pulse interval (IPI) of heartbeats as the biometric trait calculated from car-
diovascular signals, a minimum half total error rate (HTER), which is equal to 
1 2( )FRR FAR+ , of 2.58% was achieved when the IPIs were coded into a 128-bit 
binary sequence.
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Table 11.1 Comparison of the Properties of Traditional and Newly 
Proposed Biometric Traits

Traditional Biometric Trait
Biometric Traits Used 
for Securing BSN

Common properties Universal: Possessed by the majority, if not the entire 
population

Collectable: Easily collected and measured quantitatively
Effective: Yield a biometric system with good performance; 
that is, given limited resources in terms of power 
consumption, computation complexity, and memory 
storage, the characteristic should be able to be processed 
at a fast speed with recognized accuracy

Acceptable: Willingness of the general public to use as an 
identifi er

Different properties Distinctive: Suffi ciently 
different in any two 
individuals

Distinctive: Suffi ciently 
different on any two 
individuals when copies 
of it are captured 
simultaneously, even if 
the copies are captured 
by different types of 
biosensors and at 
different locations of the 
body

Permanent: Suffi ciently 
invariant, with respect to the 
matching criterion, over a 
reasonable period of time

Invulnerable: Relatively 
diffi cult to reproduce such 
that the biometric system 
would not be easily 
circumvented by fraudulent 
acts

Time variant but 
invulnerable: Change 
with time and have a 
high level of 
randomness so that 
biometric traits captured 
at different times would 
not match even if they 
are obtained from the 
same individual

In view of threshold decision making, it is quite important to select the thresh-
old value δ  because it is not only responsible for FRR and FAR but also the  security 
performance o f t he f uzzy c ommitment sc heme. G iven t he o riginal en crypting 
 witness b, a ny w itness ′b  th at s atisfi es || ||b b⊕ ′ ≤ δ  should successfully decom-
mit F. It is easy to u nderstand from the structure of F  that the threshold value 
δ  should equal t, which is the correction threshold of the decoding function f . 
Th erefore, FA/FR performance of biometric traits must be taken into account when 
we select the translation function g.
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To this end, another major concern is whether the randomness degree of b  is 
suffi  cient for cryptographic purposes. Insuffi  cient randomness would open up the 
possibility for attackers to guess the coded trait and thus obtain the cryptographic 
key for decrypting the confi dential medical data.

11.4 Conclusions
To address the security issues of BSNs, a va riety of cryptographic primitives that 
may be applicable to secure wireless communications within BSNs have been pre-
sented in this chapter. Due to severe resource constraints, it is suggested to reuse 
code by producing ciphertext data, message authentication codes, and even pseudo-
random numbers from a single block cipher.

Th e problem and possible solution to the symmetric key distribution in wireless 
BSNs has been discussed. To free users from frequent visits to c linical centers or 
hospitals, a n ewly proposed biometrics method, rather than key pre-distribution 
schemes which indispensably need a t rusted device for distributing initial keys to 
network nodes, is suggested for securing transmission of keying materials. Via bio-
channels that are unique to each wireless BSN, nodes can connect to each other and 
securely share symmetric keys while blocking other parties from knowing them.

Th ough it is well known that one of the most basic conundrums in network 
security is  the constant trade-off  between security and usability, it is possible to 
come up with breakthrough ideas by utilizing characteristics of the target network 
for security purposes, as shown in the case of wireless BSNs.
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Telemedicine is a promising technology that can reduce both physical and  monetary 
burdens from patients traveling to d istant hospitals in order to have medical con-
sultations. Telemedicine i s si mply a n ap plication o f i nformation te chnology to 
medical e xaminations. More precisely, i n t elemedicine doctors r emotely conduct 
medical examinations with patients by using several forms of information technol-
ogy, i ncluding v ideoconferencing o r d igital i maging. I n t he m eantime, w ireless 
sensor n etworks a re p rogressing r apidly a nd a lready b enefi t o ther re lated fi elds, 
e.g., c ell phones, PDAs, or other Bluetooth a nd Z igbee de vices. L ikewise, a long 
with m iniaturization of medical de vices, i ntegrating w ireless s ensor networks i n 
telemedicine should provide more portability and unobtrusiveness to t he medical 
devices facilitating comparatively long-term monitoring. Regardless of these ben-
efi ts, however, due to the nature of radio broadcasting, wireless telemedicine poses 
risks to expose patient care records (PCRs) to third parties more easily than con-
nected networks, which may cause loss of confi dentiality and integrity, and PCRs 
are ba sically very sensitive to e very person. Th us, this chapter mostly concerns a 
security a spect of  t elemedicine w ith w ireless s ensor ne tworks. H owever, b efore 
exploring several security protocols, the chapter introduces basic ideas of telemedi-
cine and wireless telemedicine. Th en it discusses scenarios of wireless telemedicine, 
and possible attacks and threats. To address the possible wireless network attacks, 
nine security policies and security algorithms to protect patients from data leakage 
are presented in the later sections.
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12.1 Introduction
Telemedicine i s a n emerging t echnology t hat l argely benefi ts pat ient health c are 
areas. S imply, te lemedicine i s a m edical ap plication o f i nformation te chnology 
enabling patients to h ave medical consultations outside hospitals by using video-
conferencing or digital imaging systems. In its history, it was only a closed circuit 
TV connection o f t wo r emote p sychiatric ins titutes in  Nebraska in  t he United 
States.1 Th rough t his connection, doctors on both sides could initiate a n aud io-
visual conversation and discuss each patient’s case to improve their medical skills. 
In some c ases, d igital imaging a nd communication were u sed by t he doctors to 
examine psychiatric patients. Currently, telemedicine is used in teleradiology, tele-
dermatology, or telepsychiatry.

Because of the recent progress of both electronics and information technology, 
telemedicine is currently not only a technology to facilitate remote medical conver-
sations but also to utilize a va riety of biomedical sensors to capture several critical 
vital signs. Usually these v ital signs a re sent to do ctors very securely through the 
Internet, e.g., using IPSec.

For e xample, t he p rocess o f m edical e xaminations g enerally fo llows t hese 
steps.1 At a te lemedicine facility which deploys one side of a t wo-way videocon-
ferencing system along with computers and biomedical sensors, practitioners who 
may not be doctors are permanently stationed. Basically these practitioners locally 
perform medical examinations and capture patients’ vital signs under the super-
vision o f do ctors at h ospitals. Du ring t he e xamination, t wo-way c onversations 
may be conducted between a do ctor a nd pat ient or t he doctor a nd a p ractitio-
ner by using a videoconferencing system. Depending on the system specifi cation, 
captured vital data are transferred to the doctor either in real-time or a fter the 
examination a s a c ompressed fo rm ( store-and-forward m ethod).1 Ac cording t o 
these data, medical d iagnoses a re reported to t he pat ients in a l ater v isit to t he 
telemedicine facility.

Telemedicine i s u sually c onducted a t r emote f acilities s upplementally a s t he 
second or third visit.

12.1.1 Cost-Effective Portable Telemedicine Kit
Cost-eff ective portable telemedicine kits were introduced to developing countries. 
A portable telemedicine kit consists of a digital stethoscope, ECG recorder, medi-
cal imaging system, and blood pressure and temperature measurement devices.1 As 
electronics in the medical fi eld have progressed, it is possible for biomedical sen-
sors to become lighter and smaller. At the same time, biomedical sensors become 
more sophisticated a nd lower priced. From t hese benefi ts, t he MIT Media L ab-
oratory e xperimentally developed a nd deployed a p rototype of low-cost portable 
telemedicine k its i n d eveloping c ountries a s p art of  t he L ittle I ntelligent C om-
munities (LINCOS) project, which collaborated with the Costa Rica Foundation 
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for Sustainable Development and other educational institutions.1 Usually develop-
ing countries suff er a shortage of doctors as well as hospitals. Th ere fore, patients 
in these countries basically suff er the physical and monetary burdens of traveling 
around the country to see doctors. However, from their economic conditions, these 
countries may not easily agree to increase the number of hospitals. Hence, instead 
of adding a fe w new hospitals, it i s a r ationale that they rather choose to dep loy 
as many telemedicine facilities, which generally cost much less than hospitals, as 
they can. For example, a prototype of a portable telemedicine kit in the LINCOS 
project only cost around $8,000 although it consisted of a digital stethoscope, an 
ECG re corder, a m edical i maging s ystem, a nd b lood p ressure a nd tem perature 
measurement devices.1 Moreover, in Costa Rica telemedicine centers were made of 
commercial ISO shipping containers, which were very low cost but equipped with 
security and structural integrity.

12.1.2 Wireless Telemedicine Models
Another type of telemedicine system utilizes wireless network connectivity so that a 
wireless personal area network (WPAN) is created around a patient between biomedi-
cal sensors and a personal server that runs on a PDA, shown in Figure 12.1.2 Besides 
the WPAN, in this confi guration personal servers can establish a w ireless local area 
network (WLAN) to the nearest wireless access point that is deployed around the 
building to connect to the Internet. Th e objective of wireless telemedicine is to enhance 
unobtrusiveness of devices so that patients feel little of the medical equipment dur-
ing examinations. Th erefore, in general, wireless telemedicine is suited for long-term 
monitoring that usually takes an entire day, e.g., intensive cardiac monitoring.

In the wireless telemedicine confi guration, some architecture allows biomedical 
sensors to c ommunicate with each other so t hat they can t ransmit data to o ther 
sensors. S ome b iomedical s ensors m ay b e l ocated f urther aw ay f rom a p ersonal 

WLAN

WLAN

Tier 1:
WWPAN

Tier 3:
Medical Server

Internet

Figure 12.1 An example of a wireless telemedicine system with three-tier 
architecture: A wearable wireless personal network (WWPAN), personal server, 
and medical server.
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server, and the distance does not allow one-hop transmission of data to the personal 
server. In that case, these biomedical sensors are required to initiate multi-hop data 
transmission that relays the data to the personal server by using other intermediate 
sensors.3 An example of wireless telemedicine architecture utilizing multi-hopping 
to relay a pat ient’s vital signs to personal servers is presented in Welsh3: (1) medic 
places v ital s ensors o n d isaster v ictim, ( 2) m edic i ssues q ueries fo r pat ient v ital 
signs, and (3) patient sensors send data using multicast routing.

When adopting the multi-hop strategy, wireless sensor networks can have the 
benefi t of preserving energy consumption as well as expanding the distance of the 
data transmission.4 Examples of this telemedicine architecture is CodeBlue from 
Harvard University, which makes use of the multi-hop strategy and the Adaptive 
Demand-Driven Multicast Routing (ADMR) protocol, which can establish a route 
from publishers to subscribers.5,6

Regardless of a lot of benefi ts from the wireless sensor networks, wireless tele-
medicine still suff ers several shortcomings in the domain of the size and weight of 
biomedical sensors to t he network security.6 Regarding network security, because 
wireless sensor networks largely rely on radio broadcasting, this poses the potential 
risks of disclosing the patient care record (PCR) to a t hird party, which results in 
the lack of confi dentiality.4 However, for current wireless sensor networks, it is still 
challenging to a dopt traditional encrypting techniques to t hese tiny wireless bio-
medical sensors due to their limited energy and computational power.6

Th e objectives of this chapter are to explore the current network security issues 
in the telemedicine fi eld or possible attacks toward the systems, and to survey tech-
niques to solve these issues. Th e chapter is organized as follows. Section 12.2 intro-
duces biomedical sensor network hardware that has been employed in the wireless 
telemedicine research by integrating a miniature mote inside to communicate with 
other sensors. In Section 12.3, possible scenarios of wireless telemedicine architec-
tures are introduced, and within these scenarios, the k inds of attacks that may be 
launched against them is discussed in Section 12.4. In Section 12.5, security policies 
that address what kinds of data must be secured by the application are discussed. At 
last, a couple of security solutions for these attacks are introduced in Section 12.6.

12.2 Biomedical Sensor Network Hardware
Th is section presents three types of biomedical sensor network hardware that are 
recently involved in wireless telemedicine. In addition to these three sensors, min-
iature motes or smart dusts are explained in this section.

12.2.1 Motes
”Mote” is derived from “remote,” and it represents miniature wireless transceivers. 
Regardless of the size and weight, motes have a simple microcontroller and memory, 
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a low-power radio transmitter, and a couple of sensors so that they can sense, pro-
cess, and transmit various data within the range. For example, the UC Berkeley and 
Intel re search group developed the MICA mote, a l ow-power, miniature wireless 
transceiver.3,5,7,8 Th is palm-sized mote can embed an 8-bit microcontroller, 40 kbps 
radio, and local storage with low battery consumption, which keeps it working with 
two AA batteries for 5 to 6 days while in the save mode, over 20 years in nonactive 
state. In addition, the MICA mote employs a 433- or 916-MHz radio whose maxi-
mum bandwidth is 76.8 kbps with a 100-m transmission range.

Likewise, t he Ha rvard University re search g roup de veloped a t iny p rototype 
mote named Pluto.5 Although compared to the MICA mote the Pluto mote sacri-
fi ces the expandability and battery durability, it realizes a lighter weight and smaller 
size than the MICA mote. Th us the Pluto mote is housed in 57 × 36 × 16-mm OEM 
plastic enclosure, and weighs only 30.5 g, while a tiny rechargeable lithium polymer 
battery on motes can last around fi ve hours.

Miniature motes generally integrate an on-board bio-amplifi er, which can be 
connected to an electromyograph (EMG) or an electrocardiograph (ECG) sensor, 
and amplify patients’ vital signs so that local practitioners can observe them electri-
cally on the display of the personal server.9 In addition to EMG and ECG sensors, 
because some applications integrate accelerometers into a m ote, practitioners can 
monitor human movement from all three dimensional axes, and the feature can be 
used for computer-assisted physical rehabilitation.

12.2.2 Pulse Oximeter
Th e pulse oximeter measures the blood oxygen saturation (SpO2), heart rate (HR), 
and p lethysmogram w aveform i n a n oninvasive w ay. B asically a pat ient i s o nly 
required to insert his or her index fi nger or ear lobe into a plastic housing (a plas-
tic box).6 Inside of the housing, it projects the infrared and near-infrared light on 
the index fi nger, and it observes how much these lights are absorbed by hemoglo-
bin in the blood vessels. Measurement of the amount of l ight absorption can be 
translated to t he level of SpO2. Besides the SpO2 level, a l ight absorption pattern 
caused from the blood vessel expansion and contraction can be interpreted to HR.6 
Th us, pat ients sudden ly h aving t hese pa rameters c hange m ust b e t aken c are o f 
immediately.

Th e Harvard University research group made up a m ote-based wireless pulse 
oximeter from a commercial pulse oximetry sensor module.6,7 I n de signing a 
wireless pulse oximeter, t he Mica2 or MicaZ mote (manufactured by Cros sbow 
Technology, Inc.) was used to integrate a pulse oximetry interface board, and the 
standard fi nger housing w as c onnected to t he mote by a s erial p ort. Vital si gns 
captured by the fi nger housing are securely transferred to the mote and then time-
stamped, encrypted w ith a u nique node identifi er, a nd t ransmitted to re ceiving 
motes. Because receiving motes are usually integrated in PDAs, practitioners can 
immediately obtain patients’ conditions from their own PDAs.
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12.2.3 ECG Sensor
Currently most of t he te lemedicine s ystems involve e lectrocardiographs (ECGs). 
ECGs a re u sed to de tect pat ient’s u ndesirable heart rhythms, b lood a nd oxygen 
supplies, as well as the excessively tensed heart muscle.1 Since the heart muscle is 
motivated by electricity very similar to an electrical mechanical pump, this activity 
can be captured by attached electrodes put on the tips of leads that are connected to 
an ECG recorder.10 Commonly used ECGs involve 12 to 15 leads with electrodes.6 
Usually electrodes are fi xed on a patient’s chest, both arms, and the right leg, and 
sense the cardio-rhythms and electrical impulses in a short time period.10

However, attaching a number of electrodes deprives patients of freedom to move 
and they often feel uncomfortable during the examinations. Th erefore, this type of 
cardiac examination is basically carried out in no more than 30 minutes. However, 
a short t ime d ata s ampling m ay not b e enough fo r physicians to de tect c ardiac 
anomalies where problems only emerge once or t wice a d ay.6 Moreover, because 
the contractions of other muscles also produce electricity, 12- to 15-lead ECGs are 
so sensitive that the results often confuse physicians.11 To avoid these diffi  culties, 
continuous ECG telemetry is additionally employed as an intensive cardiac moni-
toring.6 Unlike the short-time electrocardiography, the continuous ECG telemetry 
utilizes only 2 to 3 e lectrodes. Th us patients endure fewer physical burdens than 
with t he sh ort-time e lectrocardiography. G enerally t hese c ohesive e lectrodes a re 
fi xed on the right infraclavicular, the left infraclavicular, and possibly the left chest, 
just below the mammilla, to record three angles of the heart’s electrical activity.11

Like wireless pulse oximeters, mote-based ECGs also exist. Apparently the wire-
less ECG s en hance t he portability o f t he s ensors a nd enable a mbulatory c ardiac 
health care in homes or work environments. A lthough the fi rst generation of the 
wireless ECG sensors could be used only within hospitals, the next generation could 
allow the sensors out of hospitals.11 Th ese ECG sensors periodically sent vital signs 
to a h ospital t hrough t he I nternet. Furthermore, to e stablish re al-time d ata c ol-
lection, NASA a nd C ase Western Reserve University’s Heart & V ascular C enter 
developed the Arrhythmia Monitoring System (AMS) that enabled real-time ECG 
data collection from mobile patients through digital, packet-switching telephony 
services in metropolitan areas.11

12.2.4 Motion Sensors
Primary objectives of motion analysis systems are to record muscular activities and 
limb movements. In other words, physical rehabilitations from brain damages or 
Parkinson’s d isease a re a ided by t hese s ystems.6 Brain damages, such as internal 
brain bleeding or a cr itical shortage of the brain blood, may result in temporal or 
terminal functional termination of the partial brain, and these d isorders eventu-
ally re sult i n t he pa rtial d isability o f t he body movement. Parkinson’s d isease i s 
also a physical impediment which results in unintended hand shaking or a tremor 
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throughout the body. Parkinson’s d isease may be initiated w ith brain injuries or 
infections. A n e xample o f m ote-based m otion a nalysis s ystems i s p resented i n 
Welsh3: Telos m ote b y U C B erkeley a nd M oteiv I nc. i ntegrates a ccelerometers, 
a g yroscope a nd E MG ci rcuitry, a nd motion a nalysis s ystems measure re lations 
among each body segment attaching sensors, angular velocity, and electrical fi eld 
during a body movement.

Unintended physical movements from these diseases should be accurately mon-
itored on a regular basis so that doctors can properly and timely prescribe medicines 
for the diseases.

Usually t he motion a nalysis s ystems accompany a va riety of s ensors t hat a re 
fi xed o n pa rticular b ody s egments a nd m easure re lations a mong e ach s egment, 
angular velocity, and electrical fi eld appearance during the movement.6,12–14 More 
precisely, the motion analysis systems typically accompany three types of sensors: 
accelerometers, gyroscopes, and surface electrodes for electromyography (EMG).

Like other physiological sensors, unobtrusiveness is ideal for long-term motion 
analysis. In the use of a mote-based motion analysis system, sensors are placed on 
the upper arm, lower arm, and torso.6 A very small module incorporated with accel-
erometers, a gyroscope, and EMG unit amplifi es electrical signals to be captured, 
while it reduces irrelevant noises from the targeted frequencies. Th es e amplifi ed sig-
nals are next sent to motes integrating respective sensors, and they transmit the data 
to user devices, such as PDAs. Because multiple modules are working together on a 
patient’s body, these data must be properly time-stamped for the synchronization.

12.3  Medical Wireless Sensor Networks 
Deployment Scenarios

In the previous section, mote-based biomedical sensors are explained for the use of 
wireless telemedicine. In this section, deployment scenarios a re br iefl y discussed. 
For the sake of generality, when referring to b iomedical sensors, either one or a ll 
kinds of t he a forementioned sensors c an be u sed in the s ystem i f a ny pa rticular 
sensors are mentioned.

12.3.1 RFID-Based Wireless Telemedicine Systems
Th e fi rst scenario consists of a number of mote-based biomedical sensors that are 
put on a patient’s body in a hospital; a number of personal servers that could run 
on PDA, t ablet, or l aptop PC; a nd t he mote i nterface board (MIB), which i s a 
gateway between the personal area network and the Internet.4 Biomedical sensors 
periodically collect and send a pat ient’s vital signs to t he personal servers. When 
requested, a s ample waveform or other v ital data a re d isplayed on the practitio-
ner’s PDA. For example, Figure 12.2 shows a s ample trace from an ECG s ensor. 
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In a ddition, w hen a ny s ensor de tects a n a nomaly o f t he pat ient’s p hysiological 
condition, it immediately calls any personal servers even though they are located 
remotely from the sensor.

Because biomedical sensors may be deployed away from the personal servers and 
any personal server cannot catch the transmitting data directly from the sensors, 
in this model sensor nodes utilize multi-hop wireless data transmission in order to 
relay the data to the personal server hop-by-hop.4 In addition, this multi-hop wire-
less transmission a lso benefi ts the energy consumption of the sensors because the 
sensor nodes do not a lways require performing a l ong-distance data transmission 
direct to the personal server.

Moreover, each mote integrates an ultra-high frequency (UHF) R FID reader 
in itself.4 So the motes can read the radio signals from a tag attached to a medicine 
bottle. Th is  confi guration is usually used for controlling the amount of medicine 
that an elderly patient should intake.

In the scenario in Hu, Kumar, and X iao,4 both the personal servers and the 
MIBs or the hospital network gateways install security software so that any com-
munication between them is encrypted.4

12.3.2 Health Care on 802.15.4 Beacon-Enabled Clusters
In the second scenario, the architecture of the health care wireless sensor networks 
consists of a number of biomedical sensors, personal area network (PAN) coordina-
tors, room access points, and a central database.15 Sensors are fi xed on the patient’s 
body segments and organized into several sets of sensors, namely clusters, by PAN 
coordinators. Communications between PAN coordinators and biomedical sensors 
are established by the IEEE 802.15.4 standard. Th erefore, some security suites in 
the 802.15.4 can be employed for these wireless network communications. Usually 
each PAN coordinator resides on each patient bed and plays a role of patient secu-
rity processor (PSP) as well.
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Figure 12.2 A sample trace from an ECG sensor.
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Every biomedical sensor participating in a network is supposed to be authen-
ticated and trusted before data transmission is initiated. Therefore, upon com-
munication, en crypted d ata a re f irst s ent to a re spective PAN c oordinator.15 
The PAN c oordinator n ext s ends t he d ata to a c entral d atabase v ia a ro om 
access point. In general, the room access point is wiring connected to the cen-
tral database, which is remotely located in the hospital. Because authenticated 
medical personnel use a PDA or tablet PC running a personal server, they can 
fetch or update patient’s care records (PCRs) from the database by using these 
devices.

Th is architecture employs the IEEE 802.15.4 wireless network standard with 
star topology between a P AN coordinator a nd biomedical s ensors.15 Although 
the 802.15.4 standard provides useful security services such as access control 
lists, data encryption using pre-stored key, message integrity code, and message 
freshness p rotection, i t i s n ot en ough to p rovide a ll t he s ecurity e xpected i n 
this scenario (e.g., procedures for key management and device authentication). 
Th erefore, the rest of the security has to be compensated by the application 
layer, such as security application programming interfaces (APIs) by the Zigbee 
Alliance.

12.3.3 Central Trusted Security Servers
Th e a forementioned medical w ireless s ensor networks o ften i nvolve t he C entral 
Trusted S ecurity S erver ( CTSS) t hat, l ike t he c entral d atabase, u sually re sides 
in a  physically trusted location.15 Basically t he C TSS i s re sponsible for organiz-
ing a s ecurity protocol between c linician’s and pat ient’s devices, and c alculating 
encryption keys for the devices in each cluster. In addition, the CTSS is respon-
sible for enforcing security policies of the medical information systems on the use 
of both biomedical sensors and personal servers, so any device must not be used 
for abetment of a breach of confi dence; if they are used by malicious adversaries, 
any patient’s privacy must not be vulnerable to them.15 In storing medical records 
on the central database, the CTSS performs encrypting processes and puts time-
stamps on all patient records, so without proper decryption, patient care records on 
the database are useless to anyone. At the patient level, patient security processors 
(PSPs) or personal servers (PSs) share private symmetric keys with a ll the sensor 
devices of their own clusters, and these private symmetric keys are provided by the 
CTSS.

12.4 Attacks on Medical Wireless Sensor Networks
In the wireless sensor network point of view, wireless telemedicine is also inevita-
bly exposed to r isks of disclosing patient privacy or patient care records (PCR) to 



A Survey of Security in Telemedicine � 219

a t hird pa rty.4,15,16 Th erefore, i t re quires some encryption te chniques i n o rder to 
hide its transmitting data. However, currently from its limited resources, complex 
encryptions are not applicable to this technology, but lightweight encryption is still 
challenging in  w ireless s ensor n etworks.4 Bef ore d iscussing t hese cha llenges, w e 
present p ossible at tacks t hat t hreaten medical w ireless s ensor network s cenarios. 
Th en, the securities of these attacks are addressed.

12.4.1 General Attacks
From the perspective of the general wireless sensor network, it is possible for medi-
cal wireless sensor networks to suff er general attacks, as presented in the literature. 
Mišić, Amini, and Khan15 summarize these attacks as follows:

 1.  Sybil attack: Malicious nodes create one or more fake identities so t hat they 
can i ncrease t he p robability to b e c hosen a s ro ute n odes. Th is a ttack a lso 
degrades f ault-tolerance f unctionality o f t he s ensor n etworks b ecause o nly 
one route acts as if there are many routes by using multiple identities.17 More 
precisely, even though packets choose another way to avoid a failure, it might 
be the same route in which nodes are also fabricated by the same malicious 
node.

 2.  Sinkhole attack: Malicious nodes attract the neighboring nodes by advertising 
high quality of connectivity that may be made up so that all the traffi  c around 
them is attempting to pass through these malicious nodes.17

 3.  Black hole/gray hole attack: After establishing routing paths, malicious nodes 
intentionally drop all the traffi  c (black hole attack), or only selected traffi  c 
(gray hole attack) that is received by them.

 4.  Wormhole attack: Two or more laptop-class attackers establish network tun-
nels b y u sing o ut-of-bound c hannels t hat u sually i nvolve l ow l atency a nd 
high bandwidth.17 Th us t hese f ake network topologies at tract neighboring 
nodes to select them as part of routing paths.

 5.  Sleep attack: Battery life is one of the primary concerns in wireless sensor net-
works. In a sleep attack, a malicious node keeps interacting with the neigh-
boring nodes to force them to be in the active mode and consume the battery 
life more quickly than usual.18 Because these interactions seem to b e legiti-
mate, it is diffi  cult to detect these malicious nodes.

 6.  Fairness attack: Malicious nodes continuously send some kind of requests to 
a c oordinator whereby t he other nodes su ff er receiving unnecessary results 
from the coordinator, which consumes the total network battery l ife of the 
cluster.

 7.  Denial of service (DoS) attack: Malicious nodes continuously retransmit pack-
ets or false data requests whereby the performance of the victim slows down, 
the services for the other nodes temporally stop, and the victim consequently 
consumes battery life rapidly.
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12.4.2 Attacks on Biomedical Sensors
In medical wireless sensor networks, biomedical sensors basically reside on the 
patient’s side for a long time, but in general, these biomedical sensors are quite 
vulnerable to physical attacks. Th erefore, t he e xposure o f t he s ensors to t he 
 external world endangers them to have the IDs and master secret key stolen by 
adversaries.15 As a result, the adversaries will be able to steal a new shared secret 
key that is updated in the next key distribution. In addition, due to preservation 
of the packet header space, some application determines to use 16-bit-long node 
IDs i nstead o f 6 4-bit I Ds. I n t hat c ase, i t i s c omparatively e asy for m alicious 
adversaries to m ake up t he f ake identities so a s to p erform Sybil at tacks f rom 
these identities.15

When medical w ireless s ensor networks employ c arrier sense multiple acce ss 
with collision avoidance (CSMA/CA) with star topology, DoS attacks or fairness 
attacks are possibly launched,15 whereby malicious nodes continuously send legiti-
mate packets to a c oordinator in order to do minate the bandwidth and keep the 
network busy to prevent the other nodes from communicating with the coordina-
tor. As a result, the availability of the network is largely degraded. A solution of this 
attack is that coordinators record occurrences of communication with each node, 
and deny communication from the excessively accessing nodes.

In some applications, when a c oordinator initiates a k ey exchange process, i t 
also notifi es every node in the c luster about what nodes will change their shared 
keys, but t his key d istribution mechanism i s v ulnerable to e xternal adversaries.15 
Th us i f malicious nodes occasionally receive the IDs of c luster members that a re 
about to change their shared keys, they may send key distribution requests to t he 
coordinator by using these IDs before the legitimate nodes initiate the requests. As 
a result, before the key exchanges, the legitimate nodes are required to receive the 
keys, which results in some algorithm problem. Moreover, only a simple collision of 
the requests may disturb the completion of the key exchange process of legitimate 
nodes. Th is attack may be simply defended by authentication of the key exchange 
requests.15

When an application adopts a sleep mode to conserve energy of biomedical sen-
sors, it is possible for malicious nodes to pretend to be legitimate nodes while true 
nodes are sleeping.15 In that case, it is even more diffi  cult to detect these malicious 
nodes. Th erefore, the coordinators are required to keep track of how long each node 
is totally in the active mode.

12.4.3 Attacks on PAN Coordinators
Like biomedical sensors, due to t he nature of radio broadcasting, the PAN coor-
dinators are also vulnerable to external attack. In the IEEE 802.15.4 standard, 
because there are only 16 radio frequency channels it is comparatively easy to snoop 
on the channel that is currently used for the wireless network.15 Th u s, upon fi nding 
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out a particular channel, reading messages from beacon frame is also comparatively 
easy for malicious adversaries. Messages may contain node IDs and the number of 
nodes. Th erefore, adversaries may be able to c ompute the sleeping t ime distribu-
tion, a nd a s a re sult, t hey l aunch t he a forementioned at tacks to o ther nodes by 
using the information.

Th e key exchange periods can be sneaked by external adversaries by stealthily 
sensing the coordinator’s notifi cations.15 Before initiating key exchange processes, 
the PAN coordinators broadcast messages to every node of what nodes are required 
to change their shared secret keys. Th ese messages are easily eavesdropped by mali-
cious nodes. Th erefore, by recording these periods, adversaries predict the next key 
exchange session, and launch some attacks to other nodes.

To av oid t hese t wo at tacks, m essages i n b eacon f rame m ust b e c arefully 
encrypted so that even if they are eavesdropped by malicious nodes, they cannot 
understand what the messages mean.15

In a ddition, l ocation d iscovery a lgorithms o f t he PAN c oordinators a re a lso 
disturbed by external attackers.15 When determining the location, a PAN coordi-
nator calculates its position in relation to the neighboring PAN coordinators that 
have GPS sensors. However, because this algorithm largely relies on the strength of 
signals of the neighboring PAN coordinators, if attackers have higher-power trans-
mitters, these signals are easily disturbed; consequently, this PAN coordinator may 
report a wrong location to the base station. Moreover, another malicious node may 
report its position as if it were located at the original position of this PAN coordina-
tor, which now has a wrong position report while the correct PAN coordinator is 
eliminated from the network.

Moreover, a w ormhole-like attack can be launched by two corrupted PAN coor-
dinators, and it is simply performed by one corrupted coordinator always sending its 
received packets to the other coordinator, creating a wormhole tunnel.15

Furthermore, the PAN coordinators reside relatively close to biomedical sensors 
or patients due to their limitation of radio transmission. However, because the PAN 
coordinators are usually vulnerable to the physical attacks, this situation endangers 
the coordinators to be physically destroyed or have information of the network or 
shared secrets as well as patient care records (PCRs) that are currently transmitted 
stolen by the malicious adversaries.15

12.5 Security Policies
In the previous section, we learned about possible attacks on wireless telemedi-
cine in terms of wireless sensor networks, on biomedical sensors, and on PAN 
coordinators. B efore e stablishing s ecure w ireless s ensor n etwork m odels, t his 
section investigates security policies in clinical information systems. In the lit-
erature, security policies basically deal with what must and must not be done 
with aggregated patient care records (PCRs), and they need to be defi ned in 
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order to protect confi dentiality and integrity of the PCRs in medical informa-
tion systems.16,19

12.5.1 Threats to Clinical Confi dentiality and Integrity
First, th is s ection d eals w ith m atters th at th reaten c linical c onfi dentiality and 
 integrity. Th erefore, t his s ection e xplains t he k inds o f t hreats p osed to pat ients’ 
privacy, who targets patient privacy for what purpose, as well as the reasons why 
clinical confi dentiality and integrity are protected.

According t o A nderson,19 in  t erms o f ce ntralized inf ormation s ystems, ma ny 
organizations’ experience recently showed that things to protect information privacy 
or confi dentiality f rom are t reacheries of corrupted insiders. It i s because in some 
cases people inside of organizations a re not re stricted to a ccess the organizational 
information w ith a ny au thentication. For e xample, i n t he United K ingdom, a ny 
teller in most of the big banks is free to access any customer’s account.20 Th us  adver-
saries may bribe the tellers to sell them customers’ account information for only £100 
or so. Likewise, PCRs are sold for no more than £150 in the United Kingdom.20,21

In order to s eek information system effi  ciency, data need to be gathered up from 
several separated locations and stored in a c entral location. However, this centralized 
database system endangers more PCRs of being disclosed eventually.19,22

Regarding confi dentiality, Anderson19 reports worse experiences in the United 
States. For e xample, a l ist o f a ll pat ients d iagnosed w ith c ancer was s tolen by a 
banker serving on a s tate health commission; l ater, t his information was sold to 
the patients’ creditors.23 Another experience shows that these data are used by 500 
major U.S. companies, more than half of which refer to PCS to determine whether 
or not to hire job candidates.24

On the other hand, in terms of lack of integrity, database attacks are used for 
falsifying clinical information. For example, in medical malpractice, clinicians may 
conceal re levant i nformation f rom t he pat ients o r t heir re latives b y a ltering t he 
PCRs,25 and it is also possible to alter prescriptions.26 In addition, in Spain, where 
health cards are also used as bank cards,27 adversaries may launch attacks to a lter 
the information of the cards so that they can eventually get some monetary benefi ts 
from them.19 Th e cards may also be used for personal identifi cation, which causes 
other problems.28

12.5.2 Designing Security Policies
To protect from risks of losing confi dentiality and integrity, security policies must 
be designed carefully. Regarding a security policy model, in order to keep confi den-
tiality of PCRs, Anderson19 summarizes nine security principles that are based on 
those regulated by the General Medical Council29,30 and the British Medical Asso-
ciation,31 and also employed by military and banking systems in England.19 Th es e 
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principles m ainly c oncern t he fo llowing i ssues: a ccess c ontrol l ist; re cord o pen-
ing; control of access control list; consent and notifi cation; persistence; attribution; 
information fl ow; aggregation control; and trusted computing base.

 1.  Access control l ist: Th e fi rst principle suggests that medical information sys-
tems should accompany an access control list to each datum of PCRs in 
order to re strict t heir a ccess o nly to au thenticated p eople w ho a re o n t he 
lists.16,19 In particular, these authenticated people include patients themselves, 
the re sponsible ( principal) c linician, a nd o ne o r m ore re ferring c linicians, 
and t he d ata a ccess i ncludes observations a nd modifi cations of data. Data 
of PCRs may have diff erent levels of confi dentiality such that restriction of 
accessing data relies on how important the data are to the patients.19 Th ere -
fore, according to h ow important the data, subjects accessing the data can 
vary in such a way that highly sensitive data must strongly restrict access to 
only few re sponsible personnel. In practice, however, determining levels of 
confi dentiality of PCRs is so diffi  cult that only patients themselves can make 
an appropriate decision. For example, for people in AIDS campaigns, HIV 
status may be considered open to the public; for Jehovah’s Witnesses, blood 
transfusion may be sc andalous a nd considered to b e hushed up.32 Because 
access control of data largely depends on each patient, any changes from the 
default lists should be made by the respective patients’ own decision.19

 2.  Record opening: While the fi rst principle defi nes that every datum should have 
its own access control list, the second principle restricts the data access only 
to the personnel who a re on the l ist.19 Of course, there a re va rious records 
having diff erent sensitivity, and access control lists should refl ect these levels 
of sensitivity. For example, any clinician in the practice is allowed to access a 
general PCR of a pat ient while only a general practitioner can access highly 
sensitive PCRs.19 Th erefore, in each of these PCRs, there must be an access 
control l ist i n o rder to d istinguish p ersonnel a ccessing t he d ata. Th u s, by 
default, the second principle restricts access of PCRs only by a clinician and 
the respective patient, and possibly the referring clinicians.

 3.  Control of access control list: In the third principle, it is suggested that only a 
responsible clinician can maintain the access control l ist, so o nly he or she 
can add or delete other health care professionals on the access control lists.16,19 
To achieve this, exactly one clinician on an access control list must be chosen 
as a responsible clinician (an administrator) of the list.

 4.  Consent an d n otifi cation: Every e xecution o f opening P CRs o r a ddition o f 
people to access control lists must be reported to and, if necessary, permitted 
by the patients each time.16,19 Th is  notifi cation includes the name of person-
nel who aff ect the PCRs. Th erefore, without the pat ient’s permission, even 
a responsible clinician cannot aff ect a PCR as well as add other health care 
professionals to an access control list. In addition, this principle may protect 
patients from fraud.19 For example, some person may pretend to be another 
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person in order to receive expensive medical treatments. However, every time 
someone o pens a P CR t he pat ient must b e i nformed o f i t. Th ere fore, the 
patient can be notifi ed when someone else tries to access their data through a 
back door, and this can help detect the fraud.

 5.  Persistence: Th e fi fth principle regulates the persistence of PCRs. Th ere fore, 
this principle promises ei ght ye ars o f preservation o f most primary P CRs. 
In addition, PCRs of patients who have cancer must be preserved until the 
patients die while genetic diseases are longer than these.19 Th us, during these 
periods, any PCRs must be preserved and not be deleted. However, there may 
be a problem when patients demand the deletion of the PCRs by withdraw-
ing their consent. Th us, a possible solution of this problem is to transfer the 
PCRs to another clinician whom the patient wants rather than delete them. 
Moreover, simple errors of data must be also preserved by appending the right 
values instead of overwriting.

 6.  Attribution: A ccountability o f da ta a ccess t o t he r espective p atients must 
be established so that how, when, and which authenticated person accessed 
a P CR c an b e aud ited e very t ime.16,19 With th is fu nctionality, b oth r ead 
and w rite a ccesses a re re corded, a nd pa rticularly aud iting re ading d ata i s 
employed to prevent breaches of confi dence. Moreover, for deletion, when 
and who de letes data a re a lso monitored by the s ystem, which helps t race 
intentional d eletion o f da ta. H owever, ev en if  a dversaries r emove da ta, 
the s ystem must a llow a ll t he m aterials de leted to b e re covered f rom t he 
attribution.

 7.  Information fl ow: P rinciple s even de als w ith d ata c oncatenations f rom t he 
perspective of access control l ists. From t his principle, when t here a re t wo 
records A and B for the same patient, if the members of A’s access control list 
entirely includes B’s members, then record A may be appended to record B.19 
In this multilevel security mechanism, then only the personnel in the inter-
section of the access control lists can take over the appended records.

 8.  Aggregation control: As previously mentioned, aggregating PCRs into one cen-
tralized place increases risks of disclosing many data at the same time. Th ere -
fore, some methods of controlling aggregated data are required. For example, 
clinicians at a safe haven may inevitably come out on millions of access control 
lists. Th erefore, these people must be notifi ed to patients when they are added 
to the access control lists of PCRs of those patients.19 In addition to the noti-
fi cation, access control lists should be preserved outside of their practices, and 
someone responsible should keep an eye on them. Also a typical method that 
some institutions are already employing is declaration of penalties, such as dis-
missal, resulting from unjustifi ed access. However, enforcement is diffi  cult and 
results are occasional.

 9.  Trusted comput ing ba se: To pursue e ff ectiveness, s ystems w ill b e h ierarchi-
cally structured, and the subsystems must be obligated to the aforementioned 
principles.19 In addition, practical effi  ciency of the system will be measured 



A Survey of Security in Telemedicine � 225

quantitatively b y i ndependent p rofessionals. R egarding t he m easurement, 
Anderson19 recommended that the level of measurement should be based on 
how many people are involved in the system and may endanger PCRs.

12.6 Security Algorithms
On the basis of security policies described in the previous section, in this section 
several s ecurity a lgorithms fo r medical w ireless s ensor networks a re i ntroduced. 
Th ese security algorithms include shared key distribution, secure hash algorithms, 
and a digital signature scheme. In addition, some algorithms presented in this sec-
tion are designed particularly for the architecture utilizing multi-hopping. Mean-
while, another algorithm directly applies security application interfaces (APIs) from 
the current wireless network standards, e.g., IEEE 802.15.4.

12.6.1 Hierarchical Security Architecture
A s ecurity i nfrastructure em ploying a t hree-tiered t ree m odel i s p resented.16 It s 
lowest tier is a WPAN around patients. Th e WPAN consists of biomedical sensors 
and a personal server or patient security processors (PSP) managing a cluster of sen-
sors creating star topologies. A couple of WPANs are also coordinated by an access 
point i n a pat ient room, a nd access points a re connected to a h ospital network, 
which includes the central database and Central Trusted Security Server (CTSS).16 
Because medical wireless sensor networks and information systems typically form 
a hierarchical structure, it had better employ diff erent shared keys a nd d iff erent 
encryption protocols to each tier, and apply them according to the importance and 
sensitivity of the data as well as the resource limitation, such as the memory size or 
computational power.16

At the PAN level that is in the bottom tier of the hierarchy around patients, 
because of the resource limitation Mišić and Mišić16 suggest that a s ecurity pro-
tocol should employ a symmetric key encryption or private key encryption, such 
as Triple Data Encryption Standard (3-DES) or Advanced Encryption Standard 
(AES) r ather t han more c omplicated a symmetric k ey encryption o r public k ey 
encryption. C ompared to a symmetric k ey en cryption, s ymmetric k ey en cryp-
tion is more effi  cient in terms of u sage of physical re sources, a nd consequently 
lightweighted. On the other hand, because asymmetric key encryption basically 
implies m uch m ore co mputations a nd hi gh p ayloads, limi ted r esources o f t he 
wireless sensor networks suff er many disadvantages resulting in the systems not 
working well.

On the other hand, encryption of higher level such as security between PSPs 
and room access points may be carried out in the use of the pre-equipped security 
scheme or Security Architecture for Internet Protocol (IPSec) such as the Encapsu-
lated Security Payload (ESP).16,33
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12.6.2 Key Generation Enforcing Security Policies
Concerning the security policies in the previous section, a key generation scheme 
can be designed. In particular, Mišić and Mišić16 designed a key generation scheme 
by taking into account the policies concerning the access control list, record open-
ing, and managing the access control list from the security policies. Th is key gen-
eration scheme can be employed for encrypting operations among the PAN-level 
devices.

An objective of this key generation is that only certain PAN devices can partici-
pate in the key generation process and only the devices that have shared keys can 
access pat ient c are rec ords ( PCRs) o f a pa rticular pat ient’s g roups. Th at i s, t hese 
shared keys are considered as access control lists for particular groups.

Security infrastructure in this model consists of biomedical sensors, a patient 
security processor managing a g roup of sensors, c linician’s personal servers, and 
the Central Trusted Security Sever (CTSS).16 According to security policies in the 
previous section, no PCR can be viewed and also modifi ed by any person who is 
not on the pat ient’s records access control l ist.19 Moreover, i f any change i s c ar-
ried out on the PCR or the access control list, the patient must be notifi ed of the 
changes. On the basis of these policies, Mišić and Mišić16 designed a key genera-
tion protocol that is based on the Diffi  e–Hellman protocol,34 which enforces the 
following two rules16:

 1.  Th e key generation must not be c arried out u nless a ll t he members on a n 
access control list take part in the key generating session.

 2. Without pa rticipation o f t he pat ient, n o k ey g eneration a nd n o a ccess on 
the record can be carried out. Th is key is used for user authentication when 
accessing a PCR.

In addition, the CTSS described in the previous section is introduced in this 
model. Again, the CTSS is responsible for managing a security protocol between 
patient’s and clinician’s devices and enforcing security policies on a ll the devices 
and p ersonnel pa rticipating i n t he s ystem. Th us, t he C TSS pa rticipates i n k ey 
generation sessions, and each key generation is carried out by the CTSS interact-
ing w ith pat ient’s a nd c linician’s de vices.16 Th e k ey g eneration fo llows t he next 
steps.16

As described before, this key generation is based on the Diffi  e–Hellman pro-
tocol. For the sake of simplicity, we a ssume that three people, such as responsible 
clinical personnel, a referring clinician, and a patient, participate in this key genera-
tion, and IDs are represented as ID1, ID2, and ID3. In addition, inverse values Z1, 
Z2, and Z3, respectively, are used for proofs of participation of key generations by 
each person, e.g., IDi Zi mod (p – 1) = 1, where p is a large prime number. More-
over, another large prime number g that i s a p rimitive mod p is prepared in this 
scheme.16 Basically, t his scheme i s c arried out by a s equence of r andom number 
exchanges by a peer-to-peer network.
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 1.  Th e fi rst member, usually the responsible clinician, generates a large random 
number x1, calculates gx1 mod p, and sends this result to the second partici-
pant. Meanwhile, gZ1 mod p is also sent to the second member for the sake of 
proof of participation.

 2. Upon receiving a number that is sent from the fi rst member, the second mem-
ber, who is the referring clinician, fi rst generates a large random number x2, 
computes gx2 mod p, a nd s ends t he re sult a nd a pa rticipation proof to t he 
third member.

 3. Likewise, t he t hird member, w ho i s t he pat ient, g enerates a l arge r andom 
number x3, computes gx3 mod p, and sends this back to the fi rst member along 
with a participation proof.

 4. In t he n ext l oop, a ccording to a n umber f rom t he t hird m ember, t he fi rst 
member calculates ( gx3 mod p)x1 mod p = gx3x1 mod p, and sends the result to 
the second member along with a proof calculated in the same manner as the 
key generation process, resulting in gZ3Z1 mod p. In addition, according to the 
received numbers, the same computations, which are (gx1 mod p)x2 mod p = gx1x2 
mod p and (gx2 mod p)x3 mod p = gx2x3 mod p, are done by the second and third 
members, and the results are sent to t he third member and the fi rst member, 
respectively, while proofs of participation are sent to each member.

 5. At last, according to these received numbers, each member can calculate the 
result gx1x2x3 mod p and gZ1Z2Z3 mod p.

By using this shared key, patient data are encrypted. In each session, all the 
participants share a unique private key generated in this way and a session expires 
when either a predefi ned time period passes or the content of an access control 
list is modifi ed.16 After a session expires, a new key generation session is carried 
out.

Moreover, i f t he pat ient wants to s et up f urther re strictions o f a ccessing t he 
PCR by any group member or lock the access, the patient’s PSP a sks for another 
large random number x4 from CTSS as a secret agreement and shares gx1x2x3x4 mod 
p with CTSS.16 Th erefore, no one except the pat ient can access the data without 
another key generation process because neither the responsible clinician nor refer-
ring clinician can know this secret key.

12.6.3 Hierarchical Security Architecture
At the PAN level, generated keys are used for user authentication of accessing PCRs, 
and without any shared key no one can perform decryption and consequently view 
or record vital signs. An example of a security algorithm to be used at this level 
is the secure hash algorithm (SHA).16,35 In this algorithm, a packet is a collection 
of clinical measurements, a sh ared key, and a t ime-stamp as well as the Medium 
Access C ontrol (M AC) header. Basically t ime-stamps a re put on t he d ata when 
they are sent from patient’s biomedical sensors. According to these parameters, the 
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packet authentication code for packet i (PACi) is calculated by using hash function 
H in the form of:

 PA Ci = H(KH, Ts,i, Hi, Di) 

where KH is a shared key, Ts,i is a time-stamp, Hi is a MAC header, and Di is a pay-
load of the measured data. For example, in SHA-1, packets whose length is less than 
264 bits are divided into a number of 512-bit blocks and encryption is performed 
for these blocks returning message digests having the length of 160 bits.34,36

12.6.4 Digital Signature Schemes
Besides the Diffi  e–Hellman-like key generation scheme, Mišić, Amini, and Khan15 
introduced t he E lgamal si gnature a lgorithm37 t hat a chieves di gital s ignature t o 
enhance integrity of PCRs a nd to av oid data manipulations by malicious adver-
saries in medical wireless sensor networks. To establish a d igital signature system 
among t he c entral d atabase, pat ient’s s ecurity p rocessor a nd c linician’s p ersonal 
servers in the same group, the CTSS and personal servers share another value x that 
is securely transmitted in a private key encryption by using a session key generated 
in the a forementioned way, so p ersonal servers in the group as well a s the CTSS 
can generate y ≡ gx mod p from x. In addition to computing y, a message sender also 
computes another value r such that:

 r ≡ gk mod p 

where k i s a r andom number in t he r ange of 0 to p − 1 a nd a lso s atisfi es gcd
(k, p − 1) = 1.

According to y and r, the verifi cation of the digital signature of message m, 0 ≤ 
m ≤ p − 1, is calculated such that:

 gm ≡ yrrs mod p 

By substituting y and r, this equation is also written as:

 gm ≡ gxrgks mod p 

At this point, if random number k satisfi es gcd(k, p − 1) = 1, s can be solved by 
using the following equation37:

 m ≡ (xr + ks) mod (p − 1) 
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Upon calculating s, message m is sent to one or more receivers along with the 
signature of pair (r, s). Because every member in the same group and the CTSS have 
values g, y, and p as well as transmitted message m and pair (r, s), authentication of 
the sender is easily computed by substituting the values into gm ≡ yrrs mod p.

12.6.5  Zigbee Security Application 
Programming Interfaces (APIs)

When the patient’s PAN utilizes IEEE 802.15.4 standard, applying a security suite 
for Zigbee is another choice for the packet signing and authentication. In this case, 
personal servers or PSPs usually become coordinators. Th e Zigbee Alliance devel-
oped security APIs for both symmetric and asymmetric key encryptions for Zig-
bee devices.15 Like SHA, the Symmetric-Key Key Establishment (SKKE) protocol 
is one of keyed-hashing for message authentication techniques. In addition, a s a 
modifi ed AES, the Zigbee Alliance uses 128 bits of the block size.15 According to 
the SK KE protocol, t he keyed-hash message authentication code (HMAC) w ith 
shared key MacKey, clinical measurement MacData, and one-way hash function H 
is calculated in the following manner:15,36,38

 1. If the length of MacKey is shorter than 128 bits, add 0s to MacKey until its 
length becomes 128 bits.

 2.  Calculate MacKey XOR ipad, where ipad is a constant with 64 0×36s.
 3 . Concatenate MacData to a value calculated in 2.
 4. Apply hash function H to a value calculated in 3.
 5.  Calculate MacKey XOR opad, where opad is a constant with 64 0×5Cs.
 6. Concatenate a value calculated in 4 to a value calculated in 5.
 7. Apply hash function H to a value calculated in 6, which is a message digest.

In short, HMAC is calculated by using the following formula:

 HM AC(MacData) = H(MacKey XOR opad, H(MacKey XOR ipad, MacData))

In a ddition, SK KE der ives l ink k eys t hat a re u sed fo r s ecurity t ransmission 
between two devices. Th e link key generation begins between two Zigbee devices, 
one of which must be the PAN coordinator with exchanging each validation chal-
lenge.15 For e xample, a fter e xchanging t he c hallenges, t wo nodes U and V have 
challenges QEV and QEU, re spectively, w hich a re s ent by t he opponent de vice. 
According to these challenges, both devices concatenate each other’s IDs and chal-
lenges to create a MacData:

 MacData = (IDU, IDV, QEU, QEV) 
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where both devices must have the same value. Th en apply the HMAC to this value 
to generate Z in the manner previously described. Based on Z, two cr yptographic 
hashes a re generated with two hexadecimal numbers such a s Hash1 = H(Z, 0×01), 
Hash2 = H(Z, 0×02). Between the two values, Hash2 is used for a link key and Hash1 
is used for the justifi cation of both devices having the same key.

12.6.6  Security Protocol for Wireless Medical 
Networks with Multi-Hopping

In the previous models, we assume that personal servers or PSPs are within the 
coverage of the wireless room access points or gateways of a hospital network so 
that e very d ata t ransmission c an b e a chieved w ith only one hop. Moreover, a ny 
PSP covers data t ransmission f rom pat ient’s biomedical sensors within one hop.16 
However, some medical wireless sensor network architecture may not allow one-hop 
data t ransmission b etween ei ther b iomedical s ensors a nd p ersonal s erver o r p er-
sonal servers a nd a ro om access point due to so me physical re strictions. In those 
cases, security protocols must tolerate the multi-hop data transmission. Neverthe-
less, securing the wireless sensor networks with multi-hopping is still a challenging 
issue of the fi eld.4

At fi rst, t his s ecurity m odel f ocuses o n s ecuring d ata tra nsmission b etween 
clinician’s PDAs and the hospital network gateways or the mote interface boards 
(MIBs). To de al w ith a m ulti-hopping scheme, a n umber of nodes or PDAs a re 
organized i nto s everal c lusters, i n e ach of which e xactly one node i s re sponsible 
for the respective cluster. Th is responsible node is called a cluster head; data com-
munication between c luster heads i s c alled a n inter-cluster communication; a nd 
between a cluster head and its members is called an intra-cluster communication.4 
Basically, clusters are organized in such a way that every node in a cluster must be 
able to transmit its data to the respective cluster head within one hop. As a result, 
multiple nodes at the clinician level can achieve a hierarchical security where cipher 
protocols may be diff erent from each other.

12.6.7 Inter-Cluster Session Key Generation
In the inter-cluster session key generation, the MIBs initially generate M s ession 
keys, which are computed by a one-way hash function with the next session key in 
the form of4:

 SK i = H(SKi + 1) 

where SKi is the ith session key. After deriving these M keys, the MIBs only multi-
cast nth session key SKn which is in the middle of the key set to every cluster head 
within the range, where n << M.
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Because every cluster head also has the same hash function H, it can derive a set of 
n keys SKn−1, SKn−2, …, SK1, SK0 from the nth session key in such a way that:

 SK n−1 = H(SKn) 

 SK n−2 = H(SKn−1) 

 … 

 SK 0 = H(SK1) 

Among a set of n + 1 keys {SKn, SKn−1, …, SK1, SK0}, only SK0 is used for the cur-
rent session key and the other keys are preserved in a local key buff er of the cluster 
heads. Because the fi rst key, SK0, is initiated, session keys are periodically updated 
by the MIB, which multicasts a new session key from key repository {SKn+1, SKn+2, 
…, SKM−1, SKM}. Because these session keys to b e updated a lso have a re lation of 
SKi = H(SKi+1) with keys that are already saved in the local key buff er of the cluster 
heads, t he k ey au thentication o r t he M IB au thentication i s e asily c onducted by 
comparing the hashed values to the keys in the local key buff er. At this point, if the 
authentication succeeds, a session key newly distributed by the MIB is pushed into 
the local key buff er, while in the key buff er a key having the smallest identifi cation 
number is shifted out of the buff er and used as a next session key. To the contrary, 
if the authentication fails, this key is just discarded from the session.

12.6.8 Initialization Vectors (IVs) and SkipJack Algorithm
In addition to facilitating ciphers with multi-hopping, Hu, Kumar, and Xiao4 sug-
gest that because there tend to be few variations of patient’s biomedical data, part of 
the encryption should enhance the variation of the output so that two of the same 
plaintexts can be encrypted in two diff erent ways. Th us, utilizing the initialization 
vectors (IVs) within encryption solves this problem. Basically, the IVs are used with 
the block ciphers. Th e IVs are random numbers with the same length of the plain-
text block to be encrypted.39 With shared key K and hash function H, the IVs are 
applied in the following manner:

 CB 1 = H(K, TB1 XOR IV), 

 CB 2 = H(K, TB2 XOR CB1), 

 ….  

 CB n = H(K, TBn XOR CB2)
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where TBi is the ith plaintext block, and CBi is the ith cipher block. One advantage 
of the IV is that encrypted text blocks can only be readable with the previous cipher 
block.

Because 3-DES imposes heavy computations on mote-based PDAs and slows 
software running on them too much, a SkipJack-based symmetric key encryption 
is employed in this model.

12.7 Conclusions
Th is chapter presented a security aspect of the current wireless telemedicine technol-
ogy. Because of the sensitivity of patient care records (PCRs) to everyone, malicious 
adversaries may target them and steal them so as to make use of them for their ben-
efi t. According to introductions of several possible medical wireless network attacks, 
nine security policies to protect patients from data leakage are introduced. Th es e 
security policies mainly rely on the access controlling scheme that utilizes the access 
control list for each datum. Furthermore, the chapter also introduced major possible 
threats as results of data leakage.

However, in the medical wireless sensor network application, resource limi-
tation is still a bottleneck for effi  cient security. Th erefore, in this chapter, most 
of t he s ecurity a lgorithms d iscussed a re de signed to b e l ightweight w ith l ow 
energy c onsumption, a nd c onsist m ainly o f k ey d istribution sc hemes, s ecure 
hash algorithms, and digital signature schemes. One of them employs the Dif-
fi e–Hellman algorithm, which is designed to help restrict data access only 
among p eople w ho h ave t he a ccess p ermission, o r a sh ared k ey. Th at i s, t he 
shared keys are considered as the access control l ists for particular PCRs. Th e 
Elgamal si gnature a lgorithm i s ba sed on t he D iffi  e–Hellman algorithm, a nd 
is used for the digital signature scheme, so it ensures that data from particular 
sources are guaranteed to come from the legitimate members of the same group. 
Also one security architecture employs a hierarchical structure so that it can be 
applied to the wireless sensor networks with multi-hopping. Furthermore, to 
expand signal variations of vital signs, the initialization vectors are equipped in 
the encrypting process.

In a f uture work, i ntrusion de tection s ystems could be de signed for medical 
wireless sensor networks.15 In addition, according to t he progress of t he w ireless 
network resources, the security architectures should be remodeled to keep the con-
fi dentiality and integrity of the PCRs as much as possible.
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Th e IEEE 802.15.4 specifi cation is a recent low data rate  wireless  personal area 
network s tandard. W hile ba sic s ecurity s ervices a re  provided for, t here i s a l ack 
of more a dvanced te chniques, w hich a re i ndispensable i n modern p ersonal a rea 
network applications. In  addition, performance implications of those services are 
not known. In this chapter, we describe a secure data exchange protocol based on 
the ZigBee specifi cation and built on top of IEEE 802.15.4 link layer. Th is  protocol 
includes a key exchange mechanism. We assume that all nodes are applying power 
management technique based on the constant event sensing reliability required by 
the coordinator. Power management generates random sleep times by every node, 
which in average fairly distributes the sensing load among the nodes. Key exchange 
is initiated by cluster coordinator after some given number of sensing packets has 
been received by the coordinator. We develop and integrate simulation model of 
key exchange and power management technique into cluster’s reliable sensing func-
tion. We e valuate t he i mpact o f s ecurity f unction a nd i ts p eriodicity on c luster 
performance.

13.1 Introduction
Th e IEEE 802.15.4 specifi cation outlines a c lass of w ireless radios and protocols 
targeted at low power devices, personal area networks, and sensor devices. IEEE 
802.15.4 specifi cation employs a number of well-known security services that can be 
implemented but at the cost of memory and communication overhead. Currently, 
not many wireless sensor network overhead statistics are available when security is 
employed in such networks. Sensor network application developers and network 
administrators always need these overhead statistics in choosing the security option 
that best suits the security for a particular threat environment. For evaluating these 
security overheads on wireless sensor networks, we will simulate IEEE 802.15.4 
media access control layer and secure data exchange once the devices exchange link 
keys w ith t he PAN coordinator. We w ill measure communication costs t hat a re 
incurred after employing these security features under diff erent inputs to a wireless 
sensor network model.
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Key update provides a n automated mechanism for re stricting t he a mount of 
data which may be exposed when a link key is compromised. Key update frequency 
depends on the key update overheads and threat environment under which network 
is working. Hence controlling the l ifetime of keys and determination of how the 
key update occurs is a technical challenge. Some authors have reported the activity 
management and network behavior without considering any security parameters.1 In 
this work we develop a simulation model for the cluster behavior including periodic 
key e xchange (with va riable update t hreshold), power management, a nd s ensing 
data application. For activity management, nodes in cluster apply sleep technique 
in order to deliver only the required number of packets per second (which we will 
call event sensing reliability) to the coordinator. We obtained simulation results to 
evaluate the overhead of key exchange in terms of medium behavior, total number 
of delivered packets, nodes’ utilization, and its eff ect on node’s lifetime.

Th e chapter is organized as follows. We give an overview of IEEE 802.15.4 
specifi cation in Section 13.2 and later in Section 13.3 we introduce the security fea-
tures addressed in IEEE 802.15.4. As IEEE 802.15.4 does not address any keying 
model, we are relying on keying model from ZigBee specifi cation and discuss this 
in Section 13.3.2, and Section 13.3.4 explains the key update technique used in our 
study. In Section 13.4 we explain the approach used for key activity management 
of the network to provide predetermined reliability. In Section 13.5 we explain the 
simulation model, how it is implemented and in the same section will present our 
results. Finally we conclude our work in Section 13.6.

13.2 IEEE 802.15.4
Th e need for low-cost, low-power, short-range communication is the main reason 
for introducing IEEE 802.15.4 low rate wireless personal area network (LR-WPAN) 
standard.2 According to this specifi cation, such WPAN consists of devices which 
are the basic components of these networks. Two or more devices communicating 
in a common physical channel create a WPAN.

Star topology is one option for communication in LR-WPAN. In this topology 
devices communicate via a single central controller called PAN coordinator. After 
deciding on a PAN identifi er, PAN coordinator may decide whether a de vice can 
join the PAN.

In the current work we concentrate on beacon-enabled based communication. 
In this form of communication, devices fi rst listen for the network beacon. When 
the beacon is found, the device synchronizes to the superframe structure. At the 
appropriate point, the device transmits its data packet, using slotted CSMA-CA, to 
the coordinator (uplink). Th e coordinator acknowledges the successful reception of 
the data by transmitting an acknowledgment frame.

On t he o ther h and, w hen t he PAN c oordinator h as something to s end to a 
device (downlink), it informs the device by including in the network beacon that 
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a data message is pending. Th e device periodically listens to network beacon and, 
if a message is pending, transmits a request frame to the coordinator using slotted 
CSMA-CA. Th e co ordinator a cknowledges t he s uccessful r eception o f t he da ta 
request by transmitting an acknowledgment frame. Th e pending data frame is then 
sent using slotted CSMA-CA. Th e device acknowledges the successful reception of 
the data by transmitting an acknowledgment frame.

13.3 Security in IEEE 802.15.4
IEEE 8 02.15.4 s tandard p rovides p hysical a nd l ink l ayer so lutions fo r w ireless 
personal area networks. It also provides well-known and well-understood crypto-
graphic techniques3,4 by supporting authentication, message integrity, confi dential-
ity, and freshness check for preventing replay attacks. Application of such security 
mechanisms comes at a cost that includes processing overhead, memory overhead, 
power consumption, and resulting low bandwidth.5

An application implemented u sing IEEE 802.15.4 has a c hoice of d iff erent 
security suites that control the type of security protection by setting appropriate 
control parameters in the link layer security suite stack. A long Message Authen-
tication Code (MAC) s ize improves t he security feature of authentication a nd 
it is very diffi  cult for an adversary to break or guess a M AC of longer size.6 But 
this improved security is achieved at the cost of longer packet size. In IEEE 
802.15.4 compliant wireless sensor networks, packet size is very crucial to the 
overall throughput that is required by the application. Applications that support 
continuous data fl ow would be aff ected more than the applications in which data 
fl ow is periodic. Applications used for real-time monitoring of some critical envi-
ronments re ly on continuous fl ow of data and hence by implementing security 
will aff ect the overall throughput and lifetime of such network by increasing the 
packet size. For the current work we w ill employ the security suite specifi ed in 
IEEE 802.15.4 that supports both encryption and data integrity with MAC size 
of 128 bits. Th e security suite uses Counter with CBC-MAC (CCM)7 mode of 
AES (Advanced Encryption Standard) for encryption a nd authentication. Th is  
cryptographic technique uses Counter by fi rst applying integrity protection both 
on message header and data payload and later it encrypts the data payload and 
MAC u sing A ES. A t t he re ceiver end t he re ceiver g ets t he pa cket a nd applies 
decryption u sing pa rameters ba sed o n s ender’s a ddress f rom i ts a ccess c ontrol 
list.

13.3.1 Security Building Blocks
Th e IEEE  8 02.15.4 s pecifi cation p rovides ba sic s ecurity m echanisms b ut t hese 
 security features cannot work on their own. Th e level of security in any network 
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revolves a round t he k eys t hat a re sh ared a mong de vices. D iff erent approaches 
have been suggested to distribute and manage these keys. Because IEEE 802.15.4 
does not suggest any keying mechanism, in this work we w ill follow the keying 
 mechanism from ZigBee Alliance specifi cations.4 In this section we will fi rst intro-
duce the  keying mechanisms and later explain how this is handled in ZigBee speci-
fi cation by taking advantage of the inherent security mechanisms already provided 
by IEEE 802.15.4.

13.3.1.1 Keying Models

As explained above, the IEEE 802.15.4 addresses good security mechanisms but it 
still does not address what type of keying mechanism will be used to employ the 
above techniques.

ZigBee Alliance4 is an association of companies working together to enable 
wireless networked monitoring and control products ba sed on IEEE 802.15.4 
standard. After the acceptance of 802.15.4 as IEEE standard, ZigBee Alliance 
is mainly focused on developing network and application layer i ssues. ZigBee 
 Alliance i s a lso working on application programming interfaces (API) at n et-
work and link layer of IEEE 802.15.4. ZigBee Alliance also introduces secure 
data transmission in wireless sensor network that are based on IEEE 802.15.4 
specifi cation but most of this work is in general theoretical descriptions of 
security protocol a t t he ne twork l ayer. No  specifi c s tudy or re sults have been 
 published by ZigBee Alliance in regard to which security suite performs better 
in diff erent application overheads. ZigBee Alliance has also recommended both 
symmetric a nd a symmetric k ey e xchange p rotocols fo r d iff erent  networking 
layers.  Asymmetric key exchange protocols that mainly rely on public key 
 cryptography a re c omputationally i ntensive a nd t heir fe asibility i n w ireless 
 sensor networks is only possible with devices that are resource-rich both in 
computation and power.

Application support sublayer of ZigBee specifi cation provides the mechanism 
by which a Z igBee device may derive a sh ared secret key (link key) with another 
ZigBee device. Key establishment involves two entities, an initiator device and a 
responder device, and is prefaced by a t rust provisioning step. Trust information 
(e.g., master key) provides a s tarting point for establishing a l ink key and can be 
provisioned in-band or out-band.

ZigBee Alliance uses Symmetric-Key Key Establishment (SKKE) protocol for 
link key establishment. In SKKE an initiator device establishes a link key with a 
responder de vice u sing a m aster k ey. Th is master key, for example, may be pre-
installed during manufacturing, may be installed by a trust center, or may be based 
on user-entered data (PIN, password). In the current study we assume that all the 
devices a nd PAN c oordinator h ave p re-installed m aster k eys a nd we w ill fo cus 
mainly on link key establishment.
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13.3.1.2 Keyed Hash Function for Message Authentication

A h ash f unction i s a w ay o f cre ating a sm all d igital fi ngerprint o f a ny d ata. 
 Cryptographic hash function is a one-way operation and there is no practical way 
to calculate a particular data input that will result in a desired hash value; thus, it 
is diffi  cult to forge. A practical motivation for constructing hash functions from 
block ciphers is that if an effi  cient implementation of block cipher is already avail-
able within a system (either in hardware or in software), then using it as the central 
component for a hash function may provide later functionality at l ittle additional 
cost. IEEE 802.15.4 protocol supports a well-known block cipher AES and hence 
ZigBee Alliance specifi cation also relied on AES. ZigBee Alliance suggested the use 
of Matyas–Meyer–Oseas8 as the cryptographic hash function that will be based on 
AES with a block size of 128 bits.

Mechanisms t hat p rovide i ntegrity c hecks ba sed o n a s ecret k ey a re u sually 
called m essage a uthentication c odes ( MACs). Typically, m essage a uthentication 
codes are used between two parties that share a secret key in order to authenticate 
information transmitted between these parties. ZigBee Alliance specifi cation sug-
gests the keyed hash message authentication code (HMAC) as specifi ed in the FIPS 
Pub 198.9 A MAC takes a message and a secret key and generates a MACtag, such 
that it is diffi  cult for an attacker to generate a valid (message, tag) pair and to forge 
messages. Th e calculation of MacTag (i.e., HMAC) of data MacData  under key 
MacKey will be shown as follows:

 MacTag MAC MacDataMacKey=

13.3.2 Symmetric-Key Key Establishment Protocol (SKKE)
Key es tablishment in volves t wo e ntities, a n ini tiator d evice a nd a  r esponder 
device, a nd i s p refaced b y a t rust p rovisioning s tep. Trust i nformation ( e.g., 
a master key) provides a s tarting point for e stablishing a l ink key a nd c an be 
provisioned in-band or out-band. In the following explanation of the protocol 
we assume unique  identifi ers for initiator device as U  and for responder device 
(PAN coordinator) a s V . Th e master key shared a mong both devices i s repre-
sented as M key.

We will d ivide Symmetric-Key Key Establishment Protocol (SKKE) between 
initiator and responder in the following major steps.

13.3.2.1 Exchange of Ephemeral Data

Figure 13.1 illustrates the exchange of the ephemeral data where the initiator device 
U  will generate the challenge QEU . QEU  is a statistically unique and  unpredictable 
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bit string of length challengelen  by using either a random or  pseudorandom string 
for a c hallenge Domain  D . Th e challenge domain D  defi nes the minimum and 
maximum length of the challenge.

 D minchallengeLen maxchallengeLen= ,( )

Initiator device U  will send the challenge QEU  to responder device, which upon 
receipt will va lidate the challenge QEU  by computing the bit length of bit string 
challenge QEU  as Challengelen and verify that

 Challengelen minchallengelen maxchallengel∈ ,[ een]

Once t he va lidation i s suc cessful t he re sponder de vice w ill a lso g enerate a 
 challenge QEV  and send it to i nitiator device U . Th e initiator will a lso validate 
the challenge QEV  as described above.

13.3.2.2 Generation of Shared Secret

Both parties involved in the protocol will generate a shared secret based on 
unique id entifi ers ( i.e., d istinguished names for e ach o f t he pa rties i nvolved), 
symmetric m aster k eys, a nd c hallenges re ceived a nd o wned b y e ach pa rty 
(Figure 13.2).

PAN
Coordinator

Initiator
U

Responder
V

U || QEU

U|| V || QEU || QEVCheck if a valid
challenge QEV within

domain D is
received.

If a valid challenge
QEU within domain D

received.

Generate a challenge
QEV and send to

device U.

DEVICE

Figure 13.1 Exchange of ephemeral data.
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 1. Each pa rty w ill g enerate a MACData b y ap pending t heir i dentifi ers and 
respective valid Challenges  together as follows:

 MACData U V QEU QEV= || || ||

 2. Each party will calculate the MACTag (i.e., keyed hash) for MACData using 
Mkey  ( master k ey fo r t he de vice) a s t he k ey fo r k eyed h ash f unction a s 
follows:

 MACTag MAC MACDataMkey=

 3. Now both parties involved have derived the same secret Z. (Note: Th is  is just 
a shared secret, not the link key. Th is shared secret will be involved in deriv-
ing the link key but is not the link key itself.)

 Z MACTag=

13.3.2.3 Derivation of Link Key

Each party involved will generate two cryptographic hashes (this is not the keyed 
hash) of the shared secret as described in ANSI X9.63-200110:

 Hash H Z1 01= ||( )

 Hash H Z2 02= ||( )

PAN
Coordinator

Initiator
U

Responder
V

U || QEU

U|| V || QEU || QEV

Calculate the shared Secret Z Calculate the shared Secret Z

MACData = U||V||QEU||QEV
MACTag = MACMkeyMACData

MACData = U||V||QEU||QEV
MACTag = MACMkeyMACData

Z = MACTag Z = MACTag

DEVICE

Figure 13.2 Generation of shared secret.
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Th e hash value Hash2  will be the link key among two devices (Figure 13.3). Now 
for confi rming that both parties have reached the same link key ( )KeyData Hash= 2 , 
we will use value Hash1  as the key for generating keyed hash values for confi rming 
stage of the protocol.

 MACKey H ash= 1  (1 3.1)

 KeyData H ash= 2  (1 3.2)

 K KeyData Hash Hash= ||1 2  (1 3.3)

13.3.2.4 Confi rming Link Key

Until this stage of protocol both parties are generating the same va lues and now 
they want to make sure that they reached the same link key values, but they do not 
want to exchange the actual key at all. For this they will once again rely on keyed 
hash functions and now both devices will generate diff erent MACTags  based on 
diff erent data values, but will use the same key (i.e., MACKey) for generating the 
keyed hashes (MACTags).

PAN
Coordinator

Initiator
U

Responder
V

U || QEU

U|| V || QEU || QEV

Calculate the shared Secret

Z = MACTag

Derive Link Key
KeyData = H(Z||02)

And also
MACKey = H(Z||01)

Calculate the shared Secret

Z = MACTag

Derive Link Key
KeyData = H(Z||02)

And also
MACKey = H(Z||01)

Both Devices have generated Link keys
Now will confirm that they have

generated same Link Keys.

DEVICE

Figure 13.3 Generation of link key.
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 1.  Generation of MACTags
 Initiator and responder devices will fi rst generate MACData values and 

based on t hese va lues w ill generate MACTags. Initiator de vice D  will  
receive the MACTag1 from the responder device V and generate MACTag2 
and send to device V .

 We explain the generation of both MACData va lues a nd MACTags as  
 follows. First both devices will calculate MACData values:

 MACData V U QEU QEV1 1602= || || || ||

 MACData V U QEU QEV2 1603= || || || ||

From the above MACData values both devices will generate the MACTags  
using the key MACkey (Equation 13.1) as follows:

 MacTag MAC MacDataMacKey1 1=

 MacTag MAC MacDataMacKey2 2=

 2.  Confi rmation of MACTags
 Now the initiator device D  will  receive MacTag1  from responder and 

responder device V  will receive MACTag2 from device D  and both will 
verify that the received MACTags are equal to corresponding  calculated 
MACTags  by each device. Now if this verifi cation i s  successful e ach 
device k nows t hat t he other de vice h as c omputed t he c orrect l ink key 
(Figure 13.4).

13.3.3 Use of SKKE in Our Simulation Model
We have implemented SKKE in four major communication steps as are described 
in ZigBee specifi cation4 (Figure 13.5):

 1.  SKKE-1: Initiator U  will send the challenge QEU  and wait for the  challenge 
QEV  from responder V .

 2 . SKKE-2: Responder V  w ill re ceive t he challenge QEU  from initiator U , 
calculates its QEV  and in the same data packet will send the MacTag1.

 3. SKKE-3: Initiator will verify the MacTag1 and if it is verifi ed successfully, 
will send its MacTag2. Now the initiator has a l ink key but will wait for an 
acknowledgment that its MacTag2 has been validated by the responder V .
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 4. SKKE-4: Responder will receive and validate the MacTag2 from the initiator. If 
MacTag2 is validated successfully, the responder will send an acknowledgment 
and now both initiator and responder have link keys. Once initiator receives this 
SKKE-4 message, key establishment is complete and now regular secure com-
munication can proceed using link key among the initiator and the responder.

13.3.4 Link Key Updates
Key m anagement i s t he s et o f te chniques a nd p rocedures su pporting t he 
 establishment a nd m aintenance o f k eying re lations b etween au thorized pa rties. 
Key management is simplest when all keys are fi xed for all time. Th e time period 
over which these keys are valid for use is limited because use of the same key may 
result in giving enough information relating to a specifi c key for cryptanalysis and 
also may expose network traffi  c in case of compromise of a single key.

Depending on the severity of the threat environment, it is possible that a node 
or link key is somehow compromised by an adversary and can send false data to the 

U||QEU  

V||U||QEU||QEV’||MACtag1  

U||V||MACtag2 

U||V||SKKE-ACK 

Joined–Data Communication possible (No Link Keys) 

SKKE-1 

SKKE-2 

SKKE-3 

SKKE-4  

Joined–Secure Data Communication possible 
(Keys Established)  

U  

D
ev

ic
e

V 

Coordinator

Figure 13.5 SKKE Protocol.
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PAN c oordinator. K ey update provides a n automated mechanism for  restricting 
the amount of data that may be exposed when a link key is  compromised. Sound 
security policies regarding t ransparent key updates i s a f undamental  component 
of sound security practices. But key updates protocol depends on the key update 
 overheads a nd t hreat en vironment u nder w hich n etwork i s w orking. H ence 
 controlling the lifetime of keys and determination of how the key update occurs is 
a challenging task in any network. Approaches for key updates in general wireless 
networks m ainly t arget networks t hat h ave g roup k ey s tructures a nd h ave h igh 
communication bandwidth.11,12 For resource-scarce IEEE 802.15.4 networks these 
key updates will aff ect the performance adversely.

In this work we a ssume that a PAN coordinator maintains a counter for each 
node t hat k eeps t rack o f t he number o f pa ckets e xchanged u nder t he s ame k ey 
 (Figure 13.5). When the threshold value of the counter is reached for any device, the 
PAN coordinator will initiate the key exchange with all the devices in the  cluster. 
During the key exchange, a ll devices will temporarily stop the data transmission 
and re sume i t when t hey a cknowledge t he new key. Th e a lternative approach i s 
to use the single counter for a ll the devices. However, this approach may open a 
 security hole for a denial-of-service attack by a single corrupted device.

13.4 Power Management
Power m anagement c onsists o f a djusting t he f requency a nd r atio o f a ctive a nd 
 inactive periods of sensor nodes.13,14 For IEEE 802.15.4 nodes it can be  implemented 
in t wo ways. I n t he fi rst one, supported by t he s tandard,4 the interval between 
the t wo b eacons i s d ivided i nto a ctive a nd i nactive pa rts, a nd t he s ensors c an 
switch to low-power mode during the inactive period. Activity management for 
 individual nodes can be accomplished through scheduling of their active and inac-
tive periods.

Let us consider a s ensing application in which redundant sensors a re used to 
achieve the desired value of event sensing reliability (number of packets per second 
needed for reliable event detection).14 We assume that individual nodes sleep for a 
random time interval, the duration of which is a geometrically distributed random 
variable regulated with probability Psleep . When a node wakes up, it waits for the 
beacon from the coordinator before it attempts to transmit the packet. We have 
used Bernoulli scheduling for the packet scheduling during the active period of the 
node. In this approach, at the end of each packet transmission the node checks its 
uplink buff er. If it is empty, the node immediately goes to sleep; if there are packets 
to send, the node transmits the next packet f rom the buff er with the probability 
Pactive , or goes to sleep with the probability 1− Pactive. Th erefore, two control param-
eters are needed: one, Psleep , regulates the duration of the inactive period; the other, 
Pactive , regulates the duration of the active period. When individual nodes begin to 
cease f unctioning, ei ther because of bat tery e xhaustion or for other re asons, t he 
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remaining nodes will have to extend their activity to achieve satisfactory reliability, 
and the importance of the Bernoulli mechanism will increase.

Depending on whether we split the computational load of activity management, 
we can have two approaches of centralized and distributed controls. By choosing 
the latter approach to d istribute the computational load more evenly, we a ssume 
that the network coordinator is aware of the number of sensor nodes (which have 
to be explicitly admitted to the network2) and their packet arrival rates (which may 
be obtained as simple long-term averages, as packet headers contain the source node 
address). Th e coordinator fi rst determines node utilization based on the number of 
live nodes and then calculates the individual re liability r  per node (by  dividing 
the re quired c ollective re liability R  b y t he n umber o f l ive n odes n ) a nd s ends 
this information within the beacon frame. Over t ime some sensors die, and the 
coordinator has to b roadcast updated va lues of individual reliability, which grow 
whenever o ne o f t he s ensors d ie. N ote t hat t he sl eep t ime i s g eometrically d is-
tributed, and the mean sleep time is t P rbof f sleep/ − = /( )1 1 , where t msbof f = .0 32  
 corresponds to t he duration o f one ba ckoff  period. Th erefore, e ach s ensor no de 
starts with Psleep rtbof f= −1  and Pactive = 0. It then monitors the utilization of its 
radio transmitter/receiver subsystem, using a monitoring window of specifi ed size. 
Utilization is simply calculated as the count of backoff  periods in which the node 
was active during the recent window divided by the total size of the window.

We have developed a M arkov chain model for node behavior, which includes 
all phases of SK KE protocol a nd subsequent sleep a nd t ransmission phases. We 
assume t hat t he PAN c oordinator m aintains a s eparate c ounter fo r t he number 
of transmissions by each node. When the counter value reaches threshold nk, key 
update protocol is triggered. Updated keys are used to generate message authentica-
tion code. Th e high-level Markov chain, which includes key update sleep periods 
followed by the transmissions, is presented in Figure 13.6.

13.5 Simulation Model
We have simulated the key exchange mechanism and sleep mechanism for the IEEE 
802.15.4 network using Artifex,15 a general development platform for discrete event 
simulations. For the remainder of this section we fi rst give a quick introduction of 
beacon-enabled s imulation mo del of  8 02.15.41,16 a nd l ater e xplain t he si mulated 
key exchange and update process and power management in our current work.

13.5.1 Beacon-Enabled IEEE 802.15.4 Simulation Model
Th e network communication model of this simulation is based on star topology. 
Th e model is built on three primary objects: PAN coordinator, device, and medium. 
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Th e device and PAN coordinator objects are interconnected via medium object in 
our simulation model.

Two d iff erent token types are defi ned that play the role of packet and backoff . 
Packets can be any beacon, MAC request, data, and acknowledgment (ack) types. 
Th e communication is initiated when the PAN coordinator fi rst sends beacon to 
medium (beacons are sent after every 48t where t is duration of one backoff  period). 
After receiving the beacon the medium starts a clock and sends pulse to all devices 
every t time.

Data packets are generated by device object following exponential  distribution 
and are destined to a randomly chosen device. Th e packet is then sent to the medium 
and a copy of it is kept for retransmission if needed. Data packets are then received 
by the medium. If the number of received packets in the medium is greater than 1, 
collision occurs. If there are no collisions, data packets are sent successfully to the 
PAN coordinator and the medium status is set to busy.

PAN coordinator is the next stop for data packets and is responsible for  sending 
ack type packets to the corresponding device after a specifi ed delay. As with every 
packet, ack will be received fi rst by the medium and then sent to the corresponding 
device. When PAN coordinator is sending data to a de vice it keeps a fi nite buff er 
for each device in the PAN. I f the buff er of the device which the data packet is 
destined for is full, the packet will be discarded. In the case that there is still room 
in that device’s buff er, the coordinator adds the destination ID of a packet to the 
pending devices list and advertises the ID in the beacon. Th e device will notice that 
there is a pa cket waiting for it and will initiate a M AC request packet to b e sent 
to the coordinator. Th e PAN coordinator after receiving the request will perform 
round robin scheduling algorithm and choose the device to send the packet from 
its corresponding downlink buff er.

13.5.2  Adding Key Exchange Mechanism to the 
Simulation Model of IEEE 802.15.4 Network

In t his s ection we de scribe t he c ommunication between t he ordinary nodes a nd 
PAN coordinator, which occurs as a result from the link key exchange. We assume 
that devices a re at tached to t he c luster and the formation of the piconet i s fi nal-
ized. Also, we a ssume the master keys are established, so that there is no threat of 
eavesdropping during exchange of master keys. Th e next step is generating link keys 
between each device and PAN coordinator. For the exchange of link keys, we will 
follow SKKE protocol as described in Section 13.3.3.

Th e process of key generation starts by PAN coordinator’s advertisement for the 
fi rst phase of key generation packets. Depending on which stage of generation we 
are in, the corresponding SKKE type of data packet (ranging from 1 to 4) w ill be 
processed (e.g., the fi rst data packet has the type of SKKE-1 and so on).  According 
to t he s tandard sp ecifi cation, at m ost s even de vices c an b e a dvertised i n e ach 
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 beacon. Th erefore the PAN coordinator will advertise seven devices in each beacon. 
According to the standard, each device listens to each beacon and if its ID is being 
advertised the device will send a request packet. Request packet is transmitted in 
CSMA-CA mode and can collide with other packets. If it is received successfully 
by the PAN coordinator it will be acknowledged and downlink packet transmission 
carrying the SKKE protocol data will follow in the downlink transmission.

In our model, key exchange packets have nonpreemptive priority over data pack-
ets. I f the node has s tarted backoff  process for data packet and it hears its ID in 
the beacon it will fi nish the current packet transmission before sending the request 
packet. However, if data packet arrives to the device’s buff er while the key exchange 
is going on, its transmission will be postponed until device receives the new link key. 
PAN coordinator will fi rst check key for the destination device from its access con-
trol list and no packet will be sent to the specifi c destination until the corresponding 
link key is a lready exchanged between PAN coordinator and the node. From this 
point on regular secure data packets will be immediately sent to the destination.

13.5.3 Simulation Run and Analysis
We h ave i mplemented t he p hysical, d ata l ink, a nd s ecurity l ayers o f a n I EEE 
802.15.4 c luster o perating i n b eacon-enabled, sl otted C SMA-CA m ode. Th e 
packet si ze w ithout s ecurity o verheads i ncludes a ll p hysical l ayer a nd m edium 
access  control layer headers, and it is set to 30 bytes, i.e., to three backoff  periods. 
When packet signature (message authentication code) of 16 bytes is added to the 
total, packet size had to be rounded to fi ve backoff  periods (the largest packet size 
could be set to 13 backoff  periods).

Th e cluster under consideration contains 14 devices, each having buff er  capacity 
for three packets. Packet arrival per device followed the Poisson process with average 
rate of 90.5 packets per minute. When the coordinator announces key exchange in 
the beacon, all nodes have to stop uplink data transmissions temporarily until they 
receive new key initialization values from the coordinator in the downlink packets. 
Due to c omplex downlink d ata-link t ransmission a lgorithm we e xpect t hat k ey 
exchanges will adversely aff ect the regular sensing traffi  c.

We considered the impact of the increase of packet size due to addition of 
 message authentication code, increased processing t ime needed for encryption in 
AES with CBC-MAC, and key exchange between the nodes over various packet 
arrival rates and cluster sizes. Figure 13.7 presents throughput, access probability 
(probability of no packet collision), and blocking probability at t he node’s  buff er 
when a ll s ecurity o verhead i s i ncluded. R esults were t aken fo r va rying n umber 
of nodes and varying packet arrival rate per node. Figure 13.8 presents the same 
parameters (except the key exchange cost because it does not exist) when no security 
measures are deployed in the network. We observe that without security measures, 
blocking probability is equal to zero, i.e., the network works without losses.
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Th e experiment to measure the cost of key update in the cluster contains seven 
devices only, and therefore it was possible to a dvertise the keys for devices in a 
single beacon. All devices temporarily stopped their data transmission  during the 
key exchange. Th e behavior of the cluster over time is presented in Figure 13.9. 
 Figure 13.9(a) shows number of backoff  periods spent in key exchange. We notice 
that average cost of key exchange is slightly below 2000 backoff   periods, which 
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Figure 13.7 Throughput, access probability, and blocking probability as the 
function of simulation time (backoffs) for the case when security is employed 
and all devices stop their communications to update their keys.
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gives 250 to 27 0 ba ckoff  p eriods p er de vice. K nowing t hat t he k ey e xchange 
involves a total of two downlink (uplink request + downlink data) transmissions 
and three uplink t ransmissions, we c onclude that one CSMA-CA access t akes 
approximately 40 backoff  periods. Given the backoff  window sizes of (8, 16, 32) 
we conclude that transmission commences in  average after third  backoff  attempt, 
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Figure 13.7 (Continued)
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Figure 13.8 Throughput, access probability, and blocking probability as the 
function of simulation time (backoffs) when no security technique is employed.
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which i ndicates m oderate to h igh a ctivity o ver t he m edium. Th e blocking 
 probability at individual sensor node buff er over the snapshot periods is shown 
in Figure 13.9(b). Due to la rge periods when device t ransmission i s prevented 
during key exchange (well over 1500 backoff  periods), the blocking probability 
skyrockets to values between 0.7 and 1. When the key exchange is fi nished, 
normal data communications resume. As a result, the  blocking  probability drops 
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abruptly to values around 0.3 and slowly declines further as the backlogged 
packets clear.

Figure 13.9(c) shows the throughput values measured during snapshot intervals 
of 250 backoff  periods. Th e throughput of data packets is shown in white, while the 
throughput of key-exchange packets is shown in black. According to the throughput 
results reported in Mišić, Shafi , and Mišić,1 the observed network regime without 
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Figure 13.9 (a) Key cost, (b) blocking probability, and (c) throughput as the 
function of simulation time (backoffs) when devices stop their communications 
for key updates
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key exchange is slightly below the saturation condition (in saturation condition, all 
data transmissions end up in collisions).

We have also implemented distributed activity management in our simulator, 
assuming that the battery for each node has a fi xed capacity. Battery capacity, which 
is expressed in backoff  periods, is decremented by one for each backoff  period in 
which the radio subsystem is active.

We have varied the key exchange threshold ( nk ) between 40 and 100  packets 
while the requested event sensing reliability was kept at R =10  packets per  second. 
Cluster size ( n ) was varied between 5 a nd 30 nodes. We have a ssumed that the 
network operates in the ISM band at 2 .45 GHz, with raw data rate of 250 kbps. 
Th e packet size was fi xed at 12 backoff  periods, and the device buff ers have a fi xed 
size of three packets. Th e packet size includes message authentication code and all 
 physical layer and medium access control protocol sublayer headers, and is expressed 
as the multiple of the backoff  period.4 We also assume that the physical layer header 
has 6 bytes, and that the medium access control sublayer header and frame check 
sequence fi elds have a total of 9 bytes.

Figure 13.10(b) sh ows to tal n umber o f suc cessfully t ransmitted pa ckets 
 (including key a nd data information) tr ansmitted per s econd for requested data 
reliability of R =10  packets per second (which is shown on Figure 13.10(a)). We 
note that the total number of packets hyperbolically grows when the key exchange 
threshold de creases l inearly i n F igure 13.10(b). Th is is  in tuitive b ecause t he 
 frequency of key updates is R nk/  per second and number of overhead packets with 
key information per second is equal to 8R nk/ . We note that key exchange  overhead 
becomes negligible on ly for nk ≥ 90. Probability that packet w ill not suff er from 
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collision or noise error sharply drops when threshold for key exchange drops below 
40 packets. Both the reliability overhead and success probability depend only on 
the requested event sensing reliability except for very small key update threshold. 
Sleep period, on the other hand, depends mostly on the number of alive nodes and 
impact of key exchange overhead is barely noticeable.
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Figure 13.10 Event sensing reliability for (a) and (b) data and key + data, (c) 
inactive period, (d) total utilization and utilization for key packets, (e) average 
number of active devices, and (f) sleep probability for a node.
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Total n ode u tilization sh own i n F igure 13.10(d) d epends m ostly o n t he 
number of alive nodes, but it also increases with increase of the number of key 
exchanges per second and exact impact of the key exchange overhead is shown in 
 Figure 13.10(e). Finally, sleep probability for each node is shown in Figure 13.10(f). 
Sleep  probability dominantly changes with n, while the changes with nk  are much 
milder.
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13.6 Conclusion and Future Work
We have simulated and studied key exchange process integrated with reliable  sensing 
and power management in beacon-enabled IEEE 802.15.4 c luster and the results 
confi rm o ur exp ectations. D ata e ncryption is  p rovided b y ex changing link  k eys 
between each device and PAN coordinator. Th e signature payload plays a big role in 
performance of the network. We have developed a model of key exchange integrated 
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into the sensing function of a b eacon-enabled IEEE 802.15.4 cluster. Our results 
show important impact of the ratio of the event sensing reliability and key update 
threshold on the cluster’s energy consumption. We have evaluated the impact of the 
threshold for key update on the cluster’s descriptors. Th e results can give useful hints 
for the choice of frequency of key updates for required event  sensing reliability.

For t he f uture w ork we w ill m easure m ore re alistically t he p erformance o f 
secure IEEE 802.15.4 personal area network. Combination of other key exchange 
protocols, activity management, and key management techniques will be compared 
to get measures that will be used to enhance the lifetime of wireless personal area 
network along with defense against expected threats from the environment.
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Th e evolving fourth generation (4G) wireless networks are envisioned to provide 
high-speed wireless communication services with quality- of-service (QoS) support 
and s eamless m obility i n a h eterogeneous w ireless a ccess en vironment. O ne 
of the potential applications of  heterogeneous 4G wireless systems is to provide 
 telemedicine/eHealth services in the heath care sector. In this chapter we provide a 
survey of the diff erent wireless access technologies for 4G wireless systems, identify 
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the  communication requirements for the diff erent health care services, and describe 
the diff erent eHealth usage scenarios in such a network. Th e radio resource man-
agement issues (e.g., bandwidth allocation, admission control, and load balancing) 
in a 4G wireless eHealth network architecture are discussed. To this end, a game-
theoretic approach to bandwidth allocation and admission control is presented for a 
heterogeneous wireless access network to provide eHealth services. Th i s bandwidth 
allocation approach is based on the cooperative game theory in which multiple types 
of wireless networks cooperatively off er bandwidth to a n ew connection and thus 
achieve load balancing among the diff erent wireless networks. Th e numerical results 
show that this bandwidth allocation scheme can improve radio resource utilization 
as well as connection blocking probability performance for eHealth services.

14.1 Introduction
Th e fo urth g eneration (4G) w ireless c ommunications s ystems a re en visioned to 
 integrate multiple w ireless a ccess t echnologies to  provide h igh-speed  multimedia 
communications s ervices to m obile u sers i n a s eamless m anner. I n suc h a 
 heterogeneous w ireless a ccess e nvironment, a  mobi le w ill b e a ble to  c onnect to  
multiple wireless networks simultaneously to achieve high data rate through load 
balancing, global mobility through seamless handoff , and quality-of-service (QoS) 
support t hrough t ight i ntegration o f n etwork s ervices w ith ap plications i n t he 
higher layers. In this way, wireless services can be provided anytime, anywhere, 
regardless of the type of available wireless access to a mobile user.

To achieve the above objectives, the available protocols and technologies (from 
the p hysical to t he ap plication l ayers) m ust b e re visited; at t he s ame t ime n ew 
 techniques need to be developed to provide an effi  cient and a fl exible  heterogeneous 
wireless access architecture. In this chapter, we provide a survey of the wireless 
 communications technologies in a 4G heterogeneous wireless access system and 
outline t he re lated re search i ssues. Th e specifi c re quirements o f suc h a n etwork 
to  provide d iff erent t ypes o f eH ealth s ervices a re d iscussed a nd d iff erent usage 
 scenarios are described. A general wireless eHealth network architecture based on 
heterogeneous wireless access is presented and the related research issues on radio 
resource management (e.g., resource reservation, bandwidth allocation,  admission 
control) are outlined. To this end, a game-theoretic approach to bandwidth 
 allocation t hrough load ba lancing i n t he d iff erent a ccess networks, namely, c el-
lular, wireless local area, and wireless metropolitan area networks, is presented for 
the diff erent t ypes of eHealth services. Performance evaluation results show that 
the proposed bandwidth a llocation method through load ba lancing can improve 
system p erformances i n ter ms o f re source u tilization a nd c onnection b locking 
probability.
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Th e rest of the chapter is organized as follows. A survey of the diff erent  wireless 
access technologies to be integrated in a 4G system is provided in Section 14.2. Also, 
issues related to radio resource management and QoS provisioning in such a heteroge-
neous wireless access environment are discussed. Section 14.3 describes the diff erent 
types of eHealth services and their usage scenarios in a 4G wireless system. Section 
14.4 presents the high-level architecture for a 4G wireless-based eHealth network and 
identifi es the related radio resource management issues. Th e game-theoretic approach 
for bandwidth allocation for eHealth services and the performance evaluation results 
are presented in Section 14.5. Section 14.6 states the conclusions.

14.2  Fourth Generation Heterogeneous 
Wireless Access Networks

14.2.1 Wireless Access Technologies
Wireless metropolitan area network (WMAN): WMAN based on IEEE 802.16/
WiMAX1 a nd 802.20 (MobileFi) for fi xed a nd mobile broadband w ireless 
access (BWA) will provide high-speed wireless connectivity in large coverage 
areas to su pport multimedia a nd other Internet applications. I EEE 802.16 
operates either at 10 to 66 GHz or 2 to 11 GHz band (IEEE 802.16a) and it sup-
ports three diff erent air interfaces: single-carrier time-division  multiple access 
(TDMA), orthogonal frequency division multiplexing (OFDM)/TDMA, and 
orthogonal frequency division multiple access (OFDMA). In OFDM, high-
speed transmission is achieved by transmitting data using  several subcarriers 
at the same time. OFDM technique is also robust to  intersymbol interference 
and f requency-selective fading. Adaptive  modulation and coding (AMC) is 
used to enhance transmission rate  according to channel quality. IEEE 802.16d 
(802.16-2004) and IEEE 802.16e, which evolved from 802.16a, use advanced 
physical layer techniques to support non-line-of-sight communication. IEEE 
802.16e is specifi cally designed to support user mobility. Th e  IEEE 802.16g 
standard aims to support mobility at higher layers (transport and application) 
and across the backhaul network for multinetwork operation.

  IEEE 802.16 supports two operation modes, namely, point-to-multipoint 
and multihop (mesh). In point-to-multipoint mode (referred to a s last-mile 
BWA), the base stations (BSs) control a ll communications to a nd from the 
subscriber s tations ( SSs). O n t he o ther h and, i n t he m esh m ode, t he S Ss 
 cooperate w ith e ach o ther to re lay t raffi  c to a n I nternet g ateway t hrough 
multihop communication. Th ree major types of services, namely,  unsolicited 
grant service (UGS), polling service (PS), and best-eff ort (BE) service, are sup-
ported within the IEEE 802.16 QoS framework. IEEE 802.16-based tech-
nology can be used for providing broadband wireless  telemedicine/eHealth 
services.2

•
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  IEEE 8 02.20/MobileFi-based s ystems a re e xpected to p rovide m obile 
BWA with data transmission speed over 10 Mbps using frequency spectrum 
below 3.5 GHz for users with high mobility (< 250 km/hour). At the physical 
layer, OFDM-based wireless transmission will be used. IEEE 802.20 will be 
optimized for IP services for fi xed and mobile users.3 In addition, to extend 
the transmission range of the base station a mesh network can be formed by 
multiple mobile stations.
Cellular netwo rk: By adopting advanced radio transmission technologies, 
the second generation (2G) and the third generation (3G) cellular networks 
have now evolved to provide high-speed wireless communication for multi-
media services. Th e high-speed downlink packet access (HSDPA) based on 
wideband-CDMA (code d ivision multiple a ccess), w hich w as p roposed by 
the 3G P artnership Project (3GPP), c an support d ata r ate up to 1 4 M bps 
by incorporating AMC as well as hybrid automatic request (HARQ) in the 
standard. Wi reless t elemedicine s ystems based on  c ellular t echnology h ave 
been developed.4
Wireless l ocal ar ea net work ( WLAN): Due to l ow c ost a nd e ase o f dep loy-
ment, I EEE 802.11 ( WiFi) has become a p opular te chnology for W LAN. 
IEEE 802.11 supports contention-free and contention-based medium access 
control (M AC) protocols, i.e., point coordination function (PCF) and d is-
tributed coordination function (DCF), respectively. IEEE 802.11b, a, and g 
standards use 2.4, 5.8, and 2.4 GHz bands to su pport maximum data rate 
of 11, 5 4, a nd 5 4 M bps, re spectively. W LANs h ave b een u sed to p rovide 
eHealth services such as home care5 and biosignal monitoring in a h ospital 
environment.6

Wireless personal area network (WPAN): IEEE 802.15 was proposed for WPAN 
for short-range wireless communications (10 to 50 meters). IEEE 802.15.1 is 
based on Bluetooth v1.1 foundation specifi cations and this standard supports 
data rate up to 1 Mbps. IEEE 802.15.3 was designed to support high data rate 
(20 Mbps or more) in the 2.4 GHz band. In the MAC layer, IEEE 802.15.3 
supports b oth c ontention-free ( e.g., T DMA-based) a nd c ontention-based 
(i.e., c arrier s ense m ultiple acce ss/collision a voidance [ CSMA/CA]) acce ss 
schemes. Th e newer version IEEE 802.15.3a intends to support data rate up 
to 110 Mbps for multimedia traffi  c. IEEE 802.15.4 (ZigBee) was designed for 
low data rate communication (i.e., 250 kbps) with CSMA/CA-based channel 
access. Th is is suitable for implementing wireless sensor networks. Bluetooth-
based w ireless s ystems h ave b een u sed for t ransmission o f b iosignal s ensor 
data.7

Th e major features of these wireless access technologies are summarized in Table 14.1.
When evolving towards a 4G technology, some of the above systems will adopt 

advanced physical layer techniques such as multiple input/multiple output (MIMO) 
and ultra-wideband transmission (UWB).

•

•

•
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By transmitting and receiving data over multiple antennas, a MIMO system 
can improve the transmission rate and the error performance signifi cantly. MIMO 
takes advantage of space diversity due to independent multipath to create  multiple 
subchannels to improve the transmission performance. In the IEEE 802.16 
 standard, MIMO implementation in the radio transceiver is optional. MIMO will 
be integrated with 3GPP’s HSDPA to double the transmission rate. IEEE 802.11n 
is being designed specifi cally for WLAN with MIMO links.

In UWB networks, data transmission takes place over a very large bandwidth 
using l ow t ransmission p ower den sity. U WB s ystems c an b e i mplemented i n 
two d iff erent approaches, i. e., pulse-based a nd multiband-orthogonal f requency-
 division multiplexing (MB-OFDM). In the pulsed-based approach, a signal pulse 
is  transmitted in a sh ort period of t ime. On the other hand, in MB-OFDM, an 
OFDM technique is combined with frequency hopping. Th is approach will be 
adopted by the IEEE 802.15.3a WPAN standard.

14.2.2 4G Heterogeneous Wireless Networks
Th e next generation (4G) wireless networks will have the following features:8

Heterogeneous environment: Heterogeneity of the wireless access  environment will 
be a major feature of the evolving 4G wireless networks. Th is will enable  high-
speed wireless communications under seamless mobility. In a  heterogeneous 
environment, multiple service providers will collaboratively off er wireless access 
services to mobiles with multi-radio interfaces.

•

Table 14.1 Major Features of Wireless Access Technologies

Standard
Bandwidth 

(Mbps) Frequency 
Spectrum 

Type
Spectrum Size 

(MHz)

802.16e 70 2.3, 2.5, 3.5, 
3.7, 5.8 GHz

Licensed 10

W-CDMA 
HSDPA

14.4 850 MHz; 1.9, 
1.9/2.1, 1.7/2.1 
GHz

Licensed 10

UMTS-TDD 16 450, 850 MHz; 
1.9, 2, 2.5, 3.5 
GHz

Licensed 5

802.11a 54 5.25, 5.6, 5.8 
GHz

Unlicensed 20

802.11b 11 2.4 GHz Unlicensed 20

802.11g 54 2.4 GHz Unlicensed 20

802.11n 200 2.4 GHz Unlicensed 20 or 40
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Multiple types of services: For diff erent wireless applications, 4G networks must 
support diff erent QoS guarantees. For example, wireless telemedicine/eHealth 
applications may require transmission of huge volume of non-real-time diag-
nostic data (e.g., images) and real-time video data simultaneously. QoS sup-
port should be provided in diff erent mobi lity s cenarios ( e.g., i n a  mobi le 
ambulance environment as well as in a static in-hospital environment).
Adaptive r esource al location: An adaptive a nd e ffi  cient radio resource ma n-
agement framework is required to meet the diverse requirements of wireless 
 applications. A simple objective of such a framework is to maximize the service 
provider’s revenue (and/or maximize the satisfaction of mobile users) under 
constraints on available radio resource and QoS performance requirements.

An e xample o f a 4 G h eterogeneous w ireless a ccess sc enario i s sh own i n 
 Figure 14.1 in which there are three wireless technologies, namely, IEEE 802.16-
based WMAN, CDMA cellular, and IEEE 802.11 WLAN (which could be oper-
ated by the same or diff erent service providers). A mobile can connect to multiple 
wireless access  networks simultaneously.

14.2.3  Research Issues in Heterogeneous 
Wireless Access Networks

Load ba lancing an d n etwork sel ection: W hile t he a im o f n etwork s election 
is to c hoose t he b est network to c onnect to ( based on t he network s tatus 
and the user’s requirement), that of load balancing is to achieve fair resource 
 allocation and congestion avoidance in the access networks (e.g., the lesser 
the  congestion, the larger the amount of bandwidth allocated to a  connection 
from an access network). In Song and Jamalipour,9 a n etwork s election 
 mechanism was proposed for a 4G heterogeneous wireless network  consisting 

•

•

•
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Figure 14.1 Service area under consideration in a heterogeneous wireless 
access environment.
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of U MTS a nd W LAN. Th is scheme contains t wo major pa rts to e valuate 
and to r ank the networks ba sed on the preferences of the mobiles. For the 
fi rst part, an analytic hierarchy process was applied to c ompute the relative 
weights o f e valuation cr iteria s ets ba sed o n t he ap plication re quirements. 
For the second part, a grey relational analysis was used to rank the network 
alternatives. Several QoS parameters (i.e., throughput, timeliness, reliability, 
security, and cost) were taken into account in this network selection scheme.
Resource al location an d a dmission c ontrol: B ecause t he Qo S re quirements 
for mobi le u sers ne ed to  b e s atisfi ed i n a s eamless m anner, t he re source 
 allocation a nd a dmission c ontrol methods i n a 4 G heterogeneous  wireless 
access  network sh ould c onsider t he s tates o f t he d iff erent networks.8 Du e 
to m obility, a n ew c onnection m ay e ventually n eed to b e h anded off  
 vertically to a n ew  network. Th erefore, resource a llocation can be based on 
 cooperation among the  diff erent access networks so that network utility can 
be  maximized. Also, both packet-level (e.g., throughput and packet delay) 
and connection-level (e.g., new connection blocking and handoff  connection 
dropping  probabilities) performances must be considered while developing a 
radio resource management policy.
Vertical handoff  and mobility management: In a heterogeneous wireless access 
environment, fast and effi  cient vertical handoff  mechanisms (e.g., for  handoff  
between W LANs a nd c ellular n etworks) a re re quired to a chieve s eamless 
mobility and QoS guarantee. A vertical handoff  mechanism needs to  consider 
not only the radio link and the physical layer parameters but also the network 
and the t ransport level pa rameters. Th ere fore, handoff  de tection policy a nd 
decision metrics used in traditional wireless systems may not be applicable to 
4G networks. Also, handoff  protocols need to be redesigned. In McNair and 
Zhu,10 a framework for vertical handoff  was presented where the handoff  deci-
sion metrics include service t ype, data rate requirement, network  condition, 
and cost of handoff . A dynamic optimization model was proposed to provide a 
QoS guarantee to the mobile users while maximizing the  network utilization.
Protocols for mul tihop communications and mesh networking: Multihop com-
munications will be used in 4G networks (e.g., both IEEE 802.11 and 802.16 
support mesh operation mode) to enhance network performance and service 
availability.11 IEEE 802.16-based mesh networks can serve as backhauls for 
cellular networks and WLAN hotspots. Effi  cient resource allocation and QoS 
support mechanisms need to be developed for multihop mesh networking.
QoS provisioning: A unifi ed QoS provisioning framework would be required 
for 4 G h eterogeneous w ireless a ccess n etworks. I n G ao, Wu, a nd M iki,12 
the s tate-of-the-art QoS techniques a nd the s tandardization activities were 
summarized. Th en, a ubiquitous QoS framework for heterogeneous  wireless 
access environment was presented, which i ntegrates a t hree-plane network 
infrastructure in teracting w ith a  t erminal-based c ross-layer ada ptation 
 framework. In this framework, diff erent classes of vertical handoff  were used 

•

•

•

•
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for diff erent types of users with diff erent QoS requirements. Th is  three-plane 
infrastructure w as c omprised o f m anagement f unction, Qo S c ontrol, a nd 
packet t ransfer. W hile management function and QoS control a re u sed to 
govern the QoS support parameters, packet transfer utilizes those parameters 
to achieve QoS guarantee to the users.
Application of cognitive radio techniques: Cognitive radio is being considered 
as a useful technique to improve radio spectrum utilization and communica-
tion reliability. By using intelligent software-defi ned radio, a cognitive radio 
transceiver is able to adjust its radio bandwidth usage adaptively. Cognitive 
radio techniques can be used in a 4G heterogeneous wireless access network. 
In pa rticular, a n intelligent software r adio at t he mobile c an e stimate a nd 
learn the system behavior to obtain interference and congestion information 
in diff erent access networks. Th en, based on this information, a decision can 
be made to choose the best network to connect to.

14.3 4G Wireless Systems and eHealth Services
14.3.1 Different Types of eHealth Services
To provide improved health care services, advanced telecommunication  technologies 
have been adopted widely for eHealth services such as remote patient monitoring 
and t rauma c are o f i njured pat ients. 4 G heterogeneous w ireless a ccess networks 
can be used to provide improved eHealth services in both indoor (e.g., in-hospital) 
and outdoor (e.g., mobile ambulance) environments. In general, eHealth services 
include fo llow-up s ervice, h ome c are s ervice, p re-hospital s ervice, a nd m edical 
information management service used by physicians and medical staff  to process 
patient information.

14.3.1.1 Follow-Up Service

Follow-up s ervices a re p rovided to a pat ient i n s table c ondition to m onitor t he 
 biosignal data periodically so that if any unusual condition is detected in the 
patient’s m onitored b iosignal d ata, p roper t reatment c an b e ap plied p romptly. 
 Follow-up s ervices ( e.g., fo r m onitoring ECG si gnals) were de signed ba sed o n 
 diff erent  wireless te chnologies.13–17 F or e xample, t he airmed-cardio sys tem p ro-
posed i n Sa lvador et  a l.,4 de veloped ba sed on GSM (Global System fo r Mobile 
Communication) and wireless application protocol (WAP), is an example of such 
a system. Th is was designed to provide out-of-hospital follow-up services to cardiac 
patients. I t w as found t hat suc h fo llow-up s ervices c an re duce t he f requency o f 
face-to-face meetings between patients and health care staff s and also can shorten 
the t ime re quired fo r a daptation o f t reatment a nd i mprove dos e c ontrol fo r a n 
individual patient.

•



276 � Mobile Telemedicine

14.3.1.2 Telehomecare Service

Telehomecare is generally used for rehabilitation of the patients to minimize the 
number of visits for therapists, and thereby it reduces the risk involved in moving 
the patients. In Guillen et al.,18 a multimedia telehomecare system was presented, 
which enabled online interaction between a pat ient and the physician a s well a s 
online remote monitoring of e lectrocardiogram (ECG) signal, heart sound, and 
blood pressure signals. Similar systems were also proposed in Braecklein et al. and 
Kao et al.19,20

14.3.1.3 Prehospital Service

Prehospital s ervices p rovide effi  cient t rauma c are to i njured pat ients to re duce 
mortality and morbidity f rom t rauma due to a ccidents. In this c ase, pa ramedi-
cal s taff  c an p rovide i nitial a ssessment, re suscitation, a nd t reatment w hile t he 
patient is transported to the hospital. In Chu and Ganz,21 a prototype of a mobile 
teletrauma system using a 3G w ireless network was developed. Th is  system was 
deployed on a t ablet personal computer in an ambulance and the pat ient infor-
mation (i.e., v ideo, medical image, and ECG si gnal) c an be t ransmitted simul-
taneously through a cellular network. Also, emergency patients can be benefi ted 
through the online communications to a nd f rom ambulances before a rriving at 
hospital. Telediagnosis, long-distance support, and teleconsultation by expert phy-
sicians from a mobile health care system can increase the survival rate of patients 
signifi cantly.22

14.3.1.4 Mobile Health Care Service

Th e quality of health care can be improved through early diagnosis and treatment 
by using mobile eHealth service. Th is also reduces the cost of patient  transportation. 
In Takizawa et al.,23 an eHealth system using a c omputed tomography (CT) van 
was developed to provide health care services to patients in remote areas. Th e CT 
images are transferred via satellites to the health care center for diagnosis.

14.3.1.5 Intrahospital Monitoring System

In a hospital, the vital biosignal data of a patient can be monitored and transmitted 
to the corresponding medical staff  through wireless communication. In Lin et al.,6 
a portable physiological monitoring system based on wireless PDA was presented. 
In this system, sensor devices were connected to the PDA to record biosignal (e.g., 
heart rate and three-lead electrocardiography). Th e PDA transmitted the biosignal 
data to a management unit in real-time using a WLAN connection.
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14.3.1.6 Medical Information Management Service

Medical i nformation m anagement s ervices p rovide c ontrol a nd m anagement 
 services to the physicians and health care staff s. Th ese services can be provided in 
both offl  ine and online manners. For offl  ine operation, pre-recorded or  historical 
data s tored in personal medical information servers a re re trieved through a h os-
pital’s i ntranet to b e p rocessed. F or e xample, a fter b iosignal d ata o r r adiology 
images are collected, they are analyzed and the results of this analysis are used for 
 scheduling and planning treatment as well as health care services to the patients. 
On the other hand, for online operation, an injured patient can be observed and 
diagnosed through prehospital service in real-time so t hat preliminary treatment 
can be provided instantly.

In a clinical grade health care network24 (i.e., which provides a complete infor-
mation s ystem fo r c linicians) m edical d ata i ncluding m edical h istory re cords, 
patient treatments, test results, diagnoses for current admission, patient monitoring 
data, and laboratory tests for ongoing treatment need to be communicated among 
clinics and hospitals/health care centers. Also, applications such as multimedia col-
laboration among doctors, pharmacists, and drug dosage management staff  need 
to be supported.

14.3.2  Application of 4G Heterogeneous Wireless 
Access Systems for eHealth Services

14.3.2.1  Limitations of Traditional Wireless eHealth Systems

Traditionally, eH ealth s ervices h ave b een p rovided u sing w ired c ommunication 
channels suc h a s te lephone a nd c able modems. Th e major shortcoming of t hese 
technologies is the lack of mobility. By using 4G wireless systems, the quality of the 
eHealth services can be improved with higher availability. Because the traditional 
wireless eHealth services mostly rely on a single wireless technology, the usability, 
manageability, and performance of these systems are limited.

Usability: Th e limitation of a single wireless technology for eHealth services 
results due to limited coverage area. For example, if the patients need to be 
transported out of the hospital, follow-up systems based on WLAN cannot 
be used. In this case, systems with multi-interface wireless technologies are 
needed to enhance the usability of the wireless service.
Manageability: eH ealth s ervices/systems de veloped u sing d iff erent wireless 
technologies are often diffi  cult to manage and to operate in an effi  cient way. 
For e xample, i nter- a nd i ntrahospital fo llow-up s ystems ba sed o n c ellular 
networks and WLANs require diff erent system operators and also the radio 
equipment may not interoperate.

•

•
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Performance: Th e major limitation of a wireless eHealth system using a  single 
wireless t echnology a rises d ue t o t he fa ct t hat ea ch n etwork ha s limi ted 
 capacity and most of the time the network must serve several types of users 
(e.g., follow-up patient needs to share wireless channels with voice users in a 
cellular network). In this case, a heterogeneous wireless access environment is 
desired to share the total load effi  ciently.

14.3.2.2  Usage Scenarios of eHealth Services in a 4G 
Heterogeneous Wireless Access Network

Figure 14.2 shows how the d iff erent eHealth services can be provided through a 
heterogeneous wireless access network. Four d iff erent usage scenarios of eHealth 
services in a 4G wireless network are shown in Figure 14.3.

Follow-up service: Because follow-up patients can move freely from one place 
to another (e.g., from indoors to outdoors and vice versa),  fl exibility of the 
eHealth s ervices c an b e i mproved i n a h eterogeneous a ccess n etwork b y 
using vertical handoff  among the diff erent networks. To achieve this capa-
bility, the radio equipment can be employed with multiple wireless interfaces 
(e.g.,  cellular network, W MAN, a nd W LAN). W hen t he pat ient i s at a n 
 outdoor  location, c ellular n etwork a nd W MAN a re p referable. H owever, 
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if the pat ient i s inside the hospital or in a p lace where wireless access to a 
hotspot i s ava ilable, fo llow-up s ervice c an b e h anded off  vertically to the 
corresponding WLAN whose bandwidth is much larger than that of cellular 
network and WMAN.
Intrahospital service: Inside a hospital, a b iosignal monitoring system can be 
developed based on a wireless personal area network (WPAN), for example, a 
ZigBee-based wireless sensor network, which can interoperate with a WLAN 
or a c ellular wireless network. In this scenario, intelligent and eff ective net-
work selection policy is required.
Prehospital service: High-speed wireless transmission with QoS support would 
be required for v ideo and voice communications between injured pat ients 
and physicians during prehospital service. While an ambulance is moving, 
eHealth traffi  c can be transferred through a WMAN or cellular network. In 
this case, radio resource reservation is needed to achieve zero blocking prob-
ability for emergency connections originating from mobile ambulances.
Telehomecare and mobile eHealth service: Telehomecare and mobile eHealth 
services c an b e p rovided t hrough a n i ntegrated W LAN/cellular/WMAN 
network architecture. For example, biosignal monitoring/videoconferencing 
equipment c an connect to W LAN access points (APs), which c an in turn 
connect to a health care center through WMAN BSs.
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14.4  A General 4G Wireless eHealth Network 
Architecture and the Related Research Issues

14.4.1 4G Wireless eHealth Network Architecture
A general 4G wireless eHealth network architecture for eHealth services is shown 
in Figure 14.4. Th is architecture basically integrates the hospital intranet with the 
service provider’s infrastructure.

Hospital intranet is  u sed a s t he ma in inf rastructure ins ide t he hospital to 
support health care applications. Th is intranet is connected with the  Internet 
and also with the enterprise wireless network such as WLAN hotspots and 
WPANs ( in-hospital s ensor n etwork fo r pat ient m onitoring) i nside t he 
hospital.
Service provider’s infrastructure for diff erent types of networks (e.g., cellular 
network, WMAN, and public WLAN hotspot) is responsible for transferring 
data traffi  c to and from the hospital/health care center. 

14.4.1.1 eHealth Agent

In this a rchitecture, a so ftware eHealth agent i s located in the service provider’s 
infrastructure fo r re source a llocation, a dmission c ontrol, a nd m obility m anage-
ment in a 4G wireless system. Th is eHealth agent maintains the QoS requirement 
and application-specifi c parameters for eHealth services. Although the basic struc-
ture of this agent can be the same for diff erent types of health care services, some 
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details may need to be customized based on the usage scenarios (e.g., follow-up or 
prehospital service). Th e functions of the eHealth agent are as follows:

Wireless c onnection manag ement: When a n e Health co nnection is  ini tiated, 
the service provider (e.g., cellular BS, WLAN AP, WMAN BS) consults with 
the eHealth agent to retrieve information on the connection’s  communication 
requirements. R elated i nformation ( e.g., Qo S re quirements a nd s ecurity 
 credential) are exchanged between the agent and the service provider for band-
width allocation and admission control. Also, the agent will facilitate handoff  
management (e.g., similar to the home agent in IPv6).
Gather data from multiple wireless networks: Th e main function of the eHealth 
agent is to collect data from multiple wireless networks  (Figure 14.5). 
 Simultaneous transmission over multiple networks will enhance the 
 application’s t hroughput. Th is collected data can be communicated to the 
hospital intranet. For this function, the eHealth agent will also be required to 
perform security functions such as authentication and authorization.

Note that the concept of agent was used in the context of eHealth service.25–30 
In Hayes-Roth and Larsson,25 an agent was used in a patient  monitoring application 
in a su rgical intensive care unit. It was designed to  support  collaboration among 
medical staff s by sharing knowledge. In Koutkias,  Chouvarda, and  Maglaveras,28 
an intelligent eHealth agent was designed to perform real-time patient health mon-
itoring in a home care service. By using biomedical  measurement, this agent is able 
to identify and classify the patient’s health problem. Appropriate recommendations 
and suggestions can be then made to the patient and the medical staff .
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14.4.1.2 Intelligent Software-Defi ned Radio

At the mobile side, an intelligent software radio is required to communicate with the 
eHealth agent. Th e function of this software radio can be summarized as follows:

Network selection: With multi-radio interface, a mobile in 4G networks will be 
able to connect to multiple wireless access networks simultaneously. Th ere fore, 
the fundamental function of intelligent software radio is to select an access net-
work among a set of available networks. Th e network selection in an eHealth 
environment should be based on the QoS requirement and transmission qual-
ity (e.g., signal-to-noise ratio, transmission rate, collision rate) of each network. 
Also, price of the network access can be taken into account for the selection.
Determine t ransmission pa rameters: Based o n t he s elected n etwork, 
 transmission m ust b e p erformed to s atisfy t he Qo S re quirement ba sed 
on t he g ranted r adio re source. Th e t ransmission p arameters a re d iff erent 
depending on the  physical and M AC specifi cations of each network. In a 
WLAN, the  transmission parameters are the channel access probability and 
bandwidth reservation if it is supported (i.e., this needs special MAC pro-
tocol because IEEE 802.11 standard does not support explicit bandwidth 
allocation). In a CDMA cellular network, transmission rate and transmit 
power are the transmission parameters. In IEEE 802.16, delay and through-
put requirements a re k ey performance pa rameters for re al-time a nd non-
real-time polling services, respectively.
QoS management: At a mobile unit, it is possible to service multiple traffi  c fl ows 
with diff erent QoS requirements for diff erent eHealth applications. QoS map-
ping would be one of the main functions of an intelligent software radio to sched-
ule eHealth traffi  c to be transmitted to suitable network interface (Figure 14.6). 
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For example, low pr iority t raffi  c can be t ransmitted through a W LAN while 
real-time traffi  c (e.g., video) can be transmitted through a WMAN by using the 
QoS support mechanism in IEEE 802.16.
Mobility/handoff  management: To p rovide s eamless m obility, a n i ntelligent 
software radio must include the functionalities to make a handoff  decision. 
Also, it has to determine which network it will be handed over to.

Th is  cognitive radio31 m odule i n t he i ntelligent so ftware r adio m odem
(Figure 14.7) is able to observe the radio environment. Th e observed data is used to 
gain knowledge of the environment through a learning process. From this knowl-
edge, the mobile is able to plan and optimize wireless access. If any decision has to 
be made, this will be based on the optimization result. Th en, an appropriate action 
is taken.

In a 4 G n etwork-based eH ealth s ervice en vironment, t he m obile n eeds to 
observe all available wireless services (i.e., WMAN, cellular, WLAN, and WPAN) 
and a lso t heir c haracteristics (e.g., c hannel quality, c ongestion l evel, a nd price). 
After gathering the information, the mobile optimizes the possible plan for trans-
mission i n e ach n etwork a ccording to t he Qo S re quirement o f t he ap plication. 
Th en, the decision is made so that the desired objective is achieved (e.g., minimize 
network congestion for follow-up service or minimize transmission delay for the 
real-time video from ambulances). Based on the optimized decision, network selec-
tion is performed and the optimized amount of bandwidth is requested.

One important issue in designing intelligent software radio is the interference 
management. F or e xample, i n a n i ntrahospital en vironment, d iff erent locations 
(e.g., surgical rooms, pat ient bed a rea) have d iff erent acceptable levels of  e lectro-
magnetic i nterference. B ecause so me m edical e quipment ( e.g., m icroelectronic 
sensor with radio communication module) is sensitive to electromagnetic interfer-
ence, intelligent software radio must be aware of such constraints and adapt the 
transmission accordingly (i.e., f requency band and transmit power). In this case, 
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an i ntelligent so ftware r adio c an be “ location-aware.” Th is  location information 
can be used for transmission adaptation. For example, wireless t ransmission in a 
surgical room, which consists of many pieces of medical equipment (e.g., wireless 
operating room controllers, wireless monitors, high-frequency surgical devices, and 
diathermy), is more constrained than that in an intermediate care unit in which 
basic biosignal monitoring systems (e.g., ECG) are installed. Also, to avoid inter-
ference to t he communication a mong t he medical equipment, spectrum sensing 
should be performed effi  ciently in an intelligent software radio. Many spectrum 
sensing techniques have been proposed in the literature.32–35

14.4.2 Research Issues
Several research issues related to this wireless eHealth architecture can be outlined 
as follows:

Resource reservation and admission control: Because diff erent eHealth services 
have diff erent priorities and also eHealth traffi  c shares the wireless resources 
with normal data traffi  c, resource reservation and admission control meth-
ods need to be designed accordingly. Emergency connections (corresponding 
to prehospital service) from ambulances carrying injured patients must be 
prioritized over a ll other connections a nd should e xperience z ero b locking 
probability. However, connections corresponding to mobile health care and 
follow-up services have less priority but still are more important than normal 
traffi  c.
Load balancing: Th is is important for transmission of rate-sensitive eHealth 
traffi  c corresponding to p rehospital and mobile health care services, which 
require v oice a nd v ideo c ommunications a s we ll a s fi le t ransfer. B ecause 
these connections may require bandwidth from the diff erent access networks 
simultaneously, effi  cient load balancing schemes would be required. A game-
theoretic method for load balancing in a heterogeneous wireless access system 
will be presented later in this chapter.
Intelligent software radio: Software radio at the mobiles and APs/BSs can learn 
and intelligently adapt to t he network conditions to i mprove network perfor-
mance. Th is adaptation should be performed in a cross-layer fashion.
Multihop communications: Diff erent from the homogeneous case, asymmetric 
wireless l ink c haracteristics ( e.g., i nterference, c apacity, a nd c ongestion i n 
diff erent f requency ba nds) i n a h eterogeneous w ireless a ccess environment 
must be taken into account while designing packet routing, scheduling, and 
radio re source m anagement p rotocols fo r m ultihop c ommunications. F or 
example, in telehomecare service, traffi  c from multiple follow-up patients can 
be aggregated through a W LAN AP and t ransmitted by a W MAN to t he 
hospital in a multihop fashion.
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14.5  Bandwidth Allocation and Admission Control for 
eHealth Services in a Heterogeneous Wireless 
Environment: A Game-Theoretic Approach

As shown in Figure 14.3, one of the major issues in a 4G wireless eHealth network 
is load balancing. Load balancing among multiple wireless access networks can 
improve the QoS performance of the service signifi cantly by utilizing simultaneous 
transmission over multiple wireless interfaces.

In t his s ection, we p ropose a ba ndwidth a llocation a nd a dmission c ontrol 
method fo r eH ealth s ervices i n a 4 G h eterogeneous w ireless a ccess n etwork i n 
which a mobile can connect to multiple networks simultaneously. Th is method is 
based on load balancing across the access networks. For load balancing and satisfy-
ing users’ QoS requirements, multiple networks need to c ooperate while off ering 
bandwidth to a connection. Th erefore, we formulate this situation as a bankruptcy 
game, which is a special type of N-person cooperative game.

In a scenario where the diff erent access networks are operated by diff erent oper-
ators, the solution of a c ooperative game model can satisfy a ll the operators (i.e., 
players in the game). In particular, a coalition among the networks can be formed 
and the amount of bandwidth to be off ered to the new connection by the diff erent 
networks can be determined. Th e solution is fair and can achieve an eff ective load 
balancing among the diff erent access networks.

Th rough a cooperative game-theory framework, the stability of the bandwidth 
allocation scheme is analyzed by using the concept of core. Th e amount of allocated 
bandwidth to a connection in each network is determined from the Shapley value, 
which is one of the solutions in an N-person cooperative game. Th en , an admission 
control algorithm is proposed to ensure that the QoS requirements of the ongoing 
and the incoming connections can be met.

Two m ajor te chniques a re u sed i n r adio re source a llocation for w ireless net-
works, i. e., c lassical o ptimization a nd g ame t heory. I n c lassical o ptimization, a 
single objective is defi ned for the entire system that is to be optimized. Also, many 
constraints can be incorporated in the formulation. Standard techniques in clas-
sical optimization (e.g., linear programming, linear integer programming, convex 
optimization,  Hungarian method, etc.) can be applied to obtain a solution that is 
systemwise optimal. Th at is, a single objective of the system is maximized or mini-
mized. On the other hand, in a s ystem consisting of multiple competing entities, 
a single objective cannot be defi ned due to the self interest of each of these entities 
(e.g., each user wants to maximize its QoS performance). In such a system, a game-
theoretic solution (i.e., equilibrium) can ensure satisfaction for each of the entities 
involved.

Game theory was applied to the problem of resource allocation in wireless net-
works.36–40 In Yaiche, Mazumdar, and Rosenberg,36 a bargaining game was formu-
lated for bandwidth allocation for elastic services (i.e., QoS performance of traffi  c 
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can be adapted according to radio resource availability) in wired networks. Th e Nash 
bargaining solution from cooperative game theory, which provides an  effi  cient and 
fair solution, was considered. Also, a distributed algorithm was  proposed to achieve 
the solution. In Lin et al.,37 the problem of admission control in a CDMA network 
was formulated as a noncooperative game considering churning of user from one 
service provider to a nother. Th e Nash equilibrium was considered as the solution, 
which satisfi es both the user and the service provider. In X ia,38 game theory was 
used to address the admission control problem in large-scale media delivery systems. 
A cooperative game was formulated between proxy and media servers to a llocate 
disk bandwidth. A fair solution was obtained from this game formulation.

None of these works considered the bandwidth allocation problem in a hetero-
geneous wireless networking scenario in which a single user can simultaneously use 
services off ered by multiple wireless networks.

14.5.1 System Model
We consider the service area shown in Figure 14.1 in which each sub-area is cov-
ered by one or more wireless access networks, namely, IEEE 802.11-based WLAN, 
IEEE 802.16-based WMAN, and CDMA-based cellular networks. In particular, 
in sub-area 1, only WMAN services are available. In sub-areas 2, 3, 4, and 5, 
services from cellular networks and WMAN are available. In sub-areas 6 and 7, a 
mobile can connect to all of the wireless access networks. A perfect power control 
is assumed to ensure uniform available transmission rate across the coverage area. 
A mobile uses multiple radio transceivers so t hat it can connect to multiple radio 
access networks simultaneously.

We consider emergency prehospital service, mobile health care service, and 
 follow-up s ervice. T raffi  c c orresponding to em ergency p rehospital c onnections 
 consists so f ECG , v oice a nd v ideo t raffi  c, and traffi  c c orresponding to m obile 
health care services consists of ECG, voice, video, and fi le transfer for radiology 
images. For follow-up service, we consider only ECG traffi  c. We assume that the 
connections for emergency prehospital services have the highest priority and those 
for mobile health care and follow-up services have higher priority than  normal 
voice a nd d ata c onnections. We a ssume t hat t he c onnection h olding t imes fo r 
 prehospital, m obile h ealth ca re, f ollow-up s ervices, a nd n ormal da ta s ervices 
are exponentially d istributed w ith means of 20, 30, 45, 15, a nd 5 m inutes w ith 
bandwidth requirements of 500 kbps, 700 kbps, 24 kbps, 200 kbps, and 16 kbps, 
respectively. Connection arrival processes are assumed to be Poisson.

WLAN: We consider IEEE 802.11 WLAN radio interface with early backoff  
announcement (EBA),41 which is an enhanced version of DCF. Th i s medium 
access control (MAC) protocol is compatible with the CSMA/CA protocol 
in the IEEE 802.11 standard. By incorporating the backoff  information into 
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the MAC header, mobiles can completely avoid collisions. Th e data transmis-
sion rate is 11 Mbps and the maximum saturation throughput in a W LAN 
achieved through EBA is 6.2 Mbps.41

Cellular netwo rk: We consider a wideband CDMA cellular wireless access 
system.42 In order to s atisfy a pa rticular bit-error-rate requirement, the cor-
responding Eb/Ie must be guaranteed. We assume that the transmission band-
width is 5 MHz, and Eb/Ie=8.17 dB so that the bit-error-rate is less than 10–4. 
Th e total transmission rate in a CDMA cell is 2 Mbps.
WMAN: We consider an IEEE 802.16-based WMAN radio interface, which 
supports data rate in the range of 10 to 50 Mbps depending on the band-
width of operation as well as the modulation and the coding schemes used. 
WirelessMAN-OFDM w ith T DMA/TDD ( i.e., OF DM/TDMA-TDD)-
based t ransmission i s a ssumed u sing 50 sub channels, e ach o f which h as a 
bandwidth of 320 KHz. Th e total bandwidth required (including the guard 
bands) is 20 MHz. Th e frame size is assumed to be 2 ms. In each subchan-
nel AMC is applied with seven transmission modes. In the MAC layer, the 
SSs use contention-free (polling) mode to request bandwidth by using BW-
request PDUs.

14.5.2 Bandwidth Allocation and Admission Control

14.5.2.1 Bankruptcy Game

Bankruptcy game is a special type of cooperative game which is generally used to 
divide a limited amount of resources among multiple players (i.e., more than two) 
in a fair manner. A description of this game is as follows. When a company owing 
money to N creditors becomes bankrupt, the creditors will divide the bankrupted 
company’s p roperty a mong t hemselves. I n g eneral, t he su m o f t he c laims f rom 
all creditors is larger than the value of this property (or the equivalent amount of 
money). Th is  confl icting situation can be formulated as an N-person game where 
the creditors of the game are seeking for the equilibrium point to divide the money. 
A detailed analysis of this bankruptcy game was presented in O’Neill.43

A standard bankruptcy game can be expressed by a fi nite set of players (i.e., 
creditors) A, a real positive number M which denotes the amount of the  bankrupted 
company’s money, and a nonnegative va lue di for claim from player i. To satisfy 
every player, the solution of the bankruptcy game must have the following t wo 
properties. F irst, t he m oney m ust b e c ompletely d istributed, a nd s econd e ach 
player has to obtain a nonnegative amount of money not exceeding this claim. Let 
xi denote the solution (i.e., amount of money) for player i. 

In a c ooperative game, a c oalition i s e stablished by the players to g ain better 
benefi t t han p laying a g ame w ithout c ooperation. Th e c oalition form i s u sed to 
represent such a game, and the payoff  of coalition is expressed by the characteristic 
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function. A coalition S is defi ned as a subset of A. In this case, ∅  and A denote 
an empty coalition a nd a g rand coalition, re spectively. Th e coalition form of a n 
N-person game is defi ned by the pair (A , v), where v is a characteristic function of 
the game. For the ba nkruptcy game c onsidered here, t he characteristic f unction 
can be defi ned as follows:43
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for all possible coalition S. In particular, the characteristic function of a coalition 
gives the minimum total amount of money that the players in that coalition will 
receive.

Th e core is generally used to obtain the stability region for the solution of an 
N-person cooperative game. Th e core is established based on the assumption that 
a p layer w ill not a gree to re ceive money l ess t han t hat t he p layer c ould obtain 
without coalition. Th is core of the game can be determined based on the imputa-
tions which are the payoff  vectors

  

(14.2)

where 
i

ix
∈∑ =
A

Aν( )  and x i ii ≥ ,∀ ∈ν({ }) A  den ote a g roup a nd a n i ndividual 
rational, respectively. In particular, group rational is the highest total payoff  that 
can be achieved by forming a coalition among all players and individual rational 
is the payoff  for which each individual agrees to join the coalition.

An imputation  is unstable with any coalition S if ν( )S
S

>
∈∑ i

ix . Specifi cally, 
if the imputation is unstable, there is at least one player who is unsatisfi ed due 
to the coalition (i.e., that player receives an amount of money which is less than 
what he could have obtained without joining the coalition). In other words, that 
coalition is infeasible, and therefore, cannot be formed. Th e stable imputation 
must satisfy a ll possible coalitions. Th erefore, t he core i s defi ned a s t he set of 
stable imputations, and hence, it represents the a rea corresponding to a s et of 
stable solutions for all players and can be expressed mathematically as follows:

  

(14.3)
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A method is required to obtain a specifi c solution (inside the core) in this N-per-
son cooperative game. For this, we use the Shapley value because its computational 
complexity is small and it can provide relatively fair solutions compared with other 
methods. Th e Shapley value can be obtained as follows:
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where |S| indicates the number of elements in the set S and xi i= φ ν( ) .

14.5.2.2 Bandwidth Allocation

We utilize t he ba nkruptcy g ame formulation for load ba lancing a nd ba ndwidth 
allocation for a new connection that is serviced by multiple networks simultane-
ously. Here, a mobile/connection is analogous to the bankrupted company and the 
requested bandwidth from the diff erent networks is equivalent to the money that 
has to be off ered to the diff erent networks that are the players in this game. Th es e 
networks cooperate to off er bandwidth to a new connection so that the bandwidth 
requirement o f t he n ew c onnection i s m et a nd a ll o f t he n etworks a re s atisfi ed 
with the solution (i.e., stable). Th e total number of players here is 3 and the set of 
players is defi ned as A = , ,{ }wl ce wm  for WLAN, cellular network, and WMAN, 
respectively.

When a n ew connection requests for bandwidth M, a c entral controller (e.g., 
eHealth a gent) de termines t he a mount o f off ered b andwidth t o t his c onnection 
from each network. Th is  off ered bandwidth is a function of the subscription class for 
that connection/mobile and the available bandwidth in each network. In  particular, 
the off ered bandwidth from each network i can be obtained as follows:
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(14.5)

where k ib ,
�  is the predefi ned off ered bandwidth by network i to a new  connection 

(or t he c orresponding m obile) w ith subscr iption c lass k, Bi
a( )  i s t he ava ilable 

 bandwidth i n ne twork i, bk
req( )  i s t he a mount of requested ba ndwidth by a n ew 

connection in class k, N is a uniform random number between zero and one, and 
r is a control parameter that will be referred to as the bandwidth-shaping parameter 
(i.e., 0 1< ≤r ). Th en, the Shapley value gives the amount of allocated bandwidth in 
each network i, i.e., x ii i= , ∀ ∈φ ν( ) A.
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14.5.2.3 Admission Control

When a m obile i nitiates a n ew c onnection, t he i nformation o n t he re quired 
 bandwidth is sent to the central controller, which computes the off ered  bandwidth 
by e ach n etwork ( i.e., t he S hapley va lue). Th e n ew c onnection i s a ccepted i f 

i
i k

reqx b
∈∑ ≥
A

( )  and x ii ∈ , ∀ ∈C A  (i.e., the Shapley value is in the core, namely, the 
solution is stable), and rejected otherwise. However, to prioritize eHealth connec-
tions over normal voice and data connections, a threshold-based admission control 
is used (e.g., threshold Tk for connection type k). In particular, if the  summation of 
total allocated bandwidth to the ongoing connections plus the bandwidth require-
ment for the new connection when divided by the network capacity is less than this 
threshold, a new connection is accepted, and rejected otherwise.

14.5.3 Numerical Results

14.5.3.1 The Core and the Shapley Value

We vary the amount of requested bandwidth and the resulting allocation in each of 
the networks as shown in Figure 14.8. As expected, the amount of allocated band-
width increases as the requested bandwidth increases. In Figure 14.8, the allocation 
can be divided into four intervals according to the amount of requested bandwidth 
(i.e., [0, 150], [150, 400], [400, 600], and [600, ∞]). In the fi rst interval, because the 
entire amount of requested bandwidth can be off ered by each network, the band-
width allocation in every network is equal. Th erefore, the fair way to allocate band-
width is to a llocate an equal amount from each network. For the second interval, 
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Figure 14.8 Example of bandwidth allocation.
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because the requested bandwidth becomes larger than the off ered bandwidth from 
one of the networks, the bandwidth allocation in each network becomes diff erent. 
In the third interval, the diff erences among the allocated bandwidths in diff erent 
networks become larger because the requested bandwidth is larger than the off ered 
bandwidth in two of the networks. If the requested bandwidth becomes increas-
ingly higher and becomes larger than the off ered bandwidth in all of the networks, 
the allocated bandwidth becomes constant.

14.5.3.2  Performances of Bandwidth Allocation 
and Admission Control Algorithms

Next, for the proposed bandwidth a llocation and admission control method, we 
evaluate connection blocking probability and network utilization under diff erent 
connection arrival rates (Figure 14.9[a] and Figure 14.9[b]). Here, the connection 
blocking p robability i s de fi ned a s a p robability t hat a n i ncoming c onnection i s 
blocked due to an admission control decision. Th is can be determined by the ratio 
of blocked connections to the total number of connections arriving at a particular 
service a rea. Network utilization determines the proportional of a llocated ba nd-
width to the total available bandwidth. It is averaged over the total simulation time. 
Th e t hresholds c orresponding to c onnections fo r em ergency p rehospital, m obile 
health care, follow-up, and normal voice and data services are set to 1.0, 0.95, 0.9, 
0.80, a nd 0. 85, re spectively, fo r a ll t he networks. For c omparison purposes, we 
also consider the traditional bandwidth allocation without load balancing. In this 
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traditional scheme, a connection will be accepted by the network with the largest 
available bandwidth. In this case, an incoming connection will be blocked if none 
of the available networks have enough bandwidth.

From Figure 14.9, connection blocking probabilities increase as traffi  c intensity 
increases. However, because radio re source re servation i s u sed, connection block-
ing  probabilities fo r eHealth c onnections a re much lower t han t hose fo r normal 
data and voice connections. Th e connection blocking probabilities for the proposed 
bandwidth a llocation a nd admission c ontrol scheme a re c ompared w ith t hose of 
traditional bandwidth allocation in which load balancing is not used. Th e proposed 
game t heory-based lo ad b alancing c an a chieve m uch lowe r c onnection blo cking 
probability. Also, the network utilization is much higher.

14.6 Conclusions
We have reviewed the basic features and the research issues in 4G heterogeneous 
wireless access networks and described potential applications of such a network 
to p rovide d iff erent eH ealth s ervices. Th e l imitations o f t he t raditional w ireless 
eHealth systems have been pointed out. A g eneral a rchitecture for a 4 G wireless 
eHealth n etwork h as b een p resented a nd t he re lated re search i ssues h ave b een 
outlined. To this end, for such a h eterogeneous w ireless access network we h ave 
presented a ba ndwidth a llocation a nd admission control scheme. Th is scheme is  
based on c ooperative g ame t heory i n which d iff erent t ypes o f networks m ake a 
coalition to off er b andwidth t o t he d iff erent t ypes o f eHealth c onnections. Th e 
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numerical results have shown that this bandwidth allocation scheme can improve 
the network performances in terms of resource utilization and connection blocking 
probability.
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Th e rapid evolution of wireless technology is allowing mobile health care technolo-
gies to become a reality. Th ese include the transmission of high-quality medical 
video sequences over unreliable wireless links. However, one of the key challenges 
in this area consists in the contrasting requirements of almost lossless compression 
and l ow ava ilable ba ndwidth, e specially i n u ltrasound a nd r adiology te lemedi-
cal consultation services. Joint source and channel coding and cross-layer design 
approaches have proven suitable for wireless video transmission over IP networks, 
but s uch a pproaches ha ve n ot b een s pecifi cally c onsidered fo r w ireless m edical 
video applications. I n t his c hapter we p resent a cros s-layer de sign approach fo r 
enhanced wireless u ltrasonography video streaming from a rem ote robotic scan-
ning s ystem i n a c ombined 3G/ WLAN environment. Th e c hapter outlines t he 
robotic ultrasonography system, then describes the joint source and channel cod-
ing methodology designed specifi cally for enhanced-quality ultrasound streaming. 
Some preliminary test results a re presented and future work in this a rea is  a lso 
addressed.

15.1 Introduction
Wireless medical imaging a nd te leconsultation represent emerging a reas w ithin 
the mobi le health care domain. Current and emerging developments in wireless 
communications i ntegrated w ith de velopments i n p ervasive a nd we arable te ch-
nologies will have a radical impact on future health care delivery systems, espe-
cially in wireless and mobi le u ltrasonography teleconsultation. M-health can be 
defi ned a s m obile c omputing, m edical s ensors, a nd c ommunications te chnolo-
gies for health care.1,2 Th is emerging concept represents the evolution of e-health 
systems f rom t raditional de sktop te lemedicine platforms to w ireless and mobile 
confi gurations.

Th e main wireless technologies suitable for enhanced wireless telemedicine sys-
tems are 3G (W-CDMA, CDMA 2000, TD-CDMA) and WLAN, not forgetting 
emerging technologies such as WiMAX, personal area networks, and ad hoc/sensor 
networks (exploiting short-range communications technologies such as Bluetooth 
and Zigbee). Fourth generation (4G) systems will integrate existing technologies in 
the common framework of IP-based systems.

In this chapter, we present an advanced mobile health care application repre-
sented by a mobile robotic tele-echography system that requires a demanding medi-
cal data and videostreaming traffi  c for h igh-quality d iagnosis in a h eterogeneous 
network topology that combines 3G and WLAN environments.
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We describe our approach based on a network-aware joint source channel cod-
ing a nd de coding ( JSCC/D)3 m ethod fo r ba ndwidth dem anding m edical v ideo 
streaming systems (referred to as “medical JSCC/D” or “m-JSCC/D”). Th e detailed 
JSCC approach is partly described elsewhere.4

Medical v ideo s treaming represents one o f t he h ighest dem anding te lemedi-
cal applications in wireless environments. Medical v ideo compression techniques 
for te lemedical applications have requirements of h igh fi delity, in order to av oid 
the loss of information that could help an acceptable d iagnosis quality. In order 
to keep diagnostic accuracy, lossless compression techniques are often considered 
when medical video sequences are involved. In any case, when transmission is over 
band-limited, error-prone channels, a compromise solution should be considered 
between compression fi delity and protection and resilience to channel errors and 
packet loss, to provide a medically acceptable diagnostic quality. From the medical 
imaging perspective, it has been observed that when lossy compression is l imited 
to ratios from 1:5 to 1:29, compression can be achieved with no loss in diagnostic 
accuracy.5 Furthermore, even if the fi nal diagnosis should be done using an image 
that has been reversibly compressed, i rreversible compression s till plays a cr itical 
role when quick access to data stored in a remote location is needed. For these rea-
sons, lossy compression techniques, such as H.264, have been considered for medi-
cal images and in particular ultrasound medical video compression.6 Th e se critical 
requirements dem and a c areful a nd ro bust ba lance b etween d iagnostic re quire-
ments and fragility issues of current wireless networks.

In this work, we particularly focus on compression based on video coding standards 
suitable for an ultrasound telemedical robotic system,7 such as MPEG-48 and H.264,9 
where the ava ilable error resilience tools may help in keeping an acceptable quality 
after transmission. Th e system we propose represents a new end-to-end optimization 
of an advanced m-health system over an integrated IP 3G/WLAN environment.

Th e approach presented in this chapter is based on the joint source and channel 
coding paradigm and provides an evolution from the communications theory per-
spective, apparently in contrast with the well-known “separation theorem” derived 
from Shannon’s theory.10 It has been shown in fact that separation is not optimal 
for wireless audio and video transmission, particularly when transmitting data with 
real-time constraints or operating on sources whose encoded data bit error sensitiv-
ity varies signifi cantly.

Recently, JSCC/D techniques that include a co-ordination between source and 
channel encoders were investigated,11 e.g., for transmission of audio data,12 images,13 
and video.14 In some of these works the transmission is adapted to the source charac-
teristics (unequal error protection [UEP]), either at channel coding level or through 
source adaptive modulation (see, e .g., Ha genauer, S eshadri, a nd Sundberg,12 and 
Dardari et a l.15). JS CC/D t echniques m ay a lso r equire t he u se of  r ate/distortion 
curves or models of the source in order to perform the optimal compromise between 
source compression and channel protection.13
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IP-based transmission systems require a further analysis step, because we have 
to consider that in order to allow joint design of the source encoder, at application 
layer, and of the channel coding strategy, at physical layer, information on the two 
blocks should fl ow in the protocol stack to allow the source encoder to profi t from 
information on the channel conditions and the channel encoder to exploit informa-
tion from the source. Information about the network condition can be exploited 
as we ll for s ystem optimization, e .g., by c ompressing t he source more when t he 
network is overloaded. Th is approach, developed in recent years, is known as “cross-
layer design”16,17 and consists of jointly designing the diff erent layers of the protocol 
stack, by exploiting at each layer global information from the system.

In t he rem ainder o f t his c hapter, we p resent t he cros s-layer de sign f ramework 
together with the application of this approach on a wireless robotic tele-ultrasonogra-
phy system for acceptable-quality medical video streaming requirements.

Some preliminary performance analysis results and discussion for future work 
in this area are also provided.

15.2  Mobile Robotic Tele-Echography and 
the OTELO System

Tele-ultrasound systems for remote diagnosis have been proposed in recent years18–

26 given the need to allow tele-consultation when access of the medical specialist to 
the sonographer is not possible. Ultrasonography is an examination strongly relying 
on specialized skills. Th e clinician performs the diagnosis both from static measure-
ments performed on images and from dynamical behavior analysis of the organs. 
Good hand–eye coordination is thus required and this aspect has to be considered 
in tele-consultation. Th e possibility to allow the expert to drive the probe and per-
form real-time evaluation of the relevant video is thus of high importance.

Th e LOGINAT project was developed in France since 1993 for inter-hospital peri-
natal care. Due to the limited performance of communication networks at that time, 
only s tatic images a nd related documents were tra nsmitted in  real-time. Similarly, 
the TeleInViVo European project21 developed a portable station to allow echographic 
exams in isolated regions. A digital tele-ultrasound system for real-time JPEG image 
transmission over wireline (leased 1.5 Mbps lines) is described in Sublett and Weaver.18 
In all these cases, the expert had to perform the diagnosis on a purely visual basis.

First examples of a robotic tele-ultrasonography system were represented by the 
SYRTECH system25 and the MIDSTEP European project.20 HIPPOCRATE, a 
robot for remote ultrasonography, is described in Masuda et al.23 A further exam-
ple i s V ilchis,22 w here a te le-operated ro bot fo r rem ote u ltrasonography ( TER) 
is de scribed, w ith MJPEG/MPEG v ideo t ransmission over w ireline ISDN/LAN 
systems. Such systems provide a b etter performance with respect to t he previous 
group, allowing the clinician to perform a more reliable diagnosis based not only on 
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single images and video, but also on their relation with the probe position when the 
image is captured. All the described systems only address wireline transmission.

In recent years, an advanced medical robotic system named OTELO (mobile 
tele-echography using an ultra-light robot) was developed, in the framework of a 
European IST funded project, consisting of a fully integrated end-to-end mobile 
tele-echography s ystem fo r p opulation g roups t hat a re n ot s erved l ocally, ei ther 
temporarily or permanently, by medical ultrasound experts.7,24 It comprises a fully 
portable te le-operated robot a llowing a sp ecialist sonographer to p erform a re al-
time ro botized te le-echography to rem ote pat ients. F igure 15.1 sh ows t he m ain 
operational blocks of the system.

Th is tele-echography system is composed of the following:

 1. An expert site, where the medical expert interacts with a dedicated patented 
pseudo-haptic fi ctive probe i nstrumented to c ontrol t he positioning of t he 
remote robot a nd emulating a n u ltrasound probe t hat medical e xperts a re 
used to handling, thus providing better ergonomics.

 2.  Th e communication media. We developed communication software based upon 
IP protocol to adapt to diff erent communication (wired and wireless links).

 3. A patient site made up of the six degrees of freedom (DoF) lightweight robotic 
system and its control unit. Further details on this system are described in 
Istepanian, Jovanov, and Zhang2 and Garawi, Istepanian, and Abu-Rgheff . 7

15.2.1  3G/WLAN Functional Modalities 
of the OTELO System

OTELO can be considered a s a ba ndwidth-demanding data t raffi  c advanced m-
health s ystem, w ith c hallenging c lasses o f QoS requirements, a s s everal medical 
ultrasound images, robotic, and other data have to be transmitted simultaneously. 
Such requirements are summarized in Table 15.1.

Expert Station
Located at a Hospital Center

Communication Link

3G/WLAN

Patient Station
Located at an Isolated Area

Medical Expert
Video-
Conf.

Video-
Conf.

Robotic System

Image Processing
Robot Controls

Ultrasound
Device

Ultra-
sound
Images

3G
Network

Robot Controls
Force Feedback

Figure 15.1 The OTELO mobile robotic tele-ultrasonography system.
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Figure 15.2 shows the general 3G/WLAN connectivity of the OTELO system 
and the interface requirements. In this scenario, we assume that OTELO’s expert sta-
tion is connected to the OTELO system via the specialist hospital WLAN network.

Th e de tailed m edical a nd n on-medical OT ELO d ata t raffi  c a re sh own i n 
Table 15.1.7 As the ultrasound images are mostly transferred from the robot probe 
to the OTELO expert station, the air interface, Uu, between the OTELO patient 
station and the radio network controller (RNC) bearer, is characterized by asym-
metric traffi  c load. Th e still ultrasound images, stream ultrasound images, ambient 
video, sound, and robot control data are sent over the uplink channel, while only 
robot control, ambient video, and sound need to be downloaded to the patient side 
(i.e., expert station uploading).

From Table 15.1, it can be seen that for the OTELO system the most bandwidth-
demanding traffi  c is the medical ultrasound (US) data. For this reason, the focus in 
the following sections is on the transmission of U.S. data in wireless environments. 
According to the communication link limitations, various scenarios can be identi-
fi ed with respect to the data traffi  c that should be sent simultaneously so as to enable 
performance of the medical examination, as explained briefl y in the following oper-
ational steps of this medical robotic system:

 1. When the expert is searching for a sp ecifi c organ (liver, k idney, etc.), high-
quality images may not be required. Simple compression methods or lossy 
techniques can be applied. Th e lowest data rate acceptable to medical experts 
is about 210 kbps with a frame update of 15 frames/sec.24

 2. When the organ of interest is found and small displacements of the robot are 
applied, it may be necessary to consider lossless compression techniques that 

Table 15.1 OTELO Medical Data Requirements and Corresponding Data 
Rates

Ultrasound 
Video

Ultrasound 
Still Images

Ambient 
Video 
Stream Voice

Robot 
Control 
Data

Flow direction Simplex: 
patient to 
expert

Simplex: 
patient to 
expert

Duplex Duplex Duplex

Transport 
protocol

RTP/UDP/IP TCP/IP RTP/UDP/IP RTP/UDP/IP UDP/IP

Speed 
requirement

Real-time Non 
real-time

Real-time Real-time Real-time

Payload 
data rate 
requirement

15 frames/
210 kbps

1 frame/10 
sec uplink

15 to 1 
frame/sec
symmet-
rically

16 kbps 
symmet-
rically

0.3 kbps 
symmet-
rically
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would b ring h igher i mage quality to t he e xpert. Th is lo ssless c ompression 
can be applied on the whole image or on a re gion of interest (ROI). From 
the medical perspective and in order to provide real-time virtual interactivity 
between the remote consultant and the manipulated robot, the best round-
trip de lay f rom t he expert s tation between t he robot commanded position 
and the received corresponding image should not exceed 300 ms.7

 3. For clinical validation purposes, there is the need to have a multi-site special-
ist w ireless connectivity in t he hospital a nd to p rovide a n a ssured medical 
diagnosis of the received ultrasound images. Hence in this study we assume 
an additional multi-specialist WLAN connectivity system to provide such 
wireless teleconsultation service.

15.2.2  802.11e WLAN Link Considerations in 
Expert (Hospital) Station

In this work we consider IEEE 802.11e WLAN connectivity, as it provides 
enhanced QoS features and multimedia support compared to t he existing IEEE 
802.11b a nd I EEE 802.11a w ireless s tandards, while maintaining f ull backward 
compatibility with them. In the 802.11a standard, an orthogonal frequency divi-
sion multiplexing (OFDM) encoding scheme is used rather than FHSS or DSSS. 
802.11b, often called Wi-Fi, considers complementary code keying (CCK) as the 
modulation method, which allows higher data speeds and is less susceptible to mul-
tipath-propagation interference.

Although WLAN connectivity allows the possibility to use higher bandwidth, 
we need to consider that data transmitted in the hospital WLAN is possibly 
received from the UMTS link. In this case, the UMTS link represents the bottle-
neck because the source bit rate in the WLAN section is limited to the one received 
from the UMTS link. In any case, more error protection can be provided to t he 
medical US data in the WLAN section given its higher available bandwidth.

15.3  Robust Multi-Layer Controller Structure 
for Enhanced Medical Video Streaming

In this section we describe the proposed cross-layer design framework for OTELO 
compressed u ltrasound v ideo t ransmission o ver 3G/ WLAN en vironments 
(ROAM).

Figure 15.3, in which a si ngle wireless hop is depicted, illustrates the overall 
system architecture proposed. Th e fi gure shows the transmitter side (patient side) 
in the upper part of the fi gure and the receiver side (expert side) in the lower part, 
including t he si gnalization u sed fo r t ransmitting t he medical J SCC/D c ontrol 
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information in the system. We focus, in fact, on the transmission of ultrasound 
video from patient to specialist. In addition to the traditional tasks performed at 
the application level (source encoding, application processing such as ciphering), 
at the network level, including RTP/UDP (possibly UDP-Lite)/IPv6 packetization, 
impact of IPv6 wired network, and robust header  compression (RoHC), medium 
access (including enhanced mechanisms for 802.11e), and radio access (channel 
encoding, interleaving, modulation), the architecture includes two  controller units 
at the physical and application layers. Th ose controllers, depicted in  Figure 15.4, 
are i ntroduced fo r su pervising t he d iff erent ( de)coders, ( de)modulation, a nd 
(de)compression mo dules a nd to  a dapt s aid mo dule  parameters t o c hanging 
 conditions, through the sharing of information about the source, network, and 
channel conditions and user requirements.

Table 15.2 shows the diff erent I/O information of each controller.
Clearly, when considering real-time diagnostic systems, this control informa-

tion needs to be transferred through the network and system layers, in a timely and 
bandwidth-effi  cient manner. Th e impact of the network and protocol layers is often 
neglected when studying joint source and channel coding and only minimal eff ort 
is made in fi nding solutions for providing effi  cient inter-layer signaling mechanisms 
for JSCC/D. Th e authors h ave identifi ed diff erent mechanisms t hat c ould a llow 
information exchange transparently for the network layers (see, e.g., Martini and 
Chiani27 and Martini et al.28).

Finally, it should be noted that additional information is requested by the sys-
tem for t he s et-up phase, where i nformation on ava ilable options (e.g., ava ilable 
channel encoders and available channel coding rates, available modulators, e tc.) 
and a-priori information on the transmitted ultrasound video (e.g., statistical char-
acterization of video sequence) are exchanged, the session is negotiated, and default 
parameters are set (e.g., authentication key, module’s default settings).

APP Controller Unit

• Selects medical video encoding
   parameters
• Determines average  protection rate 

PHY Controller Unit

• PHY controlling (with detailed CSI)

Source encoder parameters
(quantization parameters,
frame rate, GOV rate, …)

RoHC, UDPlite parameters, …

Average protection rate  RC 

Channel Coding
and Modulation

Data Link and MAC

IP

Source
Encoding

Streaming
Protocol (RTP)

Transport Protocol
(e.g. UDPlite)

App proc.

R-CSI
NSI

Medical Video
Quality
(expert side)
Feedback

CSI
SSI

Figure 15.4 The ROAM cross-layer controller structure (patient side).
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As shown i n Figure 15.4 a nd i n Table 15.2, t he application (APP) c ontroller 
collects i nformation f rom t he network ( NSI, i n terms of pa cket loss, de lay, a nd 
jitter) a nd h as ava ilability o f re duced c hannel s tate i nformation ( only c hannel 
state information averaged over longer time steps is available at this layer) and the 
quality metric of the previously decoded frame (or group of frames) of ultrasound 
video. According to this cross-layer information, it produces controls for the source 
encoder block (e.g., quantization pa rameters, f rame rate, er ror re silience tools to 
activate) a nd p ossibly t he n etwork. Th e c ontroller h as b een m odeled a s a fi nite 
state machine: t ypically, a l ow u ltrasonography v ideo-quality va lue a ssociated to 
a negative trend will cause a transition to a s tate characterized by a higher robust-
ness, i.e., with a higher compression allowing invoking stronger error-resilient tools 
and lower-rate/higher-protection channel coding. When there is network conges-
tion, the controller immediately sets the state to the one characterized by the low-
est source bit rate (corresponding, for example, to the minimum requirements for 
OTELO medical video), in order to reduce as much as possible the amount of data 
that have to fl ow through the IPv6 network.

Given the bit rate associated to t he chosen state, the code rate Rc available for 
signal protection is evaluated and such information is provided directly to the PHY 
controller, whose task i s to p rovide controls to t he physical layer blocks, i.e., the 
channel encoder, modulator and interleaver, by deciding on the channel coding rate 
for each diff erent sensitivity partition of the source ultrasound video, with the goal 

Table 15.2 I/O Parameters of System Controllers in the Described 
Scenario

APP Controller PHY Controller 

Input R-CSI (reduced channel state 
information)

CSI (channel state information)

NSI (network status 
information)

SSI (source signifi cance 
information)

US video quality in the 
previous time step 

Average channel code rate Rc 
(from the APP controller) 

Output Source encoder quantization 
parameters for I and P frames 
(qI, qP)

Code rates Rc,i of each 
sensitivity class in the US 
video stream 

Source encoder frame rate Adaptive bit-loading parameters 
for multicarrier 

Source encoder intra frames 
refresh rate (GOP length)

Average channel code rate Rc 
(derived from the previous 
parameters)
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of minimizing the total distortion with the Rc constraint (for the general procedure, 
see Martini and Chiani14).

Th e source encoded medical video bit stream may in fact be separated in parti-
tions or l ayers w ith d iff erent s ensitivity to c hannel er rors. A d iff erent protection 
can thus be used for the diff erent partitions, when allocating the average channel 
coding rate available. As an example, in the case of MPEG-4 video the bit stream 
can be separated in packets and each packet can be separated in a header and two 
data partitions, with diff erent error sensitivity. Packets from I (intra) frames can be 
separated in a fi rst class related to DC DCT coeffi  cients and a second class related 
to AC DCT coeffi  cients, whereas P (predicted) frames packets can be separated in 
two partitions relevant to motion and texture data, respectively. Th is  diff erent sen-
sitivity can be exploited to perform unequal error protection, either at the applica-
tion layer or the physical layer. Th e video stream sensitivity can be modeled similar 
to Martini and Chiani14 in order to simplify the UEP policy. Similarly, in the case 
of H.264-based compression, the data partitioning tool or the granularity off ered 
by scalable video coding (SVC) may be exploited.

Unequal protection based on ROI can also be considered, by exploiting the pos-
sibility off ered by the MPEG-4 standard to separate any video sequence in video 
objects that can be diff erently managed. In this view, the identifi cation of regions of 
interest allows dedicating a higher protection to the region of interest, allowing an 
increase in diagnostic accuracy, for a fi xed available bandwidth.

Furthermore, the PHY controller subunit sets the parameters for bit-loading in 
multicarrier modulation, interleaver characteristics and performs a t rade-off  with 
receiver complexity. Again, the metric chosen for representing distortion should be 
representative of diagnostic accuracy.

15.4 Results and Discussion
In order to demonstrate the feasibility of the proposed framework and to evalu-
ate the performance achievable, the proposed cross-layer controlled architecture 
has b een i mplemented w ith i ts d iff erent sub -blocks, n amely: ap plication l ayer 
controller; source encoder/decoder (three possible codecs: MPEG-4, H.264/AVC 
and sc alable v ideo c oding i n H. 264/AVC A nnex G ), w here so ft-input so urce 
decoding is also allowed for H.264/AVC; cipher/decipher unit; Real-Time Trans-
port Protocol (RTP) header insertion/removal; transport protocol header (e.g., 
UDP-Lite, UDP, or datagram congestion control protocol [DCCP]) insertion/
removal; IPv6 header insertion/removal; IPv6 mobility modeling; IPv6 network 
simulation; RoHC; DLL header insertion/removal; radio l ink, including physi-
cal l ayer c ontroller, c hannel en coder/decoder ( convolutional, r ate c ompatible 
punctured convolutional [RCPC], low density parity check [LDPC] codes with 
soft and iterative decoding allowed), interleaver, modulator (also OFDM, TCM, 
TTCM, S TTC; so ft a nd i terative dem odulation a llowed) a nd c hannel ( e.g., 
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additive white Gaussian noise [AWGN], Rayleigh fading, shadowing, frequency 
selective channels).

Th e proposed structure is implemented in a simulated laboratory environment 
with i mages a nd v ideo s tream acquired f rom t he re al OT ELO s ystem. Th e test 
ultrasound video sequences acquired by the robotic sonographer are thus provided 
to the source codec, performing source (MPEG-4/H.264) encoding (according to 
the parameters suggested by the APP controller) by every controller time-step. Th e 
encoded bit s tream i s t hen processed by the lower l ayers and fi nally transmitted 
over the wireless channel model. Th e parameters of upper layers, down to the net-
work, are determined by the application layer controller unit by every APP control-
ler time-step. Th e parameters of lower layers, in particular of the physical layer, are 
determined run-time by the PHY controller unit with the relevant time-step (lower 
or equal to the one of the APP controller). In particular, the application layer con-
troller unit performs source bit rate adaptation and the physical layer one provides 
UEP, according to the average bit rate suggested by the APP controller, and drives 
adaptive bit-loading for multicarrier modulation. Default parameter setting is con-
sidered in the initialization phase.

Th e 802.11e WLAN support was added at the radio link level, with a total bit rate 
of 12 Mbps. Th e ultrasonography video stream is coded according to t he MPEG-
4 standard and a ssumed to b e multiplexed with other real-time t ransmissions, so 
that it occupies only an average portion of the available bandwidth corresponding 
to a c oded bit rate of 650 kbps. Th e CIF image resolution has been selected. Th e 
MoMuSys MPEG-4 reference video codec is considered, with some modifi cations 
in the decoder to improve bit error resilience. Th e modifi ed decoder is used both in 
the adapted and in the non-adapted system. A test echocardiography video sequence 
is considered in the example shown.

RoHC is also applied, in order to compress the transport and network headers 
by transmitting only non-redundant information.

Channel c odes a re i rregular rep eat-accumulate ( IRA) L DPC c odes w ith a 
“mother” code rate of (3500, 10500), properly punctured and shortened in order to 
obtain diff erent code rates. Th e resulting codewords are always 4200 bits long. Th e 
code rate is 2/3 for the non-adapted system (EEP); in the adapted case the code rate 
can change according to source signifi cance information (SSI) in order to perform 
UEP. Th e average coded bit rate is the same in both cases considered.

In the fi rst c ase, t he modulation i s a “ classical” OFDM with 48 c arriers for 
data t ransmission a nd a f rame d uration o f 4 µ sec; m argin a daptive b it-loading 
techniques managed by the PHY JSCC controller a re considered in the adapted 
system.

Th e channel is obtained according to the ETSI channel A model, representing 
the conditions of a typical offi  ce (hospital) environment. It takes into account also a 
log-normal fl at fading component with channel coherence time of 5 sec, to consider 
the fading eff ects due to large obstacles. A median signal-to-noise ratio of Eb/N0 = 
13.2 dB has been considered.
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For the scenario considered, fi ve diff erent states have been chosen for the APP 
JSCC controller, each characterized by diff erent sets of values for the above-men-
tioned parameters. State 1 corresponds to the lowest source data rate (lowest video 
quality) and highest robustness, whereas state 5 corresponds to the highest source 
data rate (highest video quality) and lowest robustness. Th us, increasing the state 
number means increasing the robustness transmission at a cost of loss in the error-
free received video quality.

Table 15.3 shows the relevant frame rates and corresponding states with result-
ing data rates used in the simulation set-up.

Th e source bit rate after MPEG-4 compression depends on the APP controller 
status and ranges from 210 (state 1) to 384 kbps (state 5), taking into account also 
the overhead due to the various network headers, and it is thus in good accordance 
with t he OT ELO re quirements, a s sh own i n Table 15.1 a nd i n S ection 15.2.2. 
Note that in some cases, to keep an acceptable video quality in very deep fades or 
network congestion, the most robust states have to consider lower frame rates than 
those required by the OTELO system.

State 4 i s the reference one, i.e., the one considered in the non-adapted case, 
whereas the controller switches among the states in Table 15.3 in the adapted case. 
Th e maximum bit rate over the channel is 450 kbps.

Th e simulation set-up is summarized in Table 15.4.
Figure 15.5 shows the comparative results of the system in terms of PSNR and 

structural similarity metric (SSIM),29 a we ll known video quality metric used for 
better subjective video quality assessment. Th e quality curves reported in the graph 
have been obtained through the average of four distinct simulations, run with dif-
ferent noise speeds. Quality values averaged over 1 sec are reported in the results. 
Moreover, the quality values have been normalized with respect to the maximum 
value achieved in order to a llow the comparison of diff erent metrics in the same 
fi gure. An average gain of 4.4 dB in terms of PSNR is provided by the system, 
allowing the performance of the diagnosis with much higher accuracy than in the 
non-adapted case, as visual results confi rm. It is clear from these results that even 

Table 15.3 Sets of Source Encoder Parameter Values Used by the APP 
ROAM Controller (Medical Video Encoded According to MPEG-4 
Standard)

State (qI, qP) Frame Rate
Group of Pictures 

(GOP) Length

Resulting Bit Rate 
of Ultrasound 
Video (kbps)

1 14,16  7.5  8 210

2 11,14  7.5  8 241

3 11,12  7.5  8 269

4 11,13 15 15 363

5 10,12 15 15 384
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Table 15.4 Summary of the ROAM Functional Parameters Used for 
OTELO System Test
US Test Video Sequence

US Video sequence Echo-cardiogram video sequence

Video format CIF (352 × 288)

Frame rate 30 frames/sec

Duration 4.5 sec (then looped)

Joint Control

Overall coded bit rate 650 kbps (after channel coding)

Control update step 1 sec

Source Coding

Encoded sequence frame rate 7.5/15 frames/sec

Intra frame refreshment period 8/15 frames

Source bit rate Reference mode: average rate of 270 
kbps

Adapted mode: variable rate from 155 to 
295 kbps

MPEG-4 packet average size 180 bytes

Encoding mode Data partitioned mode

Extra header maximal size (for rate 
estimation)

96 bits (0 in classical mode)

Packetization and Transport

Real-time management RTP standard format

Transport protocol UDP-Lite

Transport checksum coverage UDP-Lite+RTP

PHY Layer

Channel encoder IRA-LDPC codes of “mother” rate 
(3500,10500)

Codewords length 4200

Supported code rates 1/3, 1/2, 2/3, 3/4, 5/6

Modulation OFDM with 48 subcarriers for data, 
adaptive bit-loading in the adapted case

Frame duration 4 μsec

Number of RX/TX antennas 1/1

Maximum coded bit rate 650 kbps

(Continued)
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in deep channel fade conditions the medical video quality in the ROAM adapted 
system is kept within acceptable levels. In particular if such fades happen in the fi rst 
part of the ultrasonography, where the medical doctor is searching for the specifi c 
organ, this allows a reduction of the search time, avoiding the time where the qual-
ity of the communication is not acceptable.

Results in terms of complementary cumulative distribution function of video 
quality expressed as SSIM are reported in Figure 15.6. We may observe, for exam-
ple, that the probability to have a video quality above 0.7 in terms of SSIM, which 
can be considered a s a t hreshold for acceptable quality, i s 0.95 in the cross-layer 
adapted c ase, w hereas i t i s o nly 0. 71 i n t he re ference c ase. Th e re levant PS NR 
results are reported in Table 15.5.

Table 15.4 Summary of the ROAM Functional Parameters Used for 
OTELO System Test (Continued)

Radio channel Frequency selective (according to ETSI 
channel A model), with channel sample 
time of 1 ms (= block fading duration) 

Slow fading Uncorrelated log-normal distribution, 
σdB = 4 dB

Slow fading coherence time 5 sec (= block fading duration)

Median Eb/N0 13.2 dB
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Figure 15.5 Comparative performance of the ROAM and reference 
 architecture. Normalized PSNR and SSIM versus time.
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Figure 15.7 shows example comparative visual results for the echocardiography 
sequence acquired on the expert side, in accordance with average visual impact, in 
the tested set-up. Th e original frame (no. 422) of the U.S. test sequence is reported 
in Figure 15.7(a). Th e corresponding re ceived v ideo f rame w ith t he non-adapted 
system is reported in Figure 15.7(b); this fi gure clearly shows evident artifacts, in 
terms of light stripes, aff ecting the accuracy of the diagnosis. Figure 15.7(c) shows 
the c orresponding re ceived v ideo f rame w ith t he a dapted s ystem, p resenting a 
much higher visual quality, also refl ected in very good diagnosis accuracy. Th es e 
preliminary results highlight the successful application of the outlined framework 
on the OTELO system.

Th e ma in p roblem in  ad vanced m -health a pplications in volving m edical 
video transmission is in acceptance from the medical community, because such 
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Figure 15.6 Comparative performance of the ROAM and reference 
 architecture: Complementary cumulative distribution function of 
ultrasound video quality in terms of SSIM.

Table 15.5 Comparative PSNR Results in Subsequent 30 Sec of the Tested 
Ultrasound Video Sequence
ROAM 30.4 28.2 30 32.3 30.6 19.9 18.6 22.8 21.2 20.6

Reference 24.4 25.4 30.8 30.9 28.9 14.5 13.1 12.7 13.7 13.7

ROAM 29.1 31.7 29.7 31.2 30.1 17.6 21.4 20.2 27.5 25

Reference 29.6 29.5 27.3 27.2 27.7 17.4 14.5 16.3 16.9 17.4

ROAM 31.5 29.3 30.3 29.7 27.6 31.5 29.6 32 30.5 28.6

Reference 22.6 24.6 22.4 24.3 23 21.9 29.6 30.4 28.3 27.2
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systems a re often a ssociated with poor v ideo quality, not acceptable even for a 
fi rst-level d iagnosis. According to t he obtained re sults, the presented approach 
allows an acceptable diagnostic accuracy for diagnosis, although a clinical per-
formance evaluation should confi rm it, and this is part of the ongoing work in 
this area.

To c onsider a n o bjective, au tomatically i mplementable, v ideo quality a ssess-
ment metric well representing diagnostic accuracy would help in improving system 
performance. In this case, in fact, the multi-layer controller would perform opti-
mization according to a target better representing the medical goal and would use 
such a metric as input of its optimization algorithm.

15.5 Conclusions
In this chapter we introduced a cross-layer design for wireless medical video trans-
mission from a mobile robotic tele-ultrasonography system. A cross-layer approach 
based on a multi-layer controller structure for enhanced medical video streaming in 
robotic tele-ultrasonography applications is presented.

In particular we presented a cross-layer design based on a dual application and 
physical c ontroller u nits. Th e fo rmer d rives t he source encoder pa rameters w ith 
the knowledge of channel and network state information and of the medical video 
quality at t he expert site, and the latter unit performs adaptation to t he channel 
conditions and exploits the knowledge characteristics of the ultrasonography video 
stream to provide diagnostically acceptable received video streams.

Th e proposed framework is implemented in a simulated laboratory environment 
with images and video stream acquired from the real OTELO system. Results in 
the c ase of u ltrasonography video tr ansmission over a  W LAN link  show t hat a  
great improvement in terms of both objective medical video quality and of subjec-
tive quality is achieved with the proposed system.

Ongoing work is currently underway to te st the performance of the proposed 
system in real medical and clinical settings to verify the performance of the robotic 
system in hospital and emergency situations. Further work is also planned to te st 
the presented framework in 3.5G (HSDPA) systems.
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Th e limitations of mobile computing environments (MCEs) for teleteaching and 
clinical medicine are discussed in this chapter. We examine the diff erent mecha-
nisms fo r a daptations t hat a re cr itical fo r p erformance fo r m obile te lemedicine. 
Our applications and implementation fall under the domain of mobile information 
access to a centralized server. Many algorithms are built in-house and involve inter-
acting, a nnotating, c onstructing, a nd a nalyzing d iff erent k inds o f i nformation, 
medical images, and multidimensional, multimedia database and video streaming 
applications. We examine strategies that may enable these applications to continue 
working seamlessly in any mobile computing environment.

16.1 What Is Mobile Computing?
Basically, mobile computing systems are distributed systems. A distributed system is 
a collection of independent computers that appears to the users as a single coherent 
system. A network is required to communicate between diff erent machines. Wireless 
communication is needed to enable mobility of communicating devices. In our con-
text, we are concerned only about logical aspects of mobile communication. What is 
the diff erence between mobile computing and communication? Communication is 
necessary for computing. Many mobile computing tasks require mobile communi-
cation. But mobile communication does not solve all the problems. As we will see in 
this chapter, there are lots of issues that need to be resolved from a higher level per-
spective than just being able to exchange signals and packets. One example is to send 
a patient’s diagnosis, data, and video images from Toronto to a specialist in Boston 
via a mobile phone, as shown in the TeleMedMail application in Figure 16.1.
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Another example is watching and interacting with video data streaming over 
the Internet. For telemedicine and clinical teaching, we probably wish to “interact” 
with the data set because i f we c an v iew a ro tation, a c ut through, or look f rom 
behind, the functional and anatomical images would be much more informative. 
Interactive en gagement a nd f ruitful i nteraction b etween m embers o f a l earning 
community, who may be globally distributed, may provide an environment for cre-
ative thinking. Suppose you are on the move and you are just watching a streaming 
video. Wireless communication is diff erent from wired communication. When you 
have a wire you usually have a fi xed bandwidth. Once the application is started and 
the movie begins you can watch the movie at a good quality of service (QoS). How-
ever, in wireless communication the wireless bandwidth i s mostly shared among 
several users in a dynamic fashion. Th at is to say, there is no dedicated bandwidth 
available. E ven i f yo ur ap plication c an re serve c ertain w ireless ba ndwidth, d ue 
to the nature of wireless media, the usable bandwidth fl uctuates. Th ere a re both 

Figure 16.1 TeleMedMail is an open source mail client for telemedicine. 
Written in Java, it is a platform-independent, object-oriented development 
tool. TeleMedMail enables encryption and compression. When a case is sent 
through Email, the content, which is in the form of text, is changed to HTML by 
TeleMedMail and images are seen as thumbnails. TeleMedMail has the option 
of encrypting the data with an RC4 “secret key” algorithm. Our implementation 
of TeleMedMail offers additional support that allows resume-sending parts of a 
mail if a network connection is lost.
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short- and long-term fl uctuations. Th e question is how the application best responds 
to these fl uctuations. One solution is the application responds in a uniform man-
ner, irrespective of the data set. Th e other approach is to respond based on the type 
of “data set” you are studying. For example, suppose you are watching an action 
movie. Th e application can reduce the bandwidth requirement by switching from 
full-colored video to black-and-white or by reducing the resolution. On the other 
hand, i f you a re interested in only t ranscribing a d iagnosis, t he application may 
switch to simply audio streaming of the radiologist’s comments. So the decision is 
based on the content of the video, and the decision making may involve both the 
client and the server. Th e client needs to inform the server that it no longer wants 
the video frames.

In this chapter we will also re-examine computer (software) system design and 
see how it needs to be changed in order to accommodate mobility. As we will see, 
many of the changes have to do with providing mechanisms for adapting to chang-
ing environmental and system conditions such as location, available resources, etc. 
Mobile c omputing i s a bout p roviding i nformation a nytime, a nywhere, o r m ore 
generally computing anytime and anywhere.

Mobile computing is  a lso about dealing with limitations of mobile comput-
ing devices. For example, PDAs and laptops have a small interface and are battery 
powered. One of the major issues is how to do computation in an energy-effi  cient 
manner. Th e battery technology is not advancing at the same pace as the processor 
technology. One does not have to de al with these issues when designing systems 
for stand-alone systems or distributed systems. One may have to deal with issues of 
fault tolerance in distributed systems such as server crashes or network links fail-
ures. However, energy is usually not an issue. In mobile systems, energy becomes a 
resource like processing time or memory space. So now one has to design resource 
management techniques for energy as seen in traditional operating systems, which 
deal with process and memory management.

How about security or privacy? Wireless communication happens on an “open” 
wire and is relatively easy to tap. It might seem that traditional techniques of cryp-
tography can be used to secure communication. However, the main problem is that 
the secure techniques designed for the wired networks are computational and com-
munication intensive. Attempts to reduce their overheads lead to s ecurity schemes 
that are relatively easy to break. If there is little security, no serious medical applica-
tion is viable.

16.1.1 Middleware for Mobile Systems
Diff erent computers in a mobile computing environment may have diff erent capabili-
ties. A ny c ollaborative a ctivity b etween t hese de vices needs a n u nderlying so ftware 
entity to deal with heterogeneity of the devices. Th is software entity is called middle-
ware. Middleware may also allow a mobile device and a wired device to interact. When 
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a mobile client moves from one administration to another administration domain it 
may want to know what new services are available.

16.2 Adaptability: Critical for Mobile Computing
What are the techniques by which we are able to adapt to diverse environments in 
telemedicine and teaching? Can we incorporate some of these techniques into our 
computing systems? Anyone who has seriously used computers would like them 
to be more re silient a nd adaptive to o ur needs a nd ci rcumstances. C omputing 
systems and applications fail for various reasons. What is most frustrating is when 
they f ail for no apparent re ason. You install a n ew application a nd some other 
apparently u nrelated ap plication s tops f unctioning. A nd sometimes, we w ould 
just desire that computers could learn from our past actions and act proactively 
and appropriately. Making systems resilient and adaptive is not a trivial task.

Th e vision of mobile computing is to be able to roam seamlessly with your 
computing de vices a nywhere w hile c ontinuing to p erform yo ur c omputing a nd 
communication t asks u ninterrupted. M any te chnological a dvances at va rious 
fronts such as security, privacy, resource a llocation, charging, and billing have to 
be made in order to make this feasible. A quintessential characteristic for suitability 
to mobile computing of any solution for these problems is their ability to adapt to 
dynamic c hanges i n c omputing a nd c ommunication en vironment. Th e system’s 
agility to react to the changes in the computing environment and to be able to con-
tinue the computing task uninterrupted is a new measure of performance in mobile 
computing environments.

Consider the scenario where you move from coverage area of one access point 
to another while, for example, a v ideo streaming application i s running on your 
computer. In order to continue receiving the video stream uninterrupted and pos-
sibly with no deterioration in the v ideo quality, the v ideo stream packets should 
now be automatically routed through the new access point. In an IP-based network 
this may involve the mobile c lient obtaining a n ew IP address in the new access 
point’s IP network and informing the server so that it can send the packets to the 
new address. Many more sophisticated techniques have been developed. Th e point 
here i s that the underlying protocols have to t ake many actions automatically in 
order to en sure continued connectivity and in this case uninterrupted viewing of 
the v ideo s tream. In e ssence t he u nderlying s ystem has to a dapt to t he c hanges 
in the environment such as the confi guration, availability of communication, and 
computation re sources a nd s ervices. However, i s t his enough? More sp ecifi cally, 
the above adaptation scheme did not take into account the applications’ require-
ments and the applications themselves did not have any part to play in the adapta-
tion. Does this application-transparent way of adapting suffi  ce to meet the goals of 
mobile computing?
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16.2.1 Transparency
Transparency is the ability of the system to hide some characteristics of the underly-
ing implementation from the user. Much of the research eff ort in distributed com-
puting has been devoted to developing mechanisms for providing various forms of 
transparencies. Examples include the following:

Access transparency is the ability of the system to hide the diff erences in data 
representation on various machines and how a particular resource is accessed
Location transparency is the ability of the system to hide where the resource 
is located; related to location transparency are

Name transparency (which ensures that the name of a resource does not 
reveal any hints as to the physical location of the resource)
User mobility (which ensures t hat no matter which machine a u ser i s 
logged onto, she should be able to access resources with the same name)

Failure transparency is the ability of the system to hide failure and recovery 
of a system component

Mobile computing systems can be viewed as a form of distributed system and 
attempts can be made to provide “mobility transparency,” which would encompass 
the t ransparencies mentioned a bove. Th is would i n e ssence support application-
transparent adaptation. But is this an achievable or even desirable goal for building 
mobile computing systems and applications? Let us closely look at the characteris-
tics of the mobile computing environment and their implications.

16.2.2 Constraints of Mobile Computing Environments (MCE)
Th ere are many constraints for a mobile computing environment:

 1. Mobile computers can be expected to be more resource-poor than their static 
counterparts. With the continued rapid improvement in hardware technology, 
in accordance with Moore’s law, it is almost certain that a laptop purchased 
today is more powerful that the desktop computer purchased just a ye ar or 
even a fe w months ago. However, mobile computers require some source of 
electrical energy, which is usually provided by a battery pack. Because batter-
ies store a fi nite amount of energy, they need to be replaced or recharged. Th e 
fi rst option costs money and the second option, a lthough cheaper in terms 
of m oney e xpended, re quires p lugging i n t he c omputer fo r re charging — 
restricting mobility. Th is has impact on the design of mobile computers — all 
the hardware and software components in the mobile computers are designed 
to reduce energy consumption and increase the lifetime of the batteries. For 
example, processors on mobile computers are designed to consume less energy 
— consequently achieving lower computation performance (MIPS).

•

•

−

−

•



Enabling Mobile Adaptive Computing Environments � 325

 2. Mobile computers are inherently hazardous, less secure and less reliable.
 3. Mobile connectivity is highly variable in performance and reliability. Discon-

nections (voluntary and involuntary) are common. Th e link bandwidth can 
vary by orders of magnitude.

 4. In general resource availability and quality varies dynamically.

Th ese characteristics of MCEs require rethinking of how mobile applications 
and systems should be designed. Resource paucity and lower reliability of mobile 
devices point towards designing the system in such a manner that more reliance is 
put on the static infrastructure. On the other hand the possibilities of disconnec-
tions and poor connectivity point towards making the system less reliant on the 
static infrastructure. Further, as the mobile moves around (or even if it does not) 
its situation over t ime keeps changing. Hence, depending upon the situation the 
mobile should change its behavior so as to be either more or less reliant on the static 
infrastructure.

16.2.3 Application-Aware Adaptation
Who should be responsible for adaptation? Application or system? Th ere are two 
extreme ap proaches to de signing a daptive s ystems: ap plication-transparent ( the 
system i s f ully re sponsible fo r a daptation) a nd l aissez f aire (the s ystem p rovides 
no support at all).1 Obviously, the laissez-faire approach is not desirable because it 
puts too much burden on the application developer. Further, no support from the 
underlying system restricts the types of adaptations that can be performed. How-
ever, as the following example points out, application-transparent approach is not 
suffi  cient either. C onsider t wo d iff erent multimedia applications: i n one you a re 
videoconferencing using a mobile device, and in the other you are watching a live 
video stream from a remote server on a mobile client. Now consider the following 
scenarios: (1) you move from an area where suffi  cient bandwidth for your applica-
tion is available, to an area where the amount of bandwidth is lower than needed 
by your applications; a nd (2) your bat tery p ower l evel d rops c onsiderably. B oth 
scenarios have to do with change in availability of resources. How would you like 
your system/application to behave under each scenario?

In t he ap plication-transparent ( user) ap proach t he s ystem/application m ay 
behave the same, irrespective of which application is running. For example, in the 
fi rst scenario a n on-adaptive system may just do n othing and let the audio/video 
quality drop. In the second scenario, the system may just give a warning to the user 
without any a ssistance in how to de al with the situation. In an adaptive system, 
various behaviors can be envisioned. For example, the system may try to do best in 
both situations. However, the system’s adaptation does not take into account the 
type of the application that is running. For example, in the fi rst scenario the sys-
tem may try to adapt by requesting the server or other peers to start to send lower 
quality video — i n eff ect requiring lower bandwidth. In the second scenario, the 
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system may t ry to c onserve energy by reducing t he intensity of t he backlight of 
the display (besides warning the user of the lower battery power level). A still more 
adaptive approach is possible in which the system interacts with the user/applica-
tion in deciding how to adapt.

In the application-transparent approach, the responsibility of adaptation solely lies 
with the underlying system. On the other hand, in the application-aware approach 
the application collaborates w ith the underlying s ystem software. Th e underlying 
system provides status information about the resources. Th e application takes this 
information and makes a decision on how to adapt to changes in the resource avail-
ability. Each application can adapt in its own way.

16.3 Mechanism of Adaptation
What c an b e a dapted? A s we w ill s ee i n t his s ection b oth t he f unctionality o f 
various c omponents i n t he m obile ap plication a nd d ata t hat i s de livered to t he 
application can be adapted. Th e next question is, how to adapt? In the context of 
the client–server (CS) model, functionality can be adapted by varying the partition 
of duties between the c lient a nd the server, e .g., during d isconnection, a m obile 
client works autonomously, while during periods of strong connectivity, the client 
depends heavily on the fi xed network, sparing its scarce local resources. In the fol-
lowing we look at these approaches in more detail.

16.3.1 Adapting Functionality
Th e fi rst approach is to change dynamically the functionality of the computational 
entities involved in response to the change in the operating condition. An example 
of this approach i s the extended c lient–server model.1 Th e c lient–server pa radigm 
is the most widely used architecture for distributed computing. In the standard CS 
model the roles of the client and the server are defi ned usually at t he design t ime 
and remain fi xed during (run-time) execution of the system. Servers (usually a small 
number) provide some services (such as access to database, Web pages, allocation of 
temporary IP address, name translation, etc.) to (usually a larger group of) clients. A 
client (or the underlying system — middleware) may dynamically select the server 
from which to re quest the service. A s erver may or may not maintain information 
(or state) regarding the clients it is providing service to. Th e state information may 
be maintained as soft state or hard state. Once installed, soft state has to be updated 
periodically to avoid automatic deletion by the state maintainer (in our case, a server) 
whereas hard state once installed requires explicit deletion. Soft state is useful in sys-
tems with very dynamic confi gurations, such as mobile systems. Th e reason is that 
soft state requires no explicit action to m ake the state information consistent with 
dynamic changes in the system.2 Soft state is used in various protocols such as RSVP 
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(Resource Reservation Protocol)3 and IGMP (Internet Group Management Proto-
col)4 to adapt gracefully to the dynamic changes in the system state.5 Specifi cally, in 
case of data servers (such as fi le servers) the client–server model (as implemented by 
CODA6) has the following characteristics:1

A small number of trusted server sites constitute the true home of data
Effi  cient a nd s afe a ccess o f d ata p ossible f rom a m uch l arger n umber o f 
untrusted client sites
Techniques su ch a s c aching a nd p re-fetching a re u sed t o p rovide good  
performance
End-to-end authentication and encrypted transmission are used to preserve 
security

Developers of the CODA system point to the advantages of the CS model: good 
scalability, performance, and availability:

Th e C S m odel de composes a l arge d istributed s ystem i nto a sm all 
nucleus t hat c hanges re latively sl owly, a nd a m uch l arger a nd m ore 
dynamic periphery of clients. From the perspective of security and sys-
tem administration, the scale of the system appears to b e that of the 
nucleus. From the perspective of performance and availability, a client 
receives service comparable to stand-alone service.3

16.3.2 Impact of Mobility on the CS Model
Th e CS model permits a re source-poor c lient (mobile) to re quest a re source-rich 
server to perform expensive computations on its behalf. For example, the client can 
send a request to the server, go to sleep (to conserve energy), and later wake up to 
obtain the result from the server. For the sake of improved performance and avail-
ability, the boundary between the clients and servers may have to be dynamically 
adjusted. Th is re sults i n a n extended c lient–server model. In order to c ope w ith 
the resource limitations of clients, certain operations that are normally performed 
at t he c lient may have to b e performed by re source-rich s ervers. Conversely, t he 
need to cope with uncertain connectivity requires the clients sometimes to emulate 
the functions of the servers, resulting in short-term deviation from the classic CS 
model. However, f rom t he long-term pe rspectives o f s ystem ad ministration a nd 
security, the roles of servers and clients remain unchanged.

16.3.3 Adapting Data
Another way to a dapt t he re source ava ilability i s by va rying t he quality o f d ata 
(fi delity) made available to t he application running on the mobile client. Fidelity 
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is defi ned a s t he “ degree to w hich a c opy of data presented for u se at t he c lient 
matches the reference copy at the server.”7 Th is kind of adaptation is extremely use-
ful in mobile information access applications. Th e quality-of-service requirements 
for such applications are

Information qu ality: Ideally, a d ata i tem b eing a ccessed on a m obile c lient 
should be indistinguishable from that available to the application if it were to 
execute on the server storing the data.
Performance from client’s perspective: Latency of data access should be within 
tolerable limits.
Performance f rom s ystem’s pe rspective: Th roughput of the system should be 
maximum.

In general it is diffi  cult to provide both high performance and highest-quality 
information in a m obile computing environment. In some cases the information 
quality can be traded off  against performance. Th e idea behind data adaptation is 
as follows. Assume that any data item accessed by a client has a reference copy (at a 
remote server) that is complete and current. When resources are plentiful the client 
will access and manipulate the reference copy. However, when resources are scarce 
the mobile client may choose to access or manipulate a data item that has been 
degraded, consuming fewer resources.

16.3.4 Fidelity and Agility
Data fi delity is a property of many dimensions. One common dimension is consis-
tency that is shared by all data items, irrespective of their type. Th e other dimen-
sions are type dependent:

Video data: Frame rate and image quality
Spatial data such as topographical maps: Minimum feature size
Telemetry data: Sampling rate, timeliness

Dimensions of data fi delity can be exploited for the sake of adaptation required 
for handling mobility. For example, a m obile client can choose to u se the locally 
cached stale copy when it is disconnected from the server and a possibly more cur-
rent copy at the server is inaccessible. Fidelity of data can be changed in several ways 
and requires knowledge of data representation. For example, a video stream can be 
degraded by reducing the frame rate, reducing the quality of individual frames, or 
reducing the size of the individual frame. Another point to note is that diff erent 
applications using the same data may exploit diff erent trade-off s among dimensions 
of fi delity. For example, a video editor may choose to slow the frame rate whereas a 
video player may choose to drop the frames. When developing diff erent strategies 
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for trading-off  data fi delity dimensions against performance, an issue that arises is 
how to determine which strategy is better. Developers of the Odyssey system have 
evaluated their system using agility as a metric.

Agility is defi ned as the speed and accuracy with which an (adaptive system) 
application de tects a nd re sponds to c hanges in its computing environment, e .g., 
change in resource availability. Th e larger the change is, the more important the 
agility i s. For e xample, fo r a n a daptive s ystem t hat t ries to a dapt to ava ilability 
of connection bandwidth one can try to de termine how well the system reacts to 
sudden changes in bandwidth. One issue is how to model changes. Developers of 
Odyssey have used reference waveforms: set-up, step-down, impulse-up, impulse-
down. Th ey generated these waveforms using a trace modulation technique, which 
emulates a sl ower t arget network over a f aster w ired L AN. Th e re sults obtained 
from such studies should be interpreted by keeping in mind that an adaptation 
strategy is strictly better if it provides better fi delity with comparable performance 
or better performance with comparable fi delity. Further comparison must take into 
account application goals.

16.4 How to Develop Adaptations
In general it is diffi  cult to en umerate a ll t he mechanisms t hat c an be employed 
to c onstruct a daptive p rograms. H owever, i t sh ould b e i ntuitively c lear t hat a ll 
adaptive programs must adapt to some detectable “change” in their “environment.” 
Either a p rogram c an i mplement i ts o wn m echanisms to de tect t he c hanges o r 
mechanisms may be provided by some other entity (e.g., middleware or operating 
system) to make the program aware of these external changes. In general, we can 
view these entities a s software “sensors” (as opposed to h ardware sensors we w ill 
discuss later in the chapter). For example, a TCP client adapts its transmission win-
dow size by (indirectly) monitoring the congestion level in the network. Conceptu-
ally, it maintains a software timer for each packet sent, and as long as it receives an 
acknowledgment for a pa cket before its t imer expires, it keeps increasing the size 
of its transmission window (up to a m aximum allowable window size). However, 
upon a loss event (timeout or receipt of triple-ack for a packet) it assumes that the 
loss is due to buildup of congestion in the network and so it backs off  by reducing 
its transmission window size.*

*  As a side note, this behavior is not suitable in wireless networks since the loss of packets may 
be due to high-error rate in a wireless link on the delivery path or may be because an endpoint 
has moved. In such cases the TCP client should not back off  but continue trying to push the 
packets through the network. Many techniques have been developed to “adapt” TCP for wire-
less networks. Examples include TCP-snoop and Indirect TCP.
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16.4.1 State-Based Approach
In this approach, changes in the MCE are viewed as state transitions. Irrespective 
of how the state of the environment is sensed, the adaptation (of functionality or 
data) can be performed when a state transition occurs. Logically, each system state 
corresponds to an “environmental state.” Each system state is associated with some 
appropriate functionality. As long as the environment remains in a particular state, 
the system behaves according to the functionality associated with that state. When 
environment state changes, the system may have to perform some chapter-keeping 
functions associated with state transition before assuming the functionality associ-
ated with the new state. In order to perform these operations the system may have 
some additional states.

For example, consider the functionality adaptation in the CODA (continued 
data availability) distributed fi le system developed at Carnegie Mellon University. 
CODA is designed to maximize the availability of data at the expense of possible 
access to s tale d ata. E ach C ODA c lient (called Venus) m aintains a l ocal c ache. 
Venus adapts its functionality based on the state of the connectivity between the 
client and the server. Venus uses the following four states:

 1.  Hoarding: Venus is in hoarding state when it has strong connectivity with the 
server. In this state the client aggressively pre-fetches fi les from the server to 
store locally. Files to be pre-fetched are decided based on user preference and 
access pattern.

 2.  Emulating: Venus i s i n em ulating s tate w hen i t i s d isconnected f rom t he 
server. In this state, the client emulates the server by optimistically allowing 
both read/write access to local fi les. In order to update the primary copy of 
the fi les on the server and detect any confl icting updates, the client maintains 
a log of all the fi le operations.

 3.  Write-disconnected: Venus is in write-disconnected state when the client has a 
weak connectivity to the server. In this state, a CODA client decides whether 
to fetch fi les from the server or to allow local access.

 4.  Reintegration: Venus en ters t his s tate w hen t he c onnectivity i mproves to 
“strong connectivity.” In this state, Venus resynchronizes its cache with the 
accessible servers. Log of operations is used for this purpose. If any confl ict 
is detected, then user assistance may be required. Upon completion of resyn-
chronization, Venus enters the hoarding state.

Note that the fi rst three states correspond to some environmental state but the last 
state corresponds to a state transition (Figure 16.2).7

16.4.2 Where Adaptations Can Be Performed
In a distributed application, in particular a client–server application, the adaptation 
can be performed at t he client and or at t he server or at b oth. Further, there are 
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additional possibilities. Th e adaptation can also be performed within the network, 
e.g., at an intermediate software entity called the proxy. For example, consider a 
typical c lient–server application: a v ideo s treaming application. S everal d iff erent 
adaptations may be performed at d iff erent components located in diff erent points 
in the data and control path between the client and the server:

Adapting to the hardware/software capabilities of the mobile device: In the proxy 
or at the server
Adapting to the connectivity of the mobile device: At the server or client
Adapting to the resource availability at the mobile device: At the client

Let us look at some concrete examples to get a better understanding of incorpo-
rating adaptations in mobile applications.

16.4.3 Proxies
Proxies have been used by many applications to perform various tasks such as fi l-
tering data and connections (e.g., security fi rewalls), and modifying control data 
(network address translators [NATs] change the IP fi elds). Of particular interest to 
data adaptation are transcoding proxies that modify (adapt) a data fl ow to suit the 
end mobile device. For example, if the end device is not capable of handling full 
motion video, a transcoding proxy may convert it to a form that can be displayed 
on the end device (Figure 16.3).

Browsing over wireless networks can be expensive and slow due to characteris-
tics of pay-per-minute charging (in cellular networks) and characteristics of wireless 
communication. A dditionally, Hyper Text Transport P rotocol ( HTTP) w as not 
designed for wireless networks and suff ers from various ineffi  ciencies: connection 
overhead, redundant t ransmission of c apabilities, and verbose protocol. We have 
experimented with techniques and algorithms that reduce user cost and response 
time of wireless communications by intercepting the HTTP data stream and per-
forming various optimizations on it.

•
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Figure 16.2 The state-transition diagram of a CODA client with respect to a 
volume or CODA state transition diagram.
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WebExpress is a client/intercept system for optimizing wireless Web browsing. It 
utilizes proxies (called intercepts) that allow it to be used with any Web browser and 
any Web server. It enables WebExpress to i ntercept a nd control communications 
over t he w ireless l ink for t he purpose o f reducing t raffi  c volume a nd optimizing 
the communications protocol to reduce data transmission. WebExpress architecture 
consists of two components that are inserted into the data path between the Web cli-
ent and Web server: a client-side intercept (CSI, also known as client-side proxy) and 
server-side intercept (SSI, also known as server-side proxy). CSI is a process that runs 
in the end user client mobile device; SSI is a process that runs within the wireline 
network. One of the feature of this client–proxy–server model (also called intercept 
model) is that the proxies are transparent to b oth Web browsers and servers. Th is  
makes this adaptation technique insensitive to the evolution of technology. Th is  is a 
very important advantage since HTML/HTTP technology was (and still is) rapidly 
maturing when WebExpress was developed. Another advantage is highly eff ective 
data reduction and protocol optimization without limiting browser functionality or 
interoperability. WebExpress employs several optimization techniques such as cach-
ing, diff erencing, protocol reduction, and header reduction:

Caching: WebExpress supports both c lient and server c aching using a l east 
recently used (LRU) algorithm. Cache objects persist across browser sessions. 
Caching reduces volume of application data t ransmitted over w ireless l ink 
through cross-browser sessions.
Diff erencing: Caching techniques do not help in CGI processing where each 
request returns a diff erent result, e.g., a stock-quote server. However, diff erent 
replies from the same program (application server) are usually very similar. 
For e xample, rep lies f rom a s tock-quote s erver c ontain lots o f u nchanging 
data such as graphics. For each dynamic response from a CGI (HTML fi le) 
cached at the SSI, the SSI computes a base-object for page before sending it 
to CSI. If SSI receives a response from the CGI server and the CRC received 
does not match the CRC of the base object, SSI returns both diff erence stream 
and ba se object. Th is is  called a basing operation in WebExpress  parlance. 
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Figure 16.3 Adaptation using proxies.
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 Rebasing is carried out in the same fashion when the SSI detects that the dif-
ference stream has grown beyond a certain threshold.
Protocol r eduction: R epeated T CP/IP c onnections a nd re dundant h eader 
transmissions present additional overhead. Th e WebExpress s ystem utilizes 
two main techniques to reduce this overhead and optimize browsing in a 
wireless environment.

Reduction of TCP/IP connection overhead using virtual sockets: WebExpress 
establishes a si ngle TCP/IP connection between the CSI and SSI. CSI 
sends requests over this connection. SSI establishes a connection with the 
destination server a nd forwards t he request. Th us overhead is incurred 
between SSI and Web server but not over the wireless link. Virtual sock-
ets are used to provide multiplexing support. Virtual sockets are imple-
mented in the following manner. Data sent is prefi xed by a virtual socket 
ID, command byte, and a length fi eld. At CSI the virtual ID associates 
with a real socket to the browser. At SSI the virtual socket ID is mapped 
to a socket connection to a H TTP server. Th is mechanism permits effi  -
cient transport of HTTP requests and response while maintaining pro-
tocol transparency.
Reduction of HT TP headers: HTTP request headers c ontaining l ists o f 
MIME content types can be hundreds of bytes in length. CSI allows this 
information to fl ow in the fi rst request and saves the list. On subsequent 
requests CSI compares the l ist received with the saved one. I f the two 
lists match, the MIME content-type list is deleted from the request. SSI 
inserts the saved one if none is present. Transparent (proxy-based) archi-
tecture of WebExpress allows the operation of commercial Web applica-
tion of wireless networks. Diff erencing and virtual sockets off er the most 
critical optimizations in the WebExpress system.

16.5  Support for Building Adaptive 
Mobile Applications

Adaptations should cater to the needs of individual applications. We have argued 
that applications are in a better position to perform application-specifi c adaptations 
(than system alone). But what does this mean with regard to where adaptations can 
be performed? Not just that the application makes local adjustments. Th e applica-
tion should also collaborate with other adaptation technologies that are available 
in other components of the system. For example, in the CS scenario both c lient 
and server may need to adapt. Th e advantage of the application-aware adaptation 
is that the application writer knows best how to adapt. However, does the applica-
tion writer know networks as well as his application? Further, the application-aware 
adaptation tends to work only at the client or perhaps at the server. If this is the 
only mechanism for adaptation, without any monitoring on resource usage by each 
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application, this may result in selfi sh behavior by the applications. In the following 
we look in detail at some eff orts for developing adaptive applications.

16.5.1 Odyssey
Odyssey aims to provide high fi delity and support concurrent mobile applications 
with agility. It emphasizes collaboration between application and OS in perform-
ing adaptation to handle constraints of MCE, especially those imposed by presence 
of wireless link.

Imagine a u ser with a l ightweight/wearable mobile computer with ubiquitous 
wireless access to remote services, unobtrusive heads-up display, microphone, ear-
phones, speech for computer interactions, and online language translation. Th e user 
has ubiquitous connectivity but t he quality va ries a s he moves a nd d iff erent net-
works can be accessed. Th e user simultaneously gets voice, video, and other data sent 
to him. When a user moves to a relatively shadowed area and network bandwidth 
drops dramatically, Odyssey informs the video, audio, and other applications of the 
changes, thus allowing them to make proper adaptations in their network usage.

Th e Basic Odyssey Adaptation Model i s OS su pport on the portable machine 
monitor’s condition. Each application interacts with OS tools to negotiate services. 
When things change, the OS notifi es applications of what has happened.

Why u se application-aware adaptation here? Th e a ssumption i s t hat, for t his 
environment, only the application knows what to do. If the OS makes the decision, 
it may do the wrong thing. But the OS must be involved to ensure fairness between 
competing applications.

Odyssey architecture consists of two main components: Viceroy and Wardens. 
Viceroy performs centralized resource management and monitors the availability of 
resources notifying applications of changes. Wardens provides (data) type-specifi c 
operations (tsop) to change the fi delity. Th ey are also responsible for communicat-
ing with the servers and caching data.

16.5.1.1 Odyssey Application Adaptation Model

Odyssey applications do not interact directly with their remote servers. Applications 
talk to their wardens, and wardens talk to the servers. Applications tend to have lim-
ited roles in actually adapting transmissions. Th ey may know about diff erent formats 
and tolerances and accept data in its diff erent adapted versions.

16.5.1.2 Application Interaction with Odyssey

All data to and from the server fl ows through Odyssey. Also, applications must reg-
ister their preferences and needs w ith Odyssey in the form of requests. A re quest 
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 specifi es that an application needs a particular resource within certain limits, e.g., 
between 100 kbps and 1 Mbps of bandwidth. If the request can currently be satisfi ed, 
it is. If things change later, the app is notifi ed using an upcall to the applications. 
When previously satisfi ed requests can no longer be satisfi ed, Odyssey performs an 
upcall to t he application. In re sponse, t he application c an adjust i tself a nd make 
another request. Note that upcalls can occur because things got worse or got better.

16.5.2 An Example Application Behavior
A video application requests enough bandwidth to re ceive 20 fps in color. Odys-
sey says “in your dreams.” Th e application requests bandwidth suffi  cient for 10 fps 
in black and white. Specifying the minimum and maximum needed for this can 
improve quality if it is worthwhile. Th e channel gets noisy and bandwidth drops. 
Odyssey makes an upcall saying that the bandwidth is outside the limits. Th e app 
requests lower bandwidth suitable for the lower fps rate.

16.5.3 Odyssey Wardens
Odyssey wardens mediate server/application interaction. A w arden i s a d ata-type 
specifi c module capable of performing various adaptations on that data type, e.g., 
caching and pre-fetching is done by a warden. If you want Odyssey to handle a new 
data type, you not only need to a lter the application but you also need to w rite a 
new warden. Th e better the warden you write understands the data type, the better 
adaptivity will be possible.

16.5.4 The Odyssey Viceroy
Th e central controlling facility that handles sharing of resources, the viceroy notices 
changes in resource conditions. If they exceed pre-set limits, it informs the aff ected 
applications using the upcall mechanism.

Developers o f Ody ssey h ave e valuated t heir s ystem to a nswer t he fo llowing 
questions: how agile is Odyssey in the face of changing network bandwidth? How 
benefi cial is it for applications to exploit the dynamic adaptation made possible by 
Odyssey? How important is centralized resource management for concurrent appli-
cations? Interested readers should refer to Noble et al.8 for details.

16.5.5 Rover
Rover i s a n o bject-based so ftware to olkit fo r de veloping b oth m obility-aware 
and m obility-transparent c lient–server d istributed ap plications.6,9 It  p rovides 
the application developers with relocatable dynamic objects (RDOs) and queued 
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remote procedure calls (QRPCs), two programming and communication abstrac-
tions specifi cally de signed fo r a ssisting ap plications i n h arsh n etwork en viron-
ments s uch a s mobi le c omputing e nvironments. R DOs c an b e u sed to  r educe 
interaction between two weakly connected entities such as a client on the mobile 
device a nd s erver i n t he w ireline network. Rover R DOs a re objects w ith we ll-
defi ned interfaces dynamically loadable from a server to a c lient. Th is  in essence 
moves objects to the client machine, thus avoiding the client having to commu-
nicate with objects at t he server. QRPCs can be used to handle disconnections. 
Rover Q RPCs a re e ssentially n on-blocking R PC c alls a nd su pport sp lit-phase 
operations. Th at is, it allows an application to make an RPC call without worry-
ing about whether the destination is reachable. If the destination of the RPC call 
is not reachable at the time of the call, the call is queued up. Upon availability of 
connection to t he RPC’s destination, RPC is performed. Th e result of the RPC 
call is delivered asynchronously to the application.

How does one use Rover? By writing (and perhaps rewriting) your application 
using the tools of the toolkit — invoke these tools in situations where network con-
nectivity is bad. Th is, however, requires a good understanding of programming net-
works and mobility. To use RDOs application (usually clients) import RDOs from 
a server. It invokes methods on imported RDOs. When done, RDOs are exported 
back to the server. Rover can cache copies of objects. Th is allows clients to use the 
cached copy, instead of fetching it from the server. Updates to objects are handled 
by an optimistic client–server replication method. RPCs are queued only at the cli-
ent. Th ey are stored until the client can handle them. When an appropriate level of 
connectivity is established, Rover clears the queue intelligently using an RPC priori-
tization mechanism. It can also batch related requests. If the client is not available 
when the response comes back, the server drops the response. Queued requests at the 
client will eventually be replayed. Th is may cause some ineffi  ciencies but simplifi es 
application design. A mobile application can employ QRPCs in various situations 
dynamically to optimize cost to the user or the performance of the application.

16.5.5.1 Optimize Use of Expensive Links

Consider the situation where the mobile user pays for wireless connectivity based 
on the duration of usage, e.g., pay-per-minute plans for cellular phones. To opti-
mize the monetary cost to the mobile user, QRPC can batch several requests and 
disconnect from the network after invoking all the batched QRPC calls through a 
single connection.

16.5.5.2 Make Use of Asymmetric Links

Th e queued RPC requests are not associated with a pa rticular network interface. 
Th us, responses can be obtained over any network device, including a diff erent one. 
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Th is permits an application, for example, to launch requests over expensive links 
and receive responses over cheaper links. Th is is benefi cial for situations where the 
request size is much smaller than the expected response size (e.g., in Web browsing) 
and the response can be used incrementally as it arrives.

16.5.5.3 Stage Messages Near Their Destination

Arrange for RPC queuing to occur just before a “bad” link. If link quality improves, 
RPC queue will be cleared out. Meanwhile, the transmitter is not blocked on a bad 
link.

16.6 Conclusions
We d iscussed t he limi tations o f m obile co mputing e nvironments ( MCEs). We 
examined a nd e xplained how a daptations c an b e done to en able t hese k inds o f 
applications to  c ontinue work ing s eamlessly i n a ny mobi le c omputing e nviron-
ment. Many applications are based on the client–server model. We explained that 
in order to enable adaptation we will have to extend this model. We saw how and 
why we need to extend the CS model. Once we established the need for adaptation, 
we looked at who should be responsible for adaptation — the system or the applica-
tion. Th en we looked at application-aware adaptations and illustrated examples.

Approaches t o de veloping ap plication-aware a daptive ap plications c onsist o f 
purely internal, layered outside application, using special OS fe atures and libraries, 
and interacting with other mechanisms, e.g., intelligent use of proxies.

One si mple so lution i s to b uild application-aware Web browsers’ i nteraction 
with H TTP p roxy. A b rowser c an g et a ny a daptation i t w ants, p rovided i t c an 
name a proxy that will do it. Th is works well mostly at the client side only. So the 
key question for future research in this direction is how to assign an application the 
control over the entire path of its data transmission.
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Th is chapter discusses a complete solution concerning the establishment of a mobile 
health care network for use in the health care sector. Th e solution will a llow the 
construction of an autonomous network dedicated for health care purposes using 
the available broadband public mobile networks and public Internet. Virtual pri-
vate network (VPN) techniques will be utilized in order to ensure secure and 
reliable c ommunication c hannels fo r medical d ata a nywhere, a nytime. Bu ilding 
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a mobile health c are network w ill contribute to t he enhancement of health c are 
sector  performance. In addition, it will be vital in many critical scenarios, such 
as pre-hospital t reatment, remote c onsultation by emergency s ervices, a nd o ther 
applications that require remote access of medical data.

17.1 Introduction
During the mid- to late 1990s the world witnessed a great revolution in the fi eld of 
information and communication technologies. Th e development of the Internet and 
mobile c ommunications h as r edefi ned t he w ays o f e xchanging i nformation. Th is  
is e ven e xtended to t he re defi nition of other aspects of life such as business and 
education. It has become much easier than ever before for people to access com-
munication media. As a result, these technologies became an integral part of most 
businesses today. Document exchange and business meetings have evolved from 
the physical world to the digital, virtual world. Email has replaced faxes and most 
paper-based mail, and v ideoconferencing reduces the need to t ravel for meetings. 
Th is enabled eff ective operation and data exchange in national and international 
organizations while reducing the costs of managing these complex organizations. 
Virtual private networks (VPNs) provide the security infrastructure that businesses 
can rely on. Furthermore, the introduction of mobile communication, in particu-
lar, third-generation mobile networks, wireless local area networks (WLANs), and 
World Interoperability for Microwave Access (WiMAX) had a great impact on the 
productivity of  bu sinesses. Th is is mainly due to wireless broadband connectivity 
from local vicinity to a wider scale, which makes it possible to perform tasks while 
users are traveling from one place to another or while they are in a café, a restaurant, 
or an ai rport. Th e i ncrease i n t he u se o f mobile c ommunication for i nformation 
exchange has increased the need for more bandwidth to handle new applications.1,2 
Th is in turn led mobile operators to expand their networks’ capacity to attract new 
customers and meet the ever-increasing demand from current customers. One of the 
potential customers is the health care sector.3 Th is chapter reviews the way mobile 
communications has been used in this sector and suggests a solution for building a 
mobile health care network utilizing the current and future mobile networks.

17.2 Mobile Networks and Health Care
Along with an increasing demand for bandwidth to t ransfer data over the mobile 
networks fo r b usinesses, s everal at tempts h ave b een m ade to u se p ublic m obile 
networks i n t he health c are s ector a s a c omplementary network to o ther public 
infrastructure such as Internet and satellite communications. Internet and satellite 
communications have been used successfully to transfer medical data (telemedicine 
or telehealth4).
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Researchers have been attempting to transmit medical data over mobile links 
since t he d eployment of  s econd g eneration mob ile ne tworks [ (2G), s ometimes 
referred to a s Global System for Mobile communication (GSM)], which for most 
applications was limited to a bandwidth of around 10 kbps.

Some re searchers h ave m anaged to t ransmit v ital si gns a nd ECG o ver t his 
link.4,5 However, the small bandwidth limited the ability of effi  cient transmission 
of more sophisticated data, which required a higher data rate (see Table 17.1).6 Th e 
anticipation was to u se mobile networks to a chieve what has been achieved over 
fi xed-line networks and satellite links.

Th e development of the GSM, 2.5G, or General Package Radio Service (GPRS) 
promised an increased bandwidth. GPRS operates on the concept of packet switch-
ing service over circuit switching service. Nevertheless, the bandwidth increase that 
GPRS off ered was limited due to the fact that it was based on the same technology 
as GSM. Service providers off ered to dedicate four GSM slots for downlink and one 
for uplink. Th eo retically, this off ered 10 kbps of uplink speed and a maximum of 40 
kbps on the downlink speed.7 Despite this, users still experienced high delay, low 
and fl uctuated bandwidth, packet loss, and temporary loss of connection (link out-
ages) using the GPRS.7 In most mobile networks GPRS did not off er any improve-
ment on the uplink speed. Th erefore, it was only useful in cases where medical data 
is needed to be transferred from the hospital to mobile medical staff .3

Despite the fact that GPRS did not off er a great Internet experience in terms of 
quality of service (QoS), its real signifi cance lies in the fact that it was a transitional 
stage towards the third-generation (3G) system, also known as the Universal Mobile 
Telecommunications System (UMTS). Th e UMTS used a c ompletely d iff erent air 

Table 17.1 Some of the typical data rates required by telemedicine 
devices

Device Required Data Rate

Digital blood pressure monitor <10 kbps

Digital thermometer <10 kbps

Digital audio stethoscope with ECG <10 kbps

Ultrasound 256 kb per image

MRI 384 kb per image

Scanned x-ray 1.8 Mb per image

Digital radiography 6 Mb per image

Mammogram 24 Mb per image

Compressed and full motion video 384 - 1544 kbps

Source: M. Ackerman, R. Craft, F. Ferrante, M. Kratz, S. Mandil, and H. Sapci, Tele-
medicine technology, Telemedicine Journal and e-Health, 8, 1, 71–78, 2002. 
With permission.



342 � Mobile Telemedicine

interface and modulation techniques. Th is made it possible to provide a bandwidth of 
up to 64 kbps for uplink speed and 384 kbps for downlink speed. In addition, UMTS 
had shown a much more stable performance than GPRS.8 UMTS has a direct impact 
on the amount of medical data transmission. A very useful high-bit data rate can be 
transmitted easily over available networks. One example of this is the transmission 
of a live video image from an ambulance to a receiving hospital for emergency treat-
ment. Transmission of live video images was not possible over 2G and 2.5G, whereas 
3G may enable up to 1 5 f rames per s econd9,10 to be transmitted. Th is increase in 
transmission speed will enable hospital medical staff  to c arry out remote diagnosis 
and thereby save valuable time in dealing with critical medical cases. Recently, many 
networks have started upgrading their UMTS to a true wireless broadband network, 
3.5G High Speed Downlink Packet Access (HSDPA).11 HSDPA promises to provide 
increased downlink speeds beyond 10 M bps (initially 1.8 M bps) while i ncreasing 
the uplink speed up to 38 4 kbps. In addition, HSDPA promises to p rovide lower 
delay and higher reliability. Within the next few years, a further upgrade is expected: 
the High Speed Uplink Packet Access (HSUPA) or 3.75G,12 which is expected to 
increase the uplink speed to 5.7 Mbps. High-speed OFDM Packet Access (HSOPA) 
is a f urther development that could result in an increase in the bandwidth of up to 
37 Mbps. 3G LTE (Long-Term Evolution) is expected to b e available within three 
years to provide speeds that can reach 100 Mbps.13 WiMAX is another solution that 
has become available recently.14,15 WiMAX is mainly designed for fi xed and mobile 
data transmission. It can provide up to 75 Mbps data rates on both directions and 15 
Mbps for mobile users. Th ese recent developments in mobile communication tech-
nologies gives us the opportunity to develop a far more reliable remote system that 
will be able to transmit higher quality images for remote medical services using high-
quality real-time video and image transmission.

17.3 Implementation of Mobile Health Care Networks
Most mobile health care networks consist of a mobile device linked via the public 
mobile networks to a stationary computer at a hospital.16 Sharing the network with 
other subscribers can have negative impact on the transmission of medical data. For 
instance, if the network is congested, the chances of packet dropping, delay, and 
reductions in the bandwidth can increase.7,8 Other concerns about the use of public 
mobile networks for health c are applications a re t he s ecurity a nd authentication 
issues. Th is can be avoided within the existing wireless packet data technologies 
by u sing t unneling m echanisms, i. e., e stablishing V PNs w ithin U MTS c ellular 
systems.17 VPNs have been used traditionally in wireline networking technologies. 
Currently, VPN is widely used over the Internet, allowing reliable, secure remote 
access to t he u sers of private networks. In t he c ase of w ireless networks, mobile 
VPNs (MVPNs) can be used to add extra immunity to the links.18 MVPNs provide 
the health care sector with constant media-independent connectivity to hospital 
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sites. As with most businesses, the use of MVPNs will have the following advan-
tages for health care establishments:

Improved global connectivity and better reliability, while having capabilities 
such as secure extranet communications.
Mobile remote access for transferring medical data can be outsourced, thus 
eliminating the costs of purchasing and supporting the infrastructure while 
maintaining full control authentication and security.
Th e public Internet c an be controlled to p rovide a nytime/anywhere s ecure 
connectivity to remote medical personnel, devices, etc. By providing  constant 
connectivity, real-time medical information can be shared, which will improve 
health care performance.
Diff erent protocols can be used to implement MVPN IP security (IPSec) pro-
tocols, Multi-Protocol Label Switching (MPLS), and Layer Two  Tunneling 
Protocol ( L2TP). I PSec-based fi rewalls a re t he most popular s ystems u sed 
and are appropriate to meet most sector needs.

In recent years w ireless networks have begun to off er end-to-end IPSec non-
transparent GPRS/UMTS access, which can be utilized eff ectively in reinforcing 
mobile he alth c are ne tworks.18 I n n on-transparent a ccess s ervice o peration, t he 
GPRS or UMTS network needed to allocate access point name (APN) network 
identifi ers to companies. Th ese APNs are employed by the serving GPRS support 
node (SGSN) to assign the gateway GPRS support node (GGSN) to be allocated 
for a number of mobile users within a c ompany as well as being used for billing. 
Th e GGSN verifi es the IP addresses of the GGSNs to which mobile users will be 
linked. Another VPN tunnel established over the public Internet ensures a secure 
route between the GGSN and the health care network (hospital network). In this 
way, the health care sector can set a mobile network with secure mobile access to 
private medical data and applications. Th is can be very benefi cial to build a com-
plete health care network for the use of many health care applications.

Figure 17.1 illustrates how a mobile health care system could develop. Th e  estab-
lishment of a mobile health care network will enable an extra degree of freedom for 
health care staff  by allowing remote access of medical data anytime/anywhere.5 Th e 
solution makes it possible to perform useful tasks remotely such as:

Remote consultation/diagnoses
Patient monitoring
Accessing of patient data
Health care education
Healthcare management

Access can be achieved within the public mobile network coverage, i.e., nation-
wide, as if it is happening locally within the hospital site. As a result both medical 
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staff  and patients will benefi t. Medical staff  can perform tasks quicker with less risk 
to the patient as well as staying in contact with specialist colleagues in the hospital. 
Patients c an e xpect a h igher quality of t reatment de livered a s quickly a s possible 
when they are in a critical, life-threatening condition.

17.4 Conclusions and Outlook
Th e idea of implementing telemedicine over mobile networks (also known as mobile 
health care) has emerged alongside the deployment of mobile networks. However, 
mobile health care development has been limited by narrow mobile network band-
width capabilities, thus only low-rate medical data could be handled by 2G a nd 
2.5G mobile links.

With the launching of the fi rst mobile broadband networks, UMTS, mobile 
health care has become possible by allowing high-rate medical data and images 
to b e t ransmitted o ver 3G m obile l inks. M oreover, a mbitious m obile h ealth 
care applications have emerged such as the mobile tele-echography system.19 3G 
mobile technology was only the beginning of other mobile broadband technolo-
gies (3.5G, 3.75G, and WiMAX), which boost both bandwidth and performance, 
enabling mobile health care networks to be a superior solution for the health care 
sector.

Th is chapter highlights the possibility of constructing a mobile health care net-
work within existing mobile network infrastructures. Using the VPN mechanism 
we can assure integrity, security, and confi dentiality of patient health information. 
Such a solution will allow a fast and cheap deployment of mobile health care net-
works, and therefore, improve the quality of health care services.
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Telemedicine is emerging as an eff ective to ol t hat c an p otentially en hance t he 
ability to provide quality health care in hospitals, professional offi  ces, and homes. 
Applications have demonstrated success in a wide range of disciplines and are par-
ticularly important for rural communities in hopes of advancing health care prac-
tices to these areas that may not have the same advantages, resources, or specialists. 
Research into this exciting fi eld has led to challenges rather unique to telemedicine. 
Th e demands for appropriate research methods and tools for each application have 
become more complex because of the variety of fi elds involved and issues specifi c 
to telemedicine.

Telemedicine research commonly encompasses various sites and review boards, 
which i ntroduces mor e c hallenges. A dding to  t he c omplexity of  t elemedicine 
research a re t he e thical a nd l egal i ssues a ssociated w ith t he u se o f te chnology, 
enrolling participants, transmitting data, confi dentiality, and licensing. Illuminat-
ing perceptions and level of satisfaction could help identify methods of facilitating 
acceptance of telemedicine and expedite the transition from using solely traditional 
methods of health care to including telemedicine. Despite all the challenges, tele-
medicine presents many opportunities and brings such promise to t he increasing 
shortage of health care providers. Accordingly, it is vital for researchers to address 
and overcome these challenges.

18.1 Introduction
Th ere a re many ways technology can supplement health care to p rovide the best 
service to a d ispersed population. Th is application of technology is referred to as 
telemedicine, telehealth, or e-health. Th e development of telemedicine is driven by 
the increasing need to provide medical services to remote and underserved areas.

Numerous health inequalities exist for people residing in rural and underserved 
locations, including limited access to health services and its related decrease in over-
all health.1–3 Rural residents potentially experience higher rates of preventable risk 
factors fo r d isease, suc h a s obesity, smoking, p oor d iet, a nd lower r ates o f a ctiv-
ity than people living in urban areas.1,2 Socioeconomic variables also contribute to 
health diff erences, as people in rural communities are more likely to be uninsured, 
and to have lower education and income levels.1,2 Further complicating rural health 



Telemedicine Research � 351

are the numerous challenges for health care delivery in rural settings. Rural residents 
face limited access to providers1–4 and specialists are rarely available in rural settings. 
Adequate rural health care services are diffi  cult to maintain for a variety of reasons, 
including diffi  culties recruiting and retaining specialists as well as low patient vol-
umes.4–7 Th ese f actors re sult i n p eople h aving to t ravel to u rban a reas to re ceive 
specialty care along with increased transports to larger facilities in emergent/critical 
cases. Travel is diffi  cult for the elderly8 and for people with chronic health condi-
tions. Th e length of travel time required for people to obtain a specialist frequently 
hinders adequate disease management.9 In emergent cases, such as stroke, valuable 
time for l ife-saving interventional t reatments i s lost during a ssessment and t rans-
port. Also, research indicates that many rural hospitals lack the resources necessary 
to facilitate best practice guidelines.10,11 Th ese issues underscore the importance of 
researching ways to provide better access to health services in rural locations. While 
there is potential for telemedicine and telehealth programs, many challenges exist 
for de veloping a nd i mplementing t hese t ypes o f p rograms. A ccordingly, f urther 
research is needed to investigate the viability and outcomes of varied applications.12

Challenges also exist for implementing research projects. Current problems in 
telemedicine research can be identifi ed in methods, recruitment, reporting ethical 
standards, confi dentiality, licensing, and the perception and satisfaction of patients 
and practitioners. Additionally, cost eff ectiveness, safety, and accuracy are diffi  cult 
to analyze. Opportunities for research lay in the numerous applications of telemed-
icine. Researchers need to c onsider these aspects as they pursue the investigation 
into this exciting fi eld.

18.2 Research Methods
Th e versatility of the technology provides opportunities for implementation of tele-
medicine into almost every facet of health care. Th us, researchers need to consider 
both the specialty of interest and the factors associated with varied applications. It 
is important to address the accuracy of equipment, outcomes obtained, acceptance, 
cost–eff ectiveness, a nd s atisfaction. R esearchers f rom a w ide r ange o f fi elds (e.g., 
psychological sci ence, h ealth sci ences, l aw, h uman f actors, b usiness, m arketing, 
computer science, engineering, e tc.)13 need to c ontribute to a dvancing k nowledge 
in telemedicine. Previously e stablished methods in each fi eld could be utilized to 
ensure accurate and reliable results. Additionally, for telemedicine to progress, novel 
interdisciplinary research methods need to be developed for specifi c areas of interest 
within telemedicine.14

A recent a rticle, for example, described the use of use te lemedicine in pathol-
ogy for intraoperative diagnosis over the course of four years.15 As illustrated by the 
authors, further research in this area would need to account for a robotic telepathol-
ogy microscope, its ability to a llow d iagnostic accuracy by pathologists, t he t ime 
required for diagnosis as a whole, as well as specifi c processes (cutting, staining, and 
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other smear preparations). Th us, it would be useful to a nalyze problems resulting 
from the particular telepathology equipment in conjunction with traditional diag-
nostic methods.

Each o f t hese a spects n eeds to b e a ddressed i ndividually u sing ap propriate 
designs from the respective fi elds. Th e mechanical and esthetic design of the micro-
scope would best be investigated using engineering techniques. On the other hand, 
the comparison of diagnostic methods between traditional and telemedical applica-
tions would be better assessed by pre-test/post-test or experimental designs. Rel-
evant research techniques need to be employed to ensure valid and reliable fi ndings. 
Indeed, issues such as these demonstrate the critical need for novel interdisciplinary 
approaches to advance telemedicine.

Consistent and comparable fi ndings can be obtained by using validated tech-
niques and questionnaires. Standardized questionnaires are frequently not available 
for telemedicine research.14 According to the American Telemedicine Association, 
the best way to construct a survey is to look for standards in the fi eld of interest.14 If 
the questionnaire is addressing cost analysis, a marketing research model could be 
most benefi cial.14 However, there are times when precedence cannot be used. For 
example, a study by Tudiver et al. identifi es the lack of a valid survey pertaining to 
the primary care provider’s attitudes and satisfaction.16 Th erefore, they developed 
a u nique su rvey a ssuring c ontent va lidity a nd re liability by te sting fo r f ace a nd 
content validity.16 To validate the study, they used factor analysis and internal con-
sistency reliability (Cronbach’s alpha).16 Th is  exemplifi es the point that it is impor-
tant for researchers to identify and describe newly designed questionnaires to be 
properly identifi ed as valid and reliable.16

Telehealth is going to transform health care, from the way it is delivered to the 
way it is paid for.14 Although telemedicine is an emerging fi eld, researchers must 
be mindful of the historically validated methods. Th ough the face of health care is 
constantly changing, research would benefi t from using established methods while 
simultaneously employing novel, innovative applications.

18.3 Recruitment
Enrollment is a major challenge in telemedicine research. Rates of refusal to join a 
study have been reported as high as 75%.17 Reviews show over one third of research 
studies a re reporting sample si zes of 22 pa rticipants or less.18 Consequently, the 
fi ndings from small unrandomized samples are diffi  cult to validate.18 Without a 
large enough sample size and a t ruly representative group, results are even more 
diffi  cult to generalize to the population. It is also the case that when conducting 
research in rural areas, the limited population base is not conducive to obtaining 
large sample sizes. Th ere are not enough people available to participate.19

One study attempted to analyze why people decline to participate. According to 
a survey given to those who refused to participate, the top reasons included being 
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uncomfortable w ith te chnology, b eing to o b usy, a nd t he b elief t hat  technology 
would not help them. Th is information has limitations because only one third of 
those who refused to participate answered the questionnaire, most all of whom were 
rural candidates.20 However, these factors can be used to emphasize the importance 
of education and user friendly technology in designing and assessing telemedicine 
programs and applications.

In another study, non-participants reported the lack of perceived benefi t, exist-
ing health care routines being suffi  cient, t he equipment would be a b urden, a nd 
unwillingness to b ecome involved in anything else as the major reasons to re fuse 
participation.17 Th is study, involving a metropolitan community, used an open-
ended question and then categorized the responses. Possibly, respondents would not 
have answered in the broad categories if given more limited choices. Nevertheless, 
the diff erences between r ural a nd u rban populations c an be u sed to a djust e ach 
study to the target population appropriately.

Other factors contribute to enrollment rates. By using multivariate analysis, Pal-
mas et a l. reported rural participants having many independently associated vari-
ables. Younger age, male gender, better health s tatus, and knowing how to u se a 
computer, among other factors, were associated with enrollment.20 It seems in this 
study, that only the more healthy and knowledgeable group is evaluated. Th is  may 
not create a clear representation of the entire population.

Additionally, recruiting could be improved by increasing support for the project. 
Utilizing physicians w ho support te lemedicine m ay i mprove t he a cceptance r ate. 
A physician’s endorsement of a p rogram potentially increases patient’s respect and 
willingness to try the equipment.17 Physicians’ personal preferences also impact their 
willingness to endorse a telemedicine program. For instance, a physician may believe 
face-to-face patient meetings are necessary. Indeed, some physicians insist that there 
is something special about in-person interactions that cannot be captured f rom a 
distance.18 Many physicians share the general population’s d istrust of technology. 
Some physicians and other care givers express concerns that telemedicine is a way to 
foster “big brother” watching over them. Clearly, further research is needed to assess 
the eff ects of physician and other care giver endorsement on enrollment rates.

Lastly, telemedicine technologies need to become more user friendly. By imple-
menting innovative ideas like robotic pets, patients who are unfamiliar with tech-
nology could become more comfortable and more l ikely to u tilize it. We suspect 
that a s the technologically savvy generation ages, te lemedicine and re search into 
telemedicine applications will be more widely accepted.

18.4 Partnering Institutions
Telemedicine pr ojects t ypically i nvolve m ultiple r esearch s ites. R egardless of  
whether a te lemedicine s tudy fo cuses on home health c are or de livery o f health 
services to remote areas, the distance between sites presents unique challenges to 
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the fi eld of telemedicine research. Further, challenges arise in developing research 
protocols t hat a ccount for t he locations’ va rying needs. For e xample, i f a m ajor 
trauma center partners with a rural critical access hospital on a telemedicine proj-
ect, protocols have to be designed to work across facilities. Th is means that a great 
deal o f c ollaboration a nd t rust i s necessary between institutions t hroughout t he 
development and implementation of the research project. Procedures for schedul-
ing health services, documentation of processes, c linical documentation systems, 
study enrollment procedures, and staffi  ng availability to assist with the research are 
just a few of the issues that have to be addressed to ensure that the research protocol 
is compatible with the policies and procedures across research sites.

18.5 Institutional Review Boards
Once research protocols are written, institutional review board (IRB) approval must 
be obtained prior to initiating the research. Any institution engaged in human sub-
ject research must designate an IRB to review, approve, and monitor the research. 
While many larger health care institutions have an IRB, smaller facilities rarely 
have a n IRB of record. Th is presents a u nique challenge for pa rtnering facilities 
when establishing a program of research, as an IRB must be designated to review 
the research for each facility. If one facility has an IRB, the institution can choose 
to serve as the IRB of record for all partnering institutions, or any institution with-
out an IRB may choose to secure the services of an independent IRB.

For one institution’s IRB to s erve as the IRB of record, partnering sites must 
enter into a legal agreement. Th is means that one facility assumes the responsibility 
for ensuring that the research is scientifi c, ethical, and meets regulatory standards 
at all institutions. One institution may be hesitant to assume this responsibility for 
all facilities, particularly in studies that include higher levels of risk for patients. In 
telemedicine research, where the distance between partnering institutions may be 
great, an IRB may be even more hesitant as oversight may be more diffi  cult.

If an institution elects to use the services of an independent IRB, an addi-
tional set of expenses may be acquired. IRBs t ypically charge a o ne-time review 
fee ( approximately $ 2000); h owever m ost i ndependent I RBs c harge p er re view. 
Th ese charges may result in multiple institutions paying fees for the review of one 
protocol if diff erent IRBs are used (e.g., institutional versus independent). Further, 
when multiple IRBs review the same protocol, one IRB may request changes to 
the protocol that diff er from another IRB’s requests. As the protocol must be the 
same across institutions, the protocol might be modifi ed multiple times to obtain 
all IRBs’ approvals for the same document. Not only may this process be expensive, 
but lengthy as well.

In cases of telemedicine research projects funded by the U.S. Department of 
Health and Human Services (HHS), an additional review by the Offi  ce for Human 
Research Protections is necessary once all local IRB approvals are obtained. If the 



Telemedicine Research � 355

Offi  ce for Human Research Protections requests changes, the protocols must be 
resubmitted for approval to the local IRBs. Th is once again extends the time and 
expense necessary to initiate the program of research.

While it i s ideal for pa rtnering institutions to de signate one IRB to re view the 
research, challenges may be present in determining which IRB will conduct the review. 
Th is is particularly true in cases where more than one partnering facility has an IRB, 
or when an IRB is not willing to undertake the responsibility to review the research for 
the other institutions. As approval is needed for all human subject research, and legal 
or fi nancial agreements may be needed prior to review, it is important for an IRB to be 
designated early in the development of the telemedicine project.

18.6 Ethical Issues
Research ethics i s a k ey component in the design of a re search project. An IRB 
is charged with assuring that ethical standards are maintained in the design and 
implementation of a project. HHS has formulated guidelines for IRBs under the 
Code o f F ederal R egulations, Ti tle 45: Pub lic Welfare; P art 4 6: P rotection o f 
Human Subjects.21 A s w ith a ll other re search programs, te lemedicine programs 
are sub ject to c omplying w ith H IPAA re gulations i n de aling w ith human pa r-
ticipants. Maintaining these standards presents unique challenges in the research 
of telemedicine. In a literature review by Marziali et al., 99% of the telemedicine 
articles surveyed did not suffi  ciently rep ort t he u se o f re search e thics.22 Th is  is 
not to i mply that ethical research is not occurring; it simply may not have been 
adequately reported. In addition, there are no clear standards specifi c to telemedi-
cine. Telemedicine has to meet the same standards as all other types of research, 
but some grey areas are left to I RB interpretation. Th at interpretation may vary 
across IRBs.

18.6.1 Risk Management
Telemedicine research groups must be particularly cautious about minimizing risks 
or attributing reasonable risks in relation to benefi ts. Th e safety and accuracy of the 
technology must be carefully analyzed before any human participants are involved. 
Careful investigation into the technology used for teleconsultation is needed so that 
patients do not suff er harm.21 For example, the use of robotics to perform surgeries 
presents a vulnerable situation. In one study, two out of 128 various surgeries per-
formed with the da Vinci™ robotic system failed because of technical problems.23 
Researchers must consider how to handle the situation in the event something does 
go wrong. Prior to the procedure, patients must be fully informed of the risks and 
also how they will be compensated i f there is a c omplication. A c lear emergency 
plan should be designed to ensure the protection of the patient. Th is may or may 
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not diff er from standard emergency protocols, depending on the form of telemedi-
cine being implemented.

Serious consideration to risk assessment is not only essential for high risk pro-
cedures, but also for telehealth, in-home applications. Th ere is an increasing need 
for home health care systems as the population ages and serious health problems 
require a g reater need for temporary and permanent home care services.24 With 
this sort of research, there are still risks involved that need to be analyzed properly. 
As w ith a ll e lectronics, te chnical f ailures c an occur. For example, a n e lectronic 
blood pressure cuff  could malfunction a nd possibly remain infl ated, distressing 
or injuring the patient. Th e European Union has strict quality control standards 
for t he medical de vices t hat a re u sed i n t he home o f a pat ient c ommunicating 
with their health care provider through telemedicine. Despite these strict quality 
control standards, it is still possible for patients to suff er harm due to a technical 
failure.25

18.6.2 Accuracy
Th e accuracy of the telemedicine equipment needs to b e scrutinized carefully by 
the research team. Th e equipment needs to be tested against traditional measures 
and possibly calibrated for optimum accuracy. One study examined the diff erences 
between traditional colposcopy and telecolposcopy by analyzing the discrepancies 
between distant and site evaluations.26 Th ey found that the accuracy for diagno-
sis was maintained, but t he e xamination was not adequate u sing te lecolposcopy 
alone.26 Th is study and others similar in nature illuminate the importance in ana-
lyzing the applicability and accuracy of the device. However, it can be a challenge 
to determine the accuracy of the equipment when the abilities of the specialists and 
local health care providers vary.

Th e accuracy of a device is commonly described by the company that designs and 
produces the system. However, no independent studies comparing the accuracy of 
similar systems from diff erent manufacturers were found. Th is creates a challenge for 
designing and implementing research studies and discerning which product is most 
eff ective and appropriate for a particular study.

18.7 Legal Issues
18.7.1 Confi dentiality
Confi dentiality is both a legal and an ethical issue in the fi eld of telemedicine. Imple-
menting telemedicine programs introduces new liability issues regarding confi den-
tiality. It is the duty of medical support staff  to maintain complete confi dentiality 
for their patients. Th e issue of maintaining confi dentiality is especially important 
to address when developing research through telemedicine applications.
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Medical information has traditionally been kept in paper fi les in the offi  ces of 
health care professionals. Although patient information has never been completely 
confi dential, the diffi  culty of access to paper records often protected patients’ pri-
vacy.27 Currently, new technology allows physicians and researchers to gather and 
store medical records through electronic means. Th is ease of access creates vulner-
ability to patients’ confi dentiality.28

Patient confi dentiality is a primary concern in medical research. Because there 
is no current consensus for maintaining confi dentiality in telemedicine research, 
there are several concerns that need to be addressed for a smooth integration of tele-
medicine systems. It is mandatory for telemedicine practices to adhere to HIPAA 
privacy s tandards, a s we ll a s s tandards s et by t he A MA for maintaining pat ient 
confi dentiality in the clinic and research environments. However, there is currently 
no protocol for maintaining confi dentiality during doctor–patient communication 
via e-mail, and research via telecommunication applications. Th erefore, a necessary 
next step is the development of standard protocols for telecommunication systems. 
Some of the following areas will need to be addressed for this protocol:

How will confi dentiality be maintained when communicating with patients 
via e-mail?
How will confi dentiality be maintained when communicating with patients 
via teleconferencing?
Where and how will the data be stored?
Who can access this data?
How is patient information secured through the network?
Does i nformation te chnology su pport s taff  need to sign a confi dentiality 
non-disclosure form i f t hey a re going to b e i n c ontact w ith t he pat ient or 
patient’s data?
Are the measures being taken to ensure confi dentiality?

Once these protocols to maintain confi dentiality have been established,  support 
from the legislative system is needed to ensure accountability for maintaining con-
fi dentiality.29 Th ere i s no c urrent, a dequate l egislation t hat applies sp ecifi cally to 
managing confi dentiality of electronic medical records.28 In fact, only about half the 
states within the United States have a law that prohibits disclosure of health informa-
tion without patient authorization, and even some of these laws are ambiguous.27

18.7.2 Licensing
Issues of licensing and malpractice are of more concern in the implementation of 
telemedicine and have to be taken into account when designing research programs 
within telemedicine. In the United States, each state has its own statutes for medi-
cal l icensing a nd practicing. Telemedicine brings forth a n i nteresting i ssue w ith 
cross-border consultations.

•

•

•
•
•
•

•
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Currently, if a physician consults with a pat ient in a certain state, he or she is 
legally required to be licensed to practice in that state. With the current protocol 
of medical practices, it is assumed that the licensed physician only practices in the 
state he or she is licensed in. With the implementation of telemedicine programs, 
the lines of licensing are blurred.

Another issue related to licensing is malpractice insurance. Presently, malpractice 
insurance only covers physicians in the state in which they are licensed to practice. 
If a physician then consults with a patient across a state border, the physician may 
risk being charged with practicing without insurance. Th is presents a complicated 
situation for telemedicine because each state may not have the specialist needed for 
every case. Telemedicine has the potential to improve the accessibility for special-
ists in rural areas if this issue were resolved. Some states have passed legislation that 
requires physicians to be fully licensed to practice in that state if they wish to con-
sult a patient via electronic media.30 One solution would be a national licensing for 
practitioners in telecommunications. In the European Union, health care providers 
are licensed in all participating states.30 Some legislation is being developed to allow 
a license in teleconsultation. Th is way the practitioner would have a national license, 
and could consult across state borders legally and remain insured.

18.7.3 Informed Consent
Th e following three i ssues should be addressed when approaching the subject of 
consent related to research in telemedicine:

 1. What is a valid consent?
 2. What are the parameters for valid consent?
 3 . Who defi ned these requirements?

To gain a valid authorization to proceed with a research study the patient must be 
informed of his or her diagnosis, the nature and purpose of the proposed procedure, 
alternatives to t he procedure, and the risks and benefi ts of the proposed procedure, 
alternative treatments, and refusing treatment.31

 Also, according to the HHS’s Basic 
Policy for Protection of Human Research Subjects, the subjects must be informed of 
how their confi dentiality will be maintained.21

Th e a spect of obtaining informed consent in research is extremely important 
as it relates to telemedicine. Informed consent documents will need to be adapted 
for use in telemedicine. Th e following list addresses some of the particular aspects 
of telemedicine that the patients or participants will need to be informed of, if they 
are to participate in the research study32:

Who will be at the other end of a videoconference?
What is their role in the consult?
What are their credentials?

•
•
•
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If the videoconference is recorded, how will the information from it be used 
(i.e., clinical audit or research purposes)?
How will their confi dentiality be maintained via telemedicine services?

Th e pat ient w ill need to b e informed of t hese a nd other va riables specifi c to 
telemedicine in  addition to t he normal v ariables o f obtaining informed consent 
prior to t he re search group creating an e lectronic fi le.32 Th is ra ises a question a s 
to the patient’s knowledge of information that is transferred over the Internet and 
whether o r not t he pat ient i s aw are t hat h is o r her p rivacy i s at r isk b ecause o f 
this transfer. Safeguards should be implemented and described in research reports. 
Some of the most common Internet safety devices are fi rewalls, passwords, and 
encrypted Websites.22

18.8 Perceptions and Satisfaction
A predominant theme within telemedicine research is the investigation of percep-
tions and satisfactions with programs and devices. Identifying perceptions could 
help identify methods of increasing acceptance of telemedicine and expedite the 
transition from using solely traditional methods of health care to including tele-
medicine. Perceptions of telemedicine can a lso have a d irect benefi t to re search. 
Many s tudies w ithin t he l iterature report low en rollment numbers or problems 
with gaining participants for their studies. Hopefully, by assessing perceptions of 
participants, researchers can develop programs in which participants will be more 
willing to enroll. One obvious drawback is researchers can only gain perceptions 
of t hose w ho h ave a lready a greed to pa rticipate. P erceptions o f t hose w ho a re 
not willing to pa rticipate are critical to obtain a f ull understanding of the issues 
involved.

Several models have been constructed to identify perceptions and satisfaction as 
an essential element of successful telemedicine programs.18,33,34 In fact, it has been 
proposed that resistance of staff  could have a v ery large impact on program fail-
ures.35 A review by Jennett et al. suggests resistance to telemedicine programs may 
stem from a lack of readiness to take on new procedures or new programs.35

Contrasting d ata h as b een found i n t he l iterature re garding pat ients’, physi-
cians’, and staff ’s perceptions of telemedicine and also with their level of satisfaction. 
Examples of fi ndings include patient preference both for and against telemedicine, 
while physicians within the same study preferred face-to-face meetings in clinical 
practice.18 Patient s atisfaction was at tributed to suc h va riables a s quality s ervice, 
convenience, co mmunication, a nd h uman co nnection t hrough vi deoconferenc-
ing.18,36 Physicians’ satisfaction can possibly be attributed to their exposure to both 
face-to-face meetings a nd v ideoconferences. O ne a rticle e ven rep orted p risoners 
preferring the use of telemedicine over leaving the institution.18

•

•
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18.9 Opportunities in Research
18.9.1 Design
A major issue in telemedicine design is who should lead programs or who is best 
able to guide telemedicine practices for proper health care. Possible candidates that 
have b een su ggested a re a dministrative l iaisons,33 phy sicians,37 or  t elemedicine 
“champions.”38 Research has already begun to identify models for the implementa-
tion and integration of telemedicine. Th is potentiates the opportunity to identify 
successful components or models of telemedicine design in an eff ort to de velop 
consistent practices and standards for telemedicine.

Th e title of administrative liaison does not necessarily refer to someone of admin-
istrative stature within the ranks of a h ospital or facility. Rather, this refers to t he 
notion that telemedicine incorporates multiple aspects of experience and expertise, 
ranging from IT personnel to surgeons. For a telemedicine program to reach its full 
potential, someone needs to assume the role of liaison eff ectively to ensure channels 
of communication are open, effi  cient, and eff ectual. It is essential to note: the key 
element to success is appropriate communication.

Th e article regarding telemedicine “champions” was referring to the use of iden-
tifying personnel who were best qualifi ed to lead specifi c functions of telemedicine 
programs.38 Th e example given was the use of a nurse practitioner to l ead staff  at 
peripheral sites. Potentially the use of “champions” and an administrative l iaison 
could be combined by appointing a central program leader while delineating duties 
to those with specifi c education a nd sk ills a s p ertaining to va rious f acets o f t he 
program. Nevertheless, one dilemma with this has been identifi ed. In the case of 
one rural telemedicine program, the “champion” was the only clinical provider for 
an entire island in Michigan.39 Th us, an overabundance of duties were imposed on 
one individual.

An article by Yellowlees takes an entirely diff erent approach to l eadership for 
telemedicine pr ograms.37 In this case it is suggested that physicians and clinical 
practitioners d irect c linical te lemedicine programs. Yellowlees s tates, “It i s crucial 
that clinicians continue to ‘own’ telemedicine systems and to be involved in all stages 
of planning, implementation, and evaluation.”37 Th e claim is that many bureaucrati-
cally driven programs do not have the insight to apply programs to the “real clinical 
world,” and further, that telemedicine should not be so concerned with confi dential-
ity and legality issues.34 Th is perspective is contradictory to most of the l iterature 
considering confi dentiality and legality issues. In addition, Yellowlees claims experi-
ential learning by clinicians could have benefi ts to telemedicine design.38

As already stated, research is currently identifying models for the implementation 
and integration of telemedicine. Even within these, diff erences of opinion still exist. 
Jennett et a l. reviewed models of readiness, wherein success of a p rogram depends 
on m odifying es tablished p rocedures p rior t o im plementation in  o rder t o a ccept 
telemedicine.35 On the contrary, others suggest shaping telemedicine programs and 
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adapting equipment to existing clinical programs.37 As suggested before, the integra-
tion of telemedicine may diff er across particular areas of telemedicine.

By identifying or constructing successful models, research has the potential to 
improve telemedicine practices as well as create consistency within these practices. 
A lack of consistent training of telemedicine program staff  has been reported as a 
problem by several sources.37,38,40 Th is poses threats for the accuracy, validity, and 
the ability to generalize research fi ndings in telemedicine. Combining inconsisten-
cies in t raining a nd practice w ith a lready-presented inconsistencies in legislation 
and regulation, along with confounding theories in literature results in a very com-
plex myriad of challenges for research to fi rst untangle and then address.

18.9.2 Longevity of Program
Issues of funding and lack of consistency of design have lead to a short life span for 
many telemedicine programs. Reportedly, most programs have experienced prob-
lems with continued funding beyond two to t hree years a fter implementation of 
the program.18,37 Th is is detrimental to telemedicine programs, especially with one 
study reporting “no successful clinical based or offi  cial home health teleconsulta-
tions were conducted during the course of the grant period” of only one year.39

Accordingly, long-term benefi ts of health care and quality of life for telemedi-
cine pat ients h ave n ot b een de termined.33 Th ough a c all e xists fo r l ongitudinal 
studies to assess long-term benefi ts more accurately,18 this is diffi  cult to do given the 
prevailing norm of short life spans observed in many telemedicine programs. Turn-
over rates for project staff  have been as high as 100% within a single year.39 Con-
tinued education designed to combat attrition rates38 and to resolve inconsistencies 
in program procedures could help strengthen longevity of telemedicine programs. 
Also, enhancements within technology and telemedicine equipment can have the 
eff ect of a do uble-edged sword. On the one hand, the equipment becomes more 
user friendly and effi  cient, while on the other hand there is the quandary that when 
much-needed upgrading occurs, existing equipment may be rendered obsolete and 
outdated. Th is creates further challenges for budgeting and funding.

Another possible factor related to the duration of telemedicine programs is com-
munication between IT staff  and others in the interdisciplinary team. Complaints 
regarding IT communication styles have long been an issue as technology becomes 
an integral part of life. It is common to hear complaints that IT folks speak a dif-
ferent language that no one can understand and further that those within IT have 
diffi  cultly understanding the language of those without benefi t of experience in the 
IT fi eld. Faulty, outdated, or misunderstood information from IT departments can 
cause delays,39 wasting valuable time because of poor communication.37 As already 
stated in this chapter, design models are being developed with communication issues 
in mind. Th ese models need to a ccount for the IT versus non-IT communication 
problems.
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Finally, f unding a nd re funding, su stainability, a nd m edical rei mbursement 
issues must be addressed for telemedicine to experience longevity. Unfortunately, 
many telemedicine projects have remained incomplete because f unding a llowed 
the inception but was insuffi  cient to complete the project. Th ese kinds of failures 
contribute to d isparaging v iews a bout t he p otential fo r te lemedicine. W ithout 
a doubt, u p-front c osts to e stablish te lemedicine p rograms a re v ery h igh w hile 
the benefi ts a re not a s c lear. Th e paucity of information regarding cost-balance 
eff ectiveness of the investment is also of concern. Establishing an eff ective, viable 
telemedicine program requires long-term commitment. Th is is diffi  cult to obtain 
when the current research data cannot ensure the original investments will pay off  
in the end.

18.9.3 Rural Areas
Th e use of telemedicine in rural or remote areas is a topic of great interest and can 
be fo und t hroughout t he l iterature.33,35,41–45 Th e h ope i s to a dvance h ealth c are 
practices in areas that may not have the same advantages, resources, or specialists. 
Two questions rise out of this:

 1. Do the benefi ts of telemedicine in rural areas outweigh the costs?
 2. Are t elemedicine pr actices i n r ural a reas c omparable to  mor e t raditional 

methods?

Literature reports positive benefi ts of telemedicine such as saving patients’ time 
and money spent on travel to larger cities or travel to more equipped facilities.33 Th is  
has the potential to make health care more accessible in rural areas, and decrease 
costs and time for patients. Also, it is possible that telemedicine could provide an 
avenue fo r pat ients w ho n eed m edical a ssistance a nd w ould n ot h ave o therwise 
sought it to benefi t because of improved access.6 Telemedicine could also be imple-
mented as a tool for physicians and care givers in remote areas to continue educa-
tion a s i s cr itical for accreditation and staying current with the fi eld.38 However, 
there is clearly a time burden associated with establishing a telemedicine program. 
Indeed, it is often far greater than expected.46 Several articles have reported tele-
medicine adding additional work on top of already-busy clinical schedules rather 
than in place of clinical work.37–39

A major concern of telemedicine, and a large opportunity for research, is quality 
of care. Obviously the health care community does not want to implement a tool 
that will decrease standards of care in any domain. A recent article by Hailey states 
that even if telemedicine does have weakness, it could still be a useful instrument 
of health care. A long with the advantages, the disadvantages need to b e a ssessed 
thoroughly.33

Th ere are a lso suggestions that directing telemedicine towards rural areas has 
signifi cant drawbacks. More precisely, those who could receive the greatest benefi ts 
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from telemedicine may have the greatest barriers to its implementation.38 Th es e 
communities o ften a re a ssociated w ith a l ack of te chnology, fi nances, resources, 
and u nfavorable p erceptions t hat c an i mpact te lemedicine suc cess. Perhaps t his 
is why Yellowlees suggested that developing telemedicine programs may be more 
reasonable in areas with more expertise or areas that are more equipped to take on 
the burdens of creating a program.37

18.10 Conclusion
Opportunities fo r re search l ay i n t he n umerous ap plications o f te lemedicine. 
However, research into this exciting fi eld has l ed to a h ost of challenges u nique 
to telemedicine. Th e demand for appropriate research methods and tools for each 
application have become more complex because of the variety of fi elds and technol-
ogy specifi c to the various fi elds. Striking communication and education challenges 
are a lso apparent. Person–technology i nteractions a re te eming w ith problems to 
be resolved, ranging from fears of the unknown to fe ars related to a ctual adverse 
events. Cost–benefi t analyses often fail to demonstrate telemedicine success. Issues 
regarding safety, ethics, and confi dentially have yet to be resolved. Research design 
and implementation will need to c ombine existing formats with novel ones. Yes, 
the challenges are humbling. Nevertheless, we are steadfast in our belief that tele-
medicine i s c ertainly t he w ave o f t he f uture a nd h as t he p otential o f p roviding 
effi  cient, eff ective, and humane health care to those who are currently underserved. 
Moreover, we a re convinced t hat te lemedicine c an en hance medical practice for 
those in both rural and urban settings.
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Telemedicine has been in use for many years, and is the use of telecommunica-
tions technologies to consult with a remote physician. Conventional telemedi-
cine has a 30-year history. Th is chapter fi rst explores conventional telemedicine 
in so me de tail — i ts a dvantages, d isadvantages, h ardware, a nd so ftware. By 
studying c onventional te lemedicine, so me re asons w hy i t i s n ot i deal fo r a ll 
medical s ituations should b ecome apparent. Th is chapter t hen e xplores other 
areas of te lemedicine and their applications. Th ese a reas include wireless net-
works a nd s ensor n etworks a nd h ow e ach c an a dvance c urrent te lemedicine 
solutions. Th is chapter describes the feasibility of each new technology for tele-
medicine and the hardware and software required to i mplement te lemedicine 
in these networks.
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19.1 Introduction
Telemedicine can be defi ned several ways; however, the core concept remains the 
same. T elemedicine i s t he u se of  mo dern t elecommunications t echnologies to  
deliver h ealth c are rem otely to i ndividuals w ho a re u nable to at tend a p hysical 
appointment with their doctor or specialist.1–5 In a perfect world, telemedicine can 
be employed to p rovide excellent health c are to p eople who would otherwise be 
unable to t alk w ith a  specialist about t heir problems.2 Th e health c are a pat ient 
receives by telemedical means should be as good as the health care a patient would 
receive in an offi  ce visit.

Over its 30-year history, conventional telemedicine has off ered patients many 
advantages. However, conventional telemedicine also has several drawbacks. While 
conventional telemedicine systems are well defi ned and dependable, they are also 
large, immobile, and expensive.3,5

Many re searchers h ave begun i nvesting t heir t ime i nto t he re search of w ire-
less telemedicine systems. Proponents of wireless systems claim that the increased 
mobility and the lower cost of the s ystems a re h ighly benefi cial to  telemedicine. 
Mobility and lower cost health care solutions are benefi ts of new telecommunica-
tions technologies. Wireless systems are not a far-fetched idea. Th eir usefulness and 
reliability have been tested in several trials.1–7

Th e objective of t his chapter i s to p resent a n overview of te lemedicine: pa st, 
present, and future. Th erefore, the structure of this chapter is as follows. Section 
19.2 covers conventional telemedicine. Section 19.3 focuses on wireless telemedi-
cine applications while Section 19.4 deals primarily with sensor networks and their 
applications in telemedicine. Section 19.5 is dedicated to case studies and some of 
the te lemedicine systems that have been implemented. Section 19.6 provides the 
interested reader with possible areas of research. Finally, concluding remarks are in 
Section 19.7.

19.2 Conventional Telemedicine
19.2.1 History of Telemedicine
Doctors a nd re searchers b egan e xperimenting w ith te lemedicine a bout 3 0 ye ars 
ago. At that time, telephones and fax machines were t he new telecommunication 
technologies. Conventional telemedicine was successfully implemented over wired 
communication te chnologies, suc h a s p lain o ld te lephone s ervice ( POTS) l ines, 
integrated services digital networks (ISDN), or T1-class data links.2,3,5

In 1959, two-way videoconferencing began taking place between the Nebraska 
Psychiatric Institute and Norfolk Hospital, over 100 miles away. Th is link was com-
prised of a closed-circuit television link in order to a llow communication between 
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the doctors at both locations.3,5 Th e link had two primary uses, as follows. Th e fi rst 
was to allow the doctors at the hospital to consult with the doctors and students at 
the institute about patients. Th e second use was to allow doctors at the institute to 
observe and g ive psychiatric consultations to pat ients at t he hospital w ithout the 
necessity of traveling to the hospital.5

Another l ater u se o f c onventional te lemedicine w as p ut i nto p ractice i n 
 Massachusetts. I n A pril 1968, a m icrowave v ideo l ink w as cre ated b etween t he 
Massachusetts General Hospital and Logan Airport in Boston. Th is link had two 
signifi cant advantages. Th e fi rst advantage was that immediate health care could 
be given to a irport employees as well as passengers. With the introduction of this 
telecommunication link came a second advantage: physicians no longer needed to 
be at the airport to provide health care to employees and passengers. Until this time 
in order to receive immediate health care at the airport, a physician needed to be on 
duty. However, now a physician at the hospital could use the microwave video link 
to d iagnose a pat ient at t he a irport. Rather surprisingly, Logan A irport was a lso 
equipped to handle cardiology, dermatology, and radiology examinations.5

19.2.2 Current Uses of Telemedicine
Th e primary consumers of conventional telemedicine services today are hospitals, 
clinics, prisons, and any other installation where the equipment will not need to be 
moved once it has been installed. Conventional telemedicine lends itself particu-
larly well to these locations because doctors and patients are already in these loca-
tions and travel for either the doctor or the patient would be inconvenient.3

In prisons or penitentiaries, it is often diffi  cult, costly, and risky to bring a medical 
specialist on-site or to move an inmate to see a specialist. When moving an inmate 
patient to see a doctor, precautions must be taken to ensure that the prisoner will not 
be able to fl ee once he is outside the prison. Th is requires planning and manpower. 
Also there is a risk associated with bringing a physician to a prison. If given the oppor-
tunity, an inmate could attempt to hold the physician hostage for his own benefi t. By 
using telemedicine, there is no need to move the inmate to see the doctor or for the 
doctor to come to see the patient. Th erefore, prisons are ideally suited to telemedicine 
because patient and doctor interactions can occur with much less cost and risk.3

In hospitals, it is often a fi nancial burden to transport a patient to see a special-
ist or to call in a remote specialist to see a patient. It is often much easier, in terms 
of t ime a nd money, to m ove a pat ient a nd sp ecialist i nto ro oms e quipped w ith 
telemedicine e quipment i n t heir c urrent re spective l ocations. Th e physician and 
the patient can then have a medical consultation without the burden and cost of 
traveling to m eet one another. Th erefore, hospitals a re a lso prime c andidates for 
conventional telemedicine systems.3
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19.2.3 Current State of Telemedicine
Currently, te lemedicine i s s till v ery m uch c onventional te lemedicine. C onven-
tional telemedicine consists of at least two distinct locations connected by a wired 
link. Because this link is wired, conventional telemedicine does not lend itself to 
mobility, fl exibility, or portability. Th is lack of mobility, fl exibility, and portabil-
ity are common reasons for researching wireless telemedicine.1-7 As telemedicine 
equipment b ecomes mor e mobi le, fl exible, a nd p ortable, t elemedicine c onsul-
tations w ill b ecome i ncreasingly p opular a lternatives to t raveling to a m edical 
appointment and for use in emergency situations. Emergency cases, disaster areas, 
and locations with high patient-to-doctor ratios will benefi t from the use of por-
table equipment.1-5

Conventional telemedicine currently uses T1-class data links, POTS, and ISDN 
lines to transmit user input data securely and provide two-way videoconferencing, 
high-resolution d igital photography, a nd data c apture f rom medical devices in a 
real-time environment.2,3

For the locations mentioned above, conventional telemedicine provides an ade-
quate consultation between a patient and a doctor. However, if the patient or doctor 
is not  a t a  location t hat has telemedicine equipment installed, t hen t hese people 
must still incur the cost and burden of travel. While many telemedicine patients 
have responded favorably to the current system,3 there is still much work to be done 
in order to make telemedicine useful to a much larger population.1–7

19.2.4 The Problems of Conventional Telemedicine
A major problem with conventional telemedicine is that it is highly dependent on 
wired data link s.2,3,5 Th ese l inks a re o ften rented f rom c ommunications c ompa-
nies, and therefore can become very expensive.3 Also, the hard-wired links used in 
conventional telemedicine do not lend mobility or portability to the conventional 
telemedicine systems.1–7

Because the links are immobile, many of these conventional telemedicine sys-
tems a re c omprised o f l arge, e xpensive m achinery. S ince t he m achinery m ust 
remain immobile because of the T1-class data links, it does not matter how large 
or b ulky th e e quipment as sociated w ith th e sy stem b ecomes. H owever, s ince 
many p laces t hat u se c onventional te lemedicine e quipment a re n ot c oncerned 
with having a portable telemedicine kit, they have upgraded their equipment to 
very sophisticated technology. Th erefore, although this equipment is immobile, 
it i s ve ry p owerful, ve ry e ff ective, a nd c an b e v ery e xpensive.3 Un fortunately, 
the immobility of t hese s ystems inhibits re al-time te lemedicine at t he pat ient’s 
location.3
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19.3 Wireless Telemedicine
19.3.1 What Is Wireless Telemedicine?
Wireless t elemedicine i s a ny f orm of  t elemedicine t hat c an b e c onducted ove r a  
wireless network. A more detailed explanation of wireless telemedicine is a consul-
tation between a remote physician and a patient that uses wireless telecommunica-
tion technologies to l ink the end systems of both the physician and the patient to 
the Internet in order to allow this remote consultation to take place from any geo-
graphic region covered by a wireless network.1-5 A wireless system is ideal for solving 
the problems of immobility, infl exibility, and importability posed by conventional 
telemedicine.1–7

19.3.2 Advantages of Wireless Telemedicine
Wireless telemedicine does not sound very d iff erent f rom conventional telemedi-
cine systems. A p erson may be wondering why researchers are spending so much 
time studying wireless telemedicine systems. A fter a ll, conventional telemedicine 
has been in use for over 30 years, so theoretically the research community should 
be knowledgeable on the subject of telemedicine.2,3,5 Th ese k inds of thoughts are 
why this next section of the chapter is included. Before getting into the implemen-
tation and hardware issues associated with wireless telemedicine, it is appropriate to 
study why wireless telemedicine is good: what are its advantages and how can these 
advantages change the conventional telemedicine system?

First, there is the issue of mobility. In a c onventional telemedicine system, the 
telemedicine equipment is generally large and immobile.3 However, a wireless tele-
medicine system will allow a medical consultation to be taken to the participants as 
long as the geographic region is covered by a wireless network.1–5 Th is makes wire-
less telemedicine ideally suited to  retirement homes, hospitals, or  a ny pl ace where 
the mobility of a patient is a constraining factor. It is often much easier to move the 
system than it is to move a highly immobile patient.3

Since wireless telemedicine kits can be mobile, it also makes sense for the kits 
to be portable.1–5 Just because a telemedicine kit uses wireless technology does not 
mean the k it is portable. Portability a llows the equipment used in a te lemedicine 
consultation to be moved easily from one area to another. Ease of movement is 
based on how easily a s ystem can be brought into a ro om, set up, a te lemedicine 
consultation can be given, and the tear down of the kit for movement to a new loca-
tion.3,5 Adding portability to mobility allows many changes to evolve in telemedi-
cine systems. Some of these changes will require further research but many of the 
changes are benefi cial to doctors and patients who currently use telemedicine sys-
tems.1–7 For example, consider an elderly person with advanced Parkinson’s disease 
living in a re tirement home. Th is d isease can severely restrict the mobility of the 
patient and Parkinson’s pat ients f requently have medical consultations with their 
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doctors to control or modify the types of medicines he or she consumes. A mobile 
and portable telemedicine system can be taken to t he patient’s room to a llow the 
patient to have a medical consultation without the need to t ravel either out of his 
room at his current location or to another geographically distant location. Th is  use 
of a portable, wireless telemedicine kit is extremely benefi cial to the staff  at such an 
institution by allowing the patient to have frequent medical consultations without 
the need to travel any considerable distance to see his or her doctor.3

Another benefi t of portable, wireless telemedicine systems is that some patients 
feel confi ned to t heir hospital rooms. A fe eling of confi nement can discourage or 
even depress patients. However, if a pat ient who is not in need of constant medi-
cal care is equipped with a wireless, patient-worn telemedicine kit, this patient can 
return home, or to an area covered by a wireless network, to enjoy as much of a 
normal routine as possible.1 Th e patient’s doctors can then obtain real-time medi-
cal data from the patient-worn telemedicine kit via a gateway PDA.1 In this way, a 
patient can still be under a doctor’s care without the confi ning restriction of con-
stantly staying in or frequently visiting a hospital.1,3

Second, the tools needed to construct a wireless telemedicine system are often 
much more inexpensive than the arrangement used for conventional telemedicine 
systems.3,5 In many cases, the entire telemedicine system is composed of diff erent 
components but the idea is the same: to p rovide health care to t hose individuals 
who are unable to at tend a re gular, in-person appointment with a do ctor or spe-
cialist.1–5 One reason the wireless telemedicine system is more inexpensive than a 
conventional telemedicine system is that there is no wired link between the wireless 
system and the Internet as there is with the conventional system. Th ere fore, there 
is no la rge cost a ssociated w ith renting a  h igh-bandwidth l ink f rom a n Internet 
Service Provider (ISP).3

Another reason is the diff erent types of equipment that are being used. Large, 
conventional telemedicine systems often use very expensive equipment. For smaller 
institutions, the cost of these conventional telemedicine systems is too high for the 
organization to absorb.3–5 However, competitively priced software a nd hardware 
for wireless telemedicine systems have been developed. Th is software and hardware 
will allow the spread of portable, wireless telemedicine kits in smaller institutions 
that simply cannot aff ord t he equipment a ssociated w ith conventional te lemedi-
cine.3–5 Some kits consist of no more than a wireless Internet connection, a laptop 
or t ablet PC, a d igital c amera, some simple d igital peripherals, a nd a c onnected 
Webcam with an integrated microphone.3

Finally, t here i s t he i ssue o f t ime a nd re source m anagement. I n a ny so ciety, 
doctors are precious resources because they are healers. A doctor’s skills are always 
in demand. In the United States, for every doctor there are 200 to 50 0 patients.5 
Clearly, doctors are a limited resource.1 By employing wireless telemedicine, society 
can make better use of such a limited resource. Most patients must currently travel 
to see a doctor, so this involves a factor of time. However, if the patient is too ill to 
travel, then the doctor must travel to the patient. In this scenario, time that could 
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be spent with one patient must now be spent traveling to visit another patient. For 
this situation, if telemedicine were conveniently available to both parties, then tele-
medicine would be a viable option and it could save time for both the doctor and 
the patient.1,3–5 In such a way, telemedicine can make much more effi  cient use of 
one of society’s most valuable resources — the doctor.

19.3.3 Hardware and Software
Special tools are needed to conduct a wireless telemedicine session.1–7 Many diff er-
ent wireless systems and prototypes have been developed. Th is section of the chap-
ter d iscusses many of the hardware and software requirements of these d iff erent 
types of wireless telemedicine systems. Not every system is composed of the same 
hardware and software. A variety of hardware and software is presented in this sec-
tion. Each piece of hardware or software presented has been used in a de veloped 
wireless t elemedicine s ystem. Th ese va rious p ieces o f h ardware a nd so ftware a re 
being presented to off er the reader a greater understanding of the available options 
for wireless telemedicine kits.1–7

19.3.3.1 Connectivity

First a nd fo remost, t here m ust b e a ccess to a w ireless n etwork s ession, b ut t he 
bandwidth must never have less than 100 kbps to devote to the session.1,3 If the 
bandwidth d rops below 100 kbps, t he real-time remote consultation w ill not be 
transparent to the users of the telemedicine system. Th e purpose of real-time tele-
medicine is to allow a patient and a doctor to interact with one another as normally 
as p ossible a lthough b eing s eparated b y so me d istance.1–5 In order to ensure as 
normal a doctor–patient visit as possible, video is highly relied upon. Good video 
and good audio quality allow the patient to feel that his doctor is in the room with 
him, fostering an important virtual presence. Th erefore, any interruptions in the 
audio or video will make the telemedicine session apparent to t he patient and to 
the doctor.3

19.3.3.2 Camera Phones

Now that the importance of the l ink has been stressed, we should talk about 
some of the other hardware components currently used in telemedicine. Japan 
is generally three to fi ve years ahead of Europe in technological trends. As such, 
Europe a nd A merica c an e xpect to s ee t hese s ame te chnologies i n t he n ear 
future.

In Japan, good  quality c amera phones, such a s t he K DDI/AU In fobar w ith 
an automatic focus, fl ash, and global positioning systems (GPS), are becoming an 
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increasingly important part of telemedicine. Th ese phones can be used to take pic-
tures of an accident and transmit this data to a do ctor in a hospital using a com-
mercial wireless carrier such as Verizon Wireless.2

Japanese police have also used these phones to monitor stalking victims in an 
attempt to help ensure the victim’s safety at all times.

Th e civ ilian population has a lso put t hese phones i nto u se to h elp t ake c are 
of the elderly and easily confused. With this phone, if an elderly person were to 
become lost, he could take a picture of his surroundings and send this picture along 
with GPS data to a f amily member or someone else who can come fi nd him and 
pick him up.2 Th e receiver can then use the GPS data and the picture to determine 
the location of the lost person, and therefore go to pick him up.2

In 2004, third-generation (3G) mobile communication networks covered 99% 
of Japan. Th ese communication networks a re the reason cellular phones a re able 
to play such a large part in telemedicine in Japan.2 Because of the a lmost com-
plete coverage of the nation, Japanese citizens with chronic diseases are able to take 
advantage of these technological advances in telecommunications in order to moni-
tor their condition more easily.2

19.3.3.3 Tablet PC

Another tool that is very benefi cial in telemedicine is a tablet personal computer 
(tablet PC). Tablet PCs a re d iff erent f rom regular de sktops a nd l aptops. A u ser 
can interact with these PCs in the same way that he can interact with a re gular 
PC. However, t hese computers a lso f unction a s pen-input devices. A p en-input 
device allows the user to write on the screen with a stylus. Th e goal of a pen-input 
device is to provide a familiar way to interact with an unfamiliar object, such as 
the PC.3

When p en-input de vices were fi rst i ntroduced, t hey d id not e xplode i n t he 
market. Th ese input devices contained a m ajor fl aw: the a ssociated handwriting 
recognition software just d id not perform we ll enough.3 Th e poor performance 
of handwriting recognition software severely inhibited the growth of pen-based 
input products.

Today some tablet PCs off er an extended version of the Windows XP operat-
ing system.3 Th e beauty of this design is that a u ser can have a ll the Windows 
functionality that he is accustomed to, but he can also have the added function-
ality o f u seable p en-based i nput methods. For e xample, su ppose t hat a n urse 
needs to draw a diagram for the remote doctor. Some people fi nd drawing in the 
Windows program Paint to be awkward and unnatural. However, if this nurse 
is using a tablet PC, she can rotate and fl ip the screen so that she can write on 
the screen with a s tylus as if the screen was a pa d of paper — hence the name 
tablet PC.3
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19.3.3.4 Laptop PC

If a t ablet PC is not available, another wireless solution would be to m ake use of 
a laptop personal computer.3 Although a normal laptop cannot provide pen-based 
input methods, it can a llow a u ser to c onnect to a w ireless network to a ccess the 
Internet. Once connected to the Internet, data can be transferred between a remote 
patient and doctor.3

19.3.3.5 Web Camera

Another popular item for a w ireless telemedicine k it i s a Webcam. Webcams are 
used to transmit images across the Internet. While a Webcam might not be appro-
priate for emergency use, it would be more than adequate for a g eneral checkup 
with a doctor.3 Some of these Webcams come with an integrated microphone. Such 
a device would a llow audio and v ideo to b e s treamed over the Internet and to a 
remote physician. Th is one device is not too expensive. Th erefore, the Webcam is 
perfect for smaller institutions that cannot aff ord a larger, more conventional tele-
medicine system.3

19.3.3.6 Digital Peripheral Devices

As important a s v ideoconferencing i s, it i s not the fi nal component of a w ireless 
telemedicine k it. Th ere a re many d igital medical instruments that a re needed to 
complete a  t horough t elemedicine s ession. Th ese i nstruments a llow t he re cord-
ing and transmission of medical data to a rem ote physician. Digital stethoscopes, 
sphygmomanometers, and cardiovascular and respiratory monitoring systems allow 
a remote physician to assess the current health situation of one of his patients.

In many cases, an at tending nurse or the primary care physician operates the 
wireless telemedicine kit.1,3,5 In an attempt to make use of the current available tech-
nology, d igital medical peripherals t hat c an interface w ith a c omputer have been 
designed and manufactured. Th ese digital peripherals interface with a tablet PC or 
laptop to s end a pat ient’s vital signs to t he remote physician without the necessity 
of manually inputting all of the patient’s medical data into the computer by hand. 
Several standard medical tools have become digital peripherals including electronic 
stethoscopes, sphygmomanometers, e lectrocardiogram recorders, a nd d igital t her-
mometers.1,3,5 Th ese peripherals allow the capture and transmission of patient vital 
signs without the need for the nurse or doctor to input this information manually.1,3,5 
Th is eliminates any human error associated with inputting data and transmission.

Th e sophistication of the particular wireless telemedicine kit being used dictates 
which of these peripherals are included in the k it. Some k its will not contain an 
electrocardiogram recorder because it performs functions outside of the intended 
use of a particular wireless telemedicine system.3,5
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Some peripherals s till u se the R S232 serial interface to t ransfer the data col-
lected by a peripheral device to the computer.3 However, there are peripherals that 
run the current universal serial bus (USB) interface.5 Th e USB interface is likely to 
become the standard peripheral interface in the future because RS232 serial inter-
faces are an aging standard.3

Th ese digital peripheral devices are moderately priced.5 Th erefore, these devices 
can be integrated into a wireless telemedicine k it without signifi cantly increasing 
the cost of the system.

19.3.3.7 Sensors

Sensor networks have been suggested for use in telemedicine kits intended to moni-
tor patients with chronic illnesses at home.1,7 A more complete discussion of sensor 
networks will follow in the next section of this chapter. However, sensor networks 
can be used in conjunction with wireless telemedicine systems.7 For the moment, it 
is enough to know that sensors can be used to monitor and collect patient data.1 Th is  
data can then be sent to a cellular telephone or a PDA with an Internet connection.1 
Th e information collected by the sensor can then be aggregated and relayed to the 
primary doctor or to a database established as a medical information repository.1,7

19.3.3.8 Data Compression Techniques

In 1983, the American College of Radiology (ACR) and the National Equipment 
Manufacturers Association (NEMA) formed the Digital Imaging and Communi-
cations in Medicine (DICOM) committee.2 DICOM adopted several formats for 
the transmission of still images.2 Th e committee decided on two types of compres-
sion techniques for still image JPEGs: lossless JPEG and JPEG-LS.2 Th e eff ective-
ness of these compression techniques determines how quickly still images can be 
sent to and received by the remote attending physician.2

In the past, compression techniques for medical images have focused on lossless 
compression methods so that the original image could be reconstructed exactly at 
the receiver side.2 Unfortunately, these techniques do not provide much compres-
sion of the image; in fact the compression ratio is normally between 2 and 3.7 for 
lossless methods.2 Th ese ratios off er only a limited improvement over sending the 
image without any compression.

However, lossy compression methods have been introduced so that the image 
is only approximately reconstructed.2 With an approximate image reconstruction, 
several areas must be studied in order to ensure that the image still contains diag-
nostic value. One area is the eff ect of compression on diagnostic performance. Two 
other areas are optimal performance of the compression technique and the impact 
of a lossy compression technique on diff erent diagnostic situations.2
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In order to determine the impact of compression on diagnostics, a simple test 
can be performed. To perform this test, testers create a set of images comprised of 
compressed and reconstructed images and the original uncompressed image. If the 
original image cannot be identifi ed in the set of compressed images, then the com-
pression technique works suffi  ciently well in reconstructing the image such that the 
reconstructed image is as good as an uncompressed original image.2

Another useful compression concept is the region of interest (ROI).2 Th e region 
of interest is the area of the image that contains a specifi c diagnostic value to a phy-
sician. By limiting compression techniques to only the ROI, there can be a drastic 
improvement in the compression ratio.2 For example, if the ROI only covers 20% 
of the image, then a 15.1 average compression ratio has been reported for JPEG-LS 
compression techniques. If the entire image were the ROI, then the average com-
pression ratio would only be 2.58.2

By improving compression techniques, the transmission rate of an image can 
be decreased.2 A decreased transmission rate allows the end users to interact with 
the s ystem in a t ransparent manner. Accordingly, appropriate compression tech-
niques can improve the value of telemedicine by improving the overall experience 
of the system users. With increased response times comes a more transparent user 
session.3

DICOM has not yet adopted a standard for digital video transmission, so those 
compression techniques will not be discussed.

19.3.3.9 RTB2400 Wireless Router

Th is wireless router can receive and transmit data, and therefore it can also act as a 
repeater. When the router is used in compliance with Japanese regulations, it can 
achieve a circular coverage area with a radius of 3 km with transmission speeds of 
up to 2 Mbps on a TCP/IP platform.4

19.3.3.10 IP Telephony Software

IP telephony software is becoming of greater interest to some researchers in wireless 
telemedicine systems.4 IP telephony, also known as voice over IP, can provide real-
time, two-way, synchronous voice and data traffi  c over a packet-switched IP-based 
network.4

19.3.4 Disadvantages of Wireless Telemedicine
Wireless telemedicine is not always transparent to the users. Sometimes, because 
of b andwidth fl uctuations o r l ost, l ate, o r u nordered pa ckets, a rtifacts c an b e 
introduced into the video streams.1,3 Other times audio quality is not as high as 
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it should be, and therefore the users are either distracted by the disturbance in 
the audio data or unable to understand the audio at a ll.1,2–4 Still at other times, 
the c onnection i s n ot a ble to su pport a ll t he i ncoming a nd o utgoing d ata i n 
real-time. Some data packets may even be lost, dropped, or arrive out of order 
because of network congestion.1 If any of these things happen, the telemedicine 
session is no longer transparent and can even become a hindrance to the medical 
consultation.3

Another disadvantage is the misuse of telemedical equipment. For example, a 
wireless telemedicine kit ideal for use in a retirement home might include a Web-
cam and a t ablet PC.3 However, this equipment may not be suited for use in an 
emergency situation. In an emergency situation, like inside an ambulance, still 
images might be better along with data collected by digital instruments.1 For this 
application, doctors are able to monitor the patient’s vital signs and view the extent 
of the damage to a patient without worrying too much about the quality of a video 
stream.1

Security i s a nother pr oblem i n w ireless t elemedicine.3,7 A p erson’s m edical 
records will ideally remain private at a ll times. Th e Health Insurance Portability 
and A ccountability A ct ( HIPAA) w as de veloped to p rotect c onfi dential health 
care information through improved security standards and federal privacy legisla-
tion.7 HIPAA dictates how electronic medical data must be protected before, dur-
ing, and after electronic transmission.7

Security is  another current problem in sensor networks that c an be u sed in 
telemedicine.7 Security in sensor networks will be discussed in greater detail in the 
next section. However, sensor networks are not the only point of interest. Wireless 
transmissions are much more easily intercepted than are wired transmissions.3 In 
this a spect, c onventional te lemedicine s ystems h ave a n a dvantage o ver w ireless 
telemedicine systems.

One fi nal disadvantage of telemedicine systems is the human element. Th e admin-
istrators and operators of the system must be properly trained to o perate the equip-
ment. Currently, many institutions are understaff ed and do not have time to train their 
employees in a new skill set unless the new technology has been tried and proven.7

19.4 Sensor Networks
Sensor networks can be used a s a key component in some wireless telemedicine 
systems.1,7 Th e sensors of a sensor network can monitor a patient’s blood pressure, 
heart r ate, oxygen s aturation, a nd temperature.7 Some people may c onsider t he 
digital medical peripherals discussed earlier to be sensors. In fact, sensor networks 
are not an application of te lemedicine at a ll. Telemedicine i s one application of 
sensor ne tworks.7 Th is s ection c onsiders s everal to pics i ncluding t heir ap plica-
tions, what a s ensor network i s, t he a natomy of a s ensor network, a nd s ecurity 
problems.
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19.4.1 Applications
Th e medical fi eld currently has several active databases for electronic patient records. 
Some of these databases are the Picture Archiving Communication System (PACS), 
Order Communication System (OCS), and the Electronic Medical Record (EMR). 
Information from these separate databases and information a doctor obtains from 
a patient visit can be combined into one of two databases, or both if both are appli-
cable to the patient.7

Th e fi rst major database is the Integrated Medical Information System (IMIS). 
Th e IMIS can combine the patient’s medical information from PACS, OCS, and 
EMR along with his primary physician’s notes. Th is can make the IMIS very useful 
to other physicians.7 Suppose that a person was in an accident and required medi-
cal care. A doctor other than the person’s primary physician could then access the 
IMIS database to check for any allergies this person might have before administer-
ing any medication.

Another advantage of telemedicine applications is to integrate all the informa-
tion from PACS, OCS, and EMR into an Integrated Disease Surveillance System 
(IDSS).7 Th e IDSS is particularly useful when monitoring a patient with a chronic 
disease. Th e IDSS can be used within a telemedicine application and in conjunction 
with sensor networks to monitor the progress of the patient’s disease.7 As previously 
mentioned, a sensor can collect patient data and transmit this data to the Internet 
via an Internet-enabled cellular phone or PDA.7 For a patient with a chronic illness, 
once this data has entered the Internet it will be sent to the IDSS. By allowing sen-
sors to perform this function, it is possible for physicians to obtain more accurate 
information about the patient’s current health status.7 Th e physician a lso has the 
option to review his patient’s current condition any time he is able to do so.

As telemedicine becomes more popular, there will be a proliferation of patient-
worn wireless telemedicine devices.7 Instead of requiring a pat ient to m ake daily 
visits to a do ctor for d isease su rveillance, pat ient-worn w ireless te lemedicine c an 
transmit the needed data to the IDSS for later review by his primary physician.7

Patient-worn w ireless t elemedicine w ill he lp to  a lleviate t he bu rden i n ot her 
areas of medicine.7 Currently, there is a nursing shortage and the shortage does not 
seem to be coming to an end. In fact, the nursing shortage is only becoming more 
severe. Th e A HA has predicted that there will be over 600,000 unfi lled nursing 
positions in 2008.7 Such a serious shortage will require new models of patient care 
and greater workplace effi  ciency.7

Patient-worn wireless telemedicine systems will help to a lleviate patient prob-
lems. I f t he pat ient opted to we ar a w ireless te lemedicine de vice, t hen he c ould 
experience greater mobility, comfort, and fl exibility.7 Th e pat ient-worn te lemedi-
cine kit would a llow him to move about more freely, not just within the walls of 
a hospital. Th e only constraint on the patient would be that he must remain in an 
area covered by a wireless network.

Now t hat t he i mportance of  a  p atient-worn w ireless t elemedicine d evice h as 
been introduced, a discussion of the sensor network will follow.
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19.4.2 What Is a Sensor Network?
A w ireless s ensor n etwork c onsists o f spat ially d istributed, au tonomous de vices. 
Th ese devices use sensors to monitor the physical and environmental conditions of 
the object under study.8

Th e purpose of using sensors in patient-worn telemedicine devices is to gather 
data automatically without inconveniencing the patient.7 Th e process of gathering 
data and transmitting it from the source to a receiving station is called telemetrics.9 
Currently, most of the research being done with sensor networks is telemetric in 
nature.7

For telemedicine, a telemetric sensor network can be thought of as a personal 
area network ( PAN). Th e PAN sh ould c over o nly a sm all a rea o f t he pat ient’s 
body. Th e total number of sensors in a PAN can vary. Too many sensors will make 
the we arer u ncomfortable b ut to o fe w s ensors w ill n ot e ff ectively m onitor t he 
wearer’s health.7 Th erefore, the number of necessary sensors varies based upon the 
condition of the patient and the vital signs data the patient’s doctor would like to 
collect.

As w ith a ny w ireless te chnology, s ecurity i s cr itical. S ecurity i s e specially 
important in regard to t he wearer’s personal medical information.7 Th e security 
and security problems of a s ensor network will be discussed later in a fo llowing 
subsection.

In order for transparency to occur in a pat ient-worn telemedicine kit, bidirec-
tional n odal c ommunication i s n ecessary.7 By a llowing t he s ensors to s end a nd 
receive m essages, a p hysician c an m ake c hanges to h ow o ften a s ensor c ollects 
patient data without the necessity of disturbing the patient. A lso, the sensor net-
works de scribed a re h ierarchically r anked.7 Th erefore, b idirectional c ommunica-
tion can occur between a leaf node and a parent node, and parent nodes can then 
communicate with the root node to access instructions.7

Bidirectional communication makes data aggregation much easier to perform. 
It is essential for a multi-sensor network to perform optimal data aggregation.7 If 
the data is never pieced together, it will be of no use to the physician or the patient. 
In order to fully comprehend the current physical status of a patient, the data gath-
ered by the sensors must be fused together into a cohesive unit.

19.4.3 Anatomy of a Sensor Network
An example of the sensor network overview is illustrated in Kim.7 Th e sensor net-
works described in this paper conform to this system. A root node is in control of 
the sensor network at all times. Th e root node decides when and how to distribute 
its processing bandwidth based on the weight of the patient nodes and the weight 
of the sensor nodes.7

Th e weight of a node is determined by the node’s relative criticality.7 Th e weight 
for each node is greater than or equal to zero and less than or equal to one.7 Th e root 
node assigns a weight for each lower node, whether the node is a patient or a sensor.7 



382 � Mobile Telemedicine

If the root a ssigns a wei ght of zero to a ny node, that node i s considered d iscon-
nected from the sensor network.7 Th e root assigns lower weights to nodes with less 
data. By determining node weight this way, the sensor network will always priori-
tize nodes with the greatest amount of aggregated data that needs to be processed 
by the root. Once the root has processed the information contained in the node, 
it a ssigns a l ower weight to t he node. Assigning weights based upon the amount 
of unprocessed information a node contains will allow each node to be processed, 
namely, there is no starvation or deadlock of the system.

Th e root node will be the starting point for the following discussion. Th e root 
node is a very important node because it assigns weights to all the lower nodes.7 Th e 
root contains the control information for the g iven sensor network. It i s the root 
that decides the buff er length and weights that can be used by each patient node.7 
Ultimately, the root is in charge of the entire sensor network.

Although the root has primary control of the network, the pat ient node i s 
an intelligent node.7 When the weight of the patient node has been set to z ero 
by t he root, t he pat ient node c an begin or continue to p erform data a ggrega-
tion from its many sensor nodes. Data fusion and reference signal storage will 
increase the criticality of a patient node.7 Once the criticality of a patient node 
has begun to i ncrease, t he pat ient node c an re connect to t he s ensor network. 
When the patient node’s criticality has reached a t hreshold, the root node will 
begin to a ssign a wei ght to t he patient node.7 At some point, the patient node 
will have t he g reatest weight, t he g reatest a mount of data unprocessed by t he 
root node in the network, and the root node will access this patient node to 
process the information contained within the node. Once the information has 
been processed, the root node will set the weight of the patient node to zero and 
the process will start over.7

At the bottom of the t ree l ie the sensor nodes. Each pat ient has a u nique set 
of sensor nodes. Th ese nodes monitor a pat ient and collect medical data. Th e sen-
sor nodes then send their signal information up the tree to their parent node. Th e 
parent node then uses its multi-sensor data fusion algorithm to order properly and 
aggregate the data it has received from the sensor nodes.7

Th e process described above is a va riable bit-rate process. Th e variable bit-rate 
process was implemented to so lve t wo major i ssues. A va riable bit-rate process i s 
energy effi  cient and helps to prevent bandwidth bottleneck.7

Energy effi  ciency is highly valued in a s ensor network because a pat ient node 
has a limited amount of battery power.7 Allowing the patient node to c onnect to 
the network only when it has information to s end w ill help t he pat ient node to 
conserve its battery power.7

Th e ba ndwidth b ottleneck i s a ctually t wo d iff erent b ottlenecks: a c ommu-
nication b ottleneck a nd a p rocessing b ottleneck.7 I f a ll t he pat ient n odes were  
connected to t he n etwork at o nce, t here w ould n ot b e en ough ba ndwidth to 
accommodate both the communication between the nodes and the processing of 
nodal information.7
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19.4.4 Security Problems

Security in a sensor network is of the utmost importance. Some of the general secu-
rity problems lie in the structure of the sensor network itself. First, sensor networks 
are made up of many nodes. Because of the network’s construction, it would be 
impractical to try and monitor each node within the network. However, by moni-
toring only a subset of sensor nodes, another subset of sensor nodes is vulnerable 
to attack. A person attempting to hack into a sensor network can take one of two 
courses of action: he can compromise a subset of the sensor network’s nodes or he 
can trick the sensor network into accepting an illegitimate node.7

A s ensor n etwork ha s limi ted ha rdware r esources.7 Be cause o f t he limi ted 
resources of the network, a conventional approach to security is too heavy for this 
type of lightweight system. Th erefore, l ightweight but resilient security measures 
are needed to ensure the safety of the system.7

A security breach in the system can be classifi ed into one of two broad catego-
ries: malicious use of a c ommodity sensor network or eavesdropping.7 Ma licious 
use of a commodity security network includes such crimes as using sensors to detect 
an individual’s presence at a private home and to obtain passwords or other private 
information from an individual’s cellular telephone or personal computer.7

To counter a m alicious commodity sensor network attack, an individual might 
install s ensor d etectors. S ensor d etectors w ill not  blo ck a n i ntruder a nd t hey a re 
expensive but they can give the owner or user of the sensor network important infor-
mation.7 A sensor detector will detect the presence of potentially hostile wireless com-
munications within an area but to do this the detector must be able to distinguish 
between authorized a nd unauthorized sensor networks a nd devices.7 A lthough the 
sensor detector can provide information about an attack, it is a c ostly defense when 
prevention of the attack cannot be guaranteed.

Eavesdropping, also known as sniffi  ng, is the act of gaining private information 
through the unauthorized monitoring of nodal transmissions, accessing stored sen-
sor data, and querying the sensor network.7 Once the sniff er has access to the stored 
data, he can perform data aggregation operations to determine private information 
about the individual who owns or operates on the sensor network.

As with the malicious use of a commodity sensor network, there are some avail-
able defense mechanisms.7 To protect a sensor network from an eavesdropper, the 
network c an u se en crypted c ommunications. O nce a gain, b ecause o f t he l ight-
weight n ature o f a s ensor network t he c onventional end-to-end d ata encryption 
techniques a re i ll su ited. Th e best communication encryption techniques rely on 
hop-by-hop enc ryption a nd m ulti-path rou ting.7 A nother good  d efense a gainst 
sniff ers is to query in a distributed manner. By querying across the system no single 
node can have access to the complete query results.7 Th erefore if an eavesdropper is 
listening to the sensor network, he will be unable to obtain the entire query result 
by listening to a subset of the sensor network’s nodes.7 Finally, a system can anony-
mize any sensed data within the sensor network by removing the identifying details 
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contained in the data.7 Th is technique will make it extremely hard for a sniff er to 
make sense of any data he can pick up.

Th e HIPAA standards mentioned earlier in the chapter apply to a ll electronic 
transmissions of personally identifi able health care information, whether the trans-
mission is wired or wireless.

19.5 Case Studies
Earlier in this chapter, many diff erent types of hardware and software associated 
with various telemedicine kits were listed. However, not every telemedicine system 
uses every piece of equipment mentioned. Th is section of the chapter will look at 
some of t he s ystems t hat have been implemented by re searchers in w ireless te le-
medicine and explain why each system needs its particular subset of hardware and 
software.

19.5.1 Mobile Telemedicine Systems
Chu and Ganz implemented a portable, wireless telemedicine kit to be used in an 
emergency vehicle such a s a n a mbulance.1 Th ey named t heir i mplementation of 
this wireless telemedicine kit the teletrauma system. Th e teletrauma system is com-
posed of a teletrauma patient unit and a hospital unit.1

Th e teletrauma patient unit consists of a laptop or a tablet PC, connected digi-
tal devices for vital signs monitoring, portable ultrasound equipment, and a video 
camera.1 Th e teletrauma unit compresses the multiple multimedia streams from the 
attached peripherals and the video camera so that the amount of data that is sent 
can fl ow over the wireless l ink. In order to a lleviate congestion and a llow a ll the 
data streams to transmit information, diff erent transmission methods are applied 
to diff erent multimedia streams. Chu and Ganz use reliable Transmission Control 
Protocol (TCP) to send electrocardiogram (ECG) waveforms and images because 
TCP w ill en sure t he de livery o f t he d ata pa ckets. However, b ecause v ideos c an 
often tolerate some f rame loss, t he authors decided to i mplement u ser datagram 
packets (UDP) to transmit videos. Once the patient information is compressed and 
the transmission method is selected, the information is transmitted over a 3G wire-
less link and the Internet to reach the hospital unit.1

In this case, the hospital unit is not wireless. Th e hospital unit is simply a PC con-
nected to the Internet.1 Th e PC receives the information being sent by the teletrauma 
unit and decompresses the information according to the media type. Now, a remote 
physician can examine an ECG waveform, medical images, and real-time video.1

Th e authors believe that the teletrauma system can help reduce mortality and 
morbidity r ates by a llowing t he hospital to p repare for t he pat ient’s a rrival w ith 
prior knowledge of the patient’s diagnostics.1 Th e teletrauma system not only allows 
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the hospital to prepare for the arrival of the patient, but it also provides the emer-
gency medical technicians (EMTs) with a specialist’s advice before arriving at the 
hospital, which can improve the health care a pat ient receives in transit and thus 
improve the patient’s chance for a full recovery.1

Chu and Ganz also implemented a telepatient monitoring system. Th is  system 
provides around-the-clock health care monitoring while a patient lives at home or 
in another area covered by a 3G wireless network.1 Th e telepatient system requires 
the use of two networks. Th e fi rst network is a wireless PAN whose main function 
is to collect a patient’s medical data.1 Th e second network, the 3G network, trans-
mits the collected data to the health care provider.1 A PDA acts as a l ink between 
the two networks. Th e PDA gathers the medical information collected by the PAN, 
aggregates the data, and uses the 3G wireless network to t ransmit the data to the 
health care provider.1

19.5.2  Wireless Telemedicine Kit for Nursing 
Homes and Retirement Centers

Hackney built a wireless telemedicine kit for use in nursing homes and retirement 
centers.3 His goal for de signing t his k it was to p rovide w ireless te lemedicine for 
institutions that could not aff ord a conventional telemedicine system.3 Th e wireless 
telemedicine k it consisted of four key components: t ablet PC, connectivity solu-
tion, digital medical peripherals, and customized software.3

Th e tablet PC employed by Hackney has a ro tating screen that will fl ip down 
so that the operator can write on the screen as if writing on a pa d of paper. Some 
of the nice features of the tablet PC are that it is lightweight and easily transported, 
contains wired and wireless Ethernet interfaces, can easily connect to peripherals via 
a USB port, and can run any commercially available software.3

Hackney suggests using a broadband connection if a suitable connection exists. 
However, if the connection does not exist, the tablet PC can connect to a local area 
network (LAN) and send the information through the LAN if one is available.3 Th e 
type of Internet connection used often depends on what the specifi c institution can 
aff ord. However, this connection must be able to transmit at least 100 kbps to ensure 
a high-quality, real-time telemedicine session.3 He does suggest using the H.323 vid-
eoconferencing standard. H.323 is a newer videoconferencing standard that defi nes 
a suite of protocols for videoconferencing using Internet Protocol (IP).3

Digital peripherals are used in the kit to c ollect standard diagnostic informa-
tion.3 Th e kit uses USB connected Webcams with built-in microphones for the tele-
medicine consultation images. Th e Webcam allows the remote physician and the 
patient to interact while also being useful for minor diagnostic images.3 However, 
Hackney believes the k it should a lso contain a d igital still camera for diagnostic 
images that require a high-resolution image.3
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A superset of Windows XP is run on a tablet PC to allow for pen-based input-
ting.3 Th is operating system can run software written in .Net and is H.323 compli-
ant. Customized software for each institution might be needed, depending on the 
various forms the institution would like to employ. Th e suggested software would 
be able to view and collect data from the peripheral devices. It might also automate 
any standard forms used by the institution for medical consultations.3

Th is kit is designed to be mobile and portable. Th e mobility and portability will 
allow the kit to be taken into the patient’s room for the medical consultation.3

19.5.3 Wireless IP for Telemedicine
Zhao e t a l.4 i mplemented a w ireless te lemedicine k it o ver a w ide a rea n etwork 
(WAN), u sing t he RTB2400 w ireless router a nd IP te lephony software to b uild 
their system.

Th e router was confi gured to a wireless IP WAN topology. Th is topology pro-
vides a fl at connectivity between the nodes rather than a hierarchical connectivity. 
Having a fl at network topology will reduce bottlenecks between the sender and the 
receiver because there are multiple paths between the pair that packets can travel.4

Th e IP telephony software a llows the integration of voice traffi  c, images, and 
data.4 Some telemedicine systems would require a diff erent stream for each type of 
data being sent. By integrating these three multimedia data types, the number of 
streams being sent and received over the Internet can be signifi cantly lower than the 
number of streams implemented by other telemedicine kits.4

At least three routers and three IP telephony gateways a re required to i mple-
ment a minimum network with this hardware and software.4

19.5.4 LINCOS Project
Th e Little Intelligent Communities (LINCOS) project is an application of telemedi-
cine in developing countries.5 In the United States, there is an approximate doctor-
to-patient ratio of 1:200. However, in developing regions such as East Africa, where 
health care is trailing behind systems in industrialized nations, the doctor-to-patient 
ratio can be as high as 1:40,000.5 Th e LINCOS project began as a way to bring better 
health care to thousands of people who would not otherwise have access to a doctor.5

Th e LINCOS units a re built f rom recycled ISO c ontainers. Th e se containers 
are subdivided into three sections: a c omputer l ab, an information center, and a 
telemedicine center.5 Th e LINCOS unit is designed to be a digital town center. Th e 
computer lab is open to public use.5 Th e telemedicine station is where patients go to 
take part in a telemedicine consultation.

Because the LINCOS project i s a imed at de veloping countries, several i ssues 
need to be taken into consideration. First, many of the towns and villages where the 
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LINCOS units will be used either have limited or no electrical connectivity. If no 
electrical connectivity is available, the unit can be powered by an alternate energy 
source such as solar power or gasoline generator.5 A second issue is Internet connec-
tivity. It is likely that a village will not have either phone lines or a broadband con-
nection.5 When this is the situation, a Very Small Array Terminal (VSAT) antenna 
can provide satellite communication to the LINCOS unit.5

Th e telemedicine k it developed for this unit is similar to t he telemedicine k it 
for nursing homes designed by Hackney. It contains a large set of peripheral medi-
cal devices such as an electronic stethoscope, an ECG recorder, a medical imaging 
system, and devices for taking a pat ient’s blood pressure, temperature, and other 
measurements.5

Unlike the telemedicine kit designed by Hackney, this telemedicine kit does not 
run in real-time. Instead it uses the asynchronous store-and-forward method.5 Th e 
store-and-forward method is ideal for the LINCOS units because it is inexpensive 
to maintain.5 It is not always possible to make a remote appointment with a special-
ist, even for a telemedicine consultation; sometimes there are confl icting schedules 
between t he pat ient a nd t he do ctor.5 With the s tore-and-forward technique, an  
appointment with the remote physician is not necessary. Th e local physician can 
collect the patient’s medical data and store this data in a computer. At a convenient 
time, the local doctor can forward this data to a sp ecialist. Th e remote physician 
is then able to review the data at his convenience.5 After the remote physician has 
viewed the data, he can either give a diagnosis to the local doctor or he can ask the 
local doctor to perform further tests.5

19.6 Conclusions and Future Research
Telemedicine will become more common in the future. As protocols emerge that 
can ensure t he quality of s ervice a nd t he s ecurity of t he pat ient’s medical infor-
mation, m any o f t hese c onsultations w ill b e t aking p lace i n re al-time. R eliable 
real-time telemedicine technology will decrease the mortality rates associated with 
injuries that require a large amount of time in transit to a hospital.

Also, with the rise of home patient-monitoring technology, more patients will be 
sent home to recover from hospital visits. Th is technology will also become increasingly 
common as a monitoring device for individuals who suff er from chronic diseases.

Th ere are many areas of research open in wireless telemedicine. Some suggested 
areas are mobility issues of current wireless IP telephony, public to private network 
interconnectivity issues, performance, reliability, and the integration of 3G, IPv6, 
and signal process for certain applications.4 Sensor networks also contain areas of 
research; for example, secure protocols and secure functions are needed for a new 
system model design.7 Other areas of research in sensor networks are aggregation of 
data, energy effi  ciency, and possibly a hard-wired approach.7



388 � Mobile Telemedicine

Acknowledgment
Th e work was partially supported by the U.S. National Science Foundation (NSF) 
under grants CNS-0716211 and CNS-0716455.

References
 1. Y. Chu and A . Ganz, Mobile Telemedicine Systems Using 3G W ireless Networks, 

Business Briefi ng: U.S. Healthcare Strategies, 2–6, 2005.
 2. C.S. Pattichis, E. Kyriacou, S. Voskarides, M.S. Pattichis, R. Istepanian, and 

C.N. Schizas, Wireless Telemedicine Systems: An Overview, IEEE Antennas & Prop-
agation Magazine, 44, ED-2, 143–153, 2002.

 3. D. H ackney, W ireless Telemedicine fo r N ursing H omes a nd R etirement C enters, 
B.S. thesis, Dept. of Computer Science, University of Virginia, 2005.

 4. Y. Zhao, Y. Yagi, H. Juzoji, and I. Nakajima, A study of wireless IP for telemedicine, 
unpublished.

 5. A. Adler, A Cost-Eff ective Portable Telemedicine Kit for Use in Developing  Countries, 
M.S. thesis, Dept. Mechanical Engineering, Massachusetts Institute of Technology, 
2000.

 6. G. Fasol, Wireless telemedicine technology trends, unpublished.
 7. M. K im, T elemedicine: A n a pplication o f s ensor ne twork a nd i ts s ecurity, 

unpublished.
 8. Wikipedia, the Free Encyclopedia. 2006, November. Wireless Sensor Network. 

http://en.wikipedia.org/wiki/Sensor_network
 9.  Th e Free Dictionary. 2006. Telemetric, defi nition of telemetric by the Free Online Dic-

tionary, Th esaurus, and Encyclopedia. http://www.thefreedictionary.com/telemetric
 10. Eurotechnology, W ireless J apan 2 002 T radeshow ( Tokyo Bi gSite). R eport: 

http://www.eurotechnology.com/wirelessjapan2002/



389

Chapter 20

Telemedicine for 
Pervasive Healthcare

Quinton Alexander, Yang Xiao, and Fei Hu

CONTENTS
20.1 I ntroduction ....................................................................................390
20.2 Telemedicine for Pervasive Health Care ..........................................390
20.3 Medical Standards and Telemedicine ..............................................392
20.4 Applications and Emerging Technologies........................................393

20.4.1 Th e CodeBlue Infrastructure ..............................................393
20.4.2 Heart Monitoring by CardioNet ........................................394
20.4.3 Tele-Ultrasonography with OTELO ...................................394
20.4.4 Biomedical Sensor Networking Platforms...........................396
20.4.5 Next-Generation Network-on-Chip Protocol .....................398
20.4.6 Wireless LANs and Patient Monitoring ..............................399
20.4.7  Un-cooperation of Routers in Wireless 

Patient Monitoring .............................................................400
20.5 C onclusions ....................................................................................403
Acknowledgment ....................................................................................404
References ...............................................................................................404



390 � Mobile Telemedicine

Th is chapter provides a survey of telemedicine. Telemedicine deals with the applica-
tion of technology and telecommunication resources to t he practice of medicine. 
Th e m aterials su rveyed by t his c hapter provide a g eneral overview of t his topic. 
Th is survey touches on issues concerning patient monitoring, emergency services, 
standardization, a nd mobility. Several other a reas of interest a re covered includ-
ing reliability, routing concerns, implementation challenges, system analyses, and 
interoperability concerns.

20.1 Introduction
Th e average person has been to a health care facility or treated by a medical profes-
sional at least once in his or her lifetime. In fact many individuals visit a hospital 
or doctor’s offi  ce at least once a year for regularly scheduled examinations. Health 
care i s c learly an important a spect of the modern l ifestyle. Because of its impor-
tance to society the health care system must constantly be evaluated and improved 
to help continue its usefulness to t he society it supports. An eff ective health care 
system must provide reliable services and be responsive to the needs of the people 
it covers.

Telemedicine can be presented a s a m eans of improving current health prac-
tices. It is a concept born from the emergence of this new age of technology and can 
be seen as the next logical improvement on an ever-evolving industry. Telemedicine 
is the basis for a pervasive health care system. It can provide better quality of ser-
vice and reduced costs. Along with those improvements to the current system the 
increased effi  ciency will allow for the coverage of more individuals.

Several issues must be overcome to provide the benefi ts of telemedicine. A large 
number of concerns are centered on the use of wireless communication channels. 
Closely related is the application of sensor devices to the health care industry. Sys-
tem standards are also needed to establish interoperability between diff erent service 
providers and approved devices.

A couple of services have been implemented on a l imited basis and others are 
well along in the stages of testing. A communication platform named CodeBlue1,2 
attempts to a llow simple devices to operate in a decentralized manner that would 
support several types of services. An OTELO robot3 is being created to help medi-
cal experts give examinations to patients across long distances.

20.2 Telemedicine for Pervasive Health Care
Several challenges face the health care system of the United States and the world 
as a whole. Th e cost of health care is currently at 15% of the gross national product 
for the United States.4 Hospital errors account for 98,000 deaths each year in the 
United States.5 In a study conducted at the Hackensack University Medical Center 
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it was statistically determined that the health care industry would save nearly 140 
billion do llars ye arly t hrough t he i ncreased u tilization o f e xisting te chnologies.5 
Th e major issues aff ecting health care include rising costs, a shortage of qualifi ed 
workers, increases in the number of medical mishaps, and poor health coverage in 
rural and impoverished areas.6 Pervasive health care would improve productivity 
and allow for a wider range of medical services.6

Telemedicine h as b een d efi ned a s t he “ use o f a dvanced te lecommunication 
technologies to exchange health information and provide health care services across 
geographic, time, social, and cultural barriers” in Choi et al.5 Advances in wireless 
technologies have opened the door to a number of powerful medical applications.6 
A pervasive health care system would integrate mobile devices, wireless networks, 
and m iddleware i n w ays t hat w ould i mprove o n t he q uality a nd ava ilability o f 
medical services.6

Th e widespread deployment of wireless networks has been proposed as a way 
to i mprove c ommunication a mong pat ients, p hysicians, a nd o ther h ealth c are 
workers.6 Patients are often misdiagnosed because of the lack of complete and cor-
rect information at t he t ime of s ervice.6 In emergency situations t he individuals 
attending to a v ictim may lack experience with that particular situation and will 
often have no knowledge of the victim’s medical history.6 Being able to transmit 
a patient’s medical data will allow hospitals to be better prepared for the patient’s 
arrival. Specialists would a lso be able to m ake recommendations on a c ondition 
from miles away.6

Not only could updates on a patient’s condition be sent directly from the ambu-
lance, but paramedics and hospital staff  would be able to retrieve the patient’s medi-
cal records electronically and review information on drug allergies and pre-existing 
conditions.6 If a medical facility has a w ireless local area network, the doctors on 
staff  could use a small handheld device to review and update medical records. Phy-
sicians would also be able to transmit prescriptions directly to a pharmacy, which 
would save t ime and avoid er rors due to m isunderstood handwritings.6 By  c om-
bining WLANs and personal area networks a patient’s health could be monitored 
from most anywhere and workers quickly notifi ed of any status changes or emer-
gency s ervice n eeds. Th is w ould a llow m ore f reedom fo r n oncritical pat ients to 
move about the facility or even return home early and still be monitored by health 
care professionals.6

A pervasive health care system would allow for network- or even satellite-based 
positioning, which could help direct users to the nearest medical facility (even voice 
systems fo r b lind u sers). L ocating o rgan donors o r p eople w ith m atching b lood 
types, a nd pinpointing a ny other need becomes easier.6 Tracking services would 
help ensure that a pat ient who i s re stricted to a pa rticular a rea does not wander 
off  or is not accidentally removed from the location. Th is can be achieved through 
the use of radiofrequency IDs and network sensors.6 Emergency rooms and other 
restricted areas would benefi t from the ability to identify anyone entering a secure 
area without the proper ID.
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In e mergency s ituations, l ocation-based tr acking ca n h elp i dentify m ultiple 
reports of the same event and thus lower the burden on fi rst responders and pre-
vent multiple dispatches for the same emergency.6 Paramedics could be sent real-
time traffi  c data that would allow patients to be routed more effi  ciently.6 Increasing 
effi  ciency in t hese a reas would make i t possible to h andle more emergency c alls 
sooner.6

Pervasive access to medical data gives the patient the ability to provide insur-
ance data or medical history via a handheld device. Th is would save on the time 
needed to enter t he in formation ma nually.6 Alerts could be sent to a patient’s 
mobile device as a reminder to take prescribed medicines or to help keep up 
with appointments to see a doctor.6 Portable devices exist that can detect medi-
cal c onditions l ike pulse, b lood p ressure, a nd b reath a lcohol l evel. Th e device 
might also be confi gured to measure anxiety according to the patient’s keystroke 
patterns through the use of pervasive wireless networks; a ll of this information 
can be streamed to t he nearest health care provider.6 Health care organizations 
can help off set the patient’s cost of subscribing to a pervasive system by off ering 
small rebates and discounts.6 Th ese incentives would be based on a mobile device 
recording t he pat ient m aking healthy de cisions l ike e xercising or e ating nutri-
tious meals.

Wireless devices are currently being used in the health care industry on a small 
scale.6 M any o f t he c urrent s ystems i mplemented do n ot i nteroperate we ll. Th e 
creation and transition to a m ore pervasive health care infrastructure should not 
interfere with the basic operations of the current system.6 Consumers, health care 
providers, government entities, employers, and insurers have to be persuaded about 
the b enefi ts o f a p ervasive s ystem.6 Pervasive h ealth c are i nformation w ould b e 
subject to abuse by cyber-criminals or even corporations and insurance companies 
attempting to deny coverage to eligible individuals who may be considered too 
“risky.” Strict and well-defi ned guidelines regarding the storage and access rights of 
this information are necessary to limit misuse.6

20.3 Medical Standards and Telemedicine
Th e lack of standardization in telemedicine raises a number of questions regarding 
the integrity and security of data transfers. Most interoperability issues can be traced 
to the l ack of s tandardization in te lemedicine.5 Th e defi nition of a standard is “a 
document, established by consensus and approved by a re cognized body that pro-
vides, for common and repeated use, rules, guidelines, or characteristics for activities 
or their results, aimed at the achievement of the optimum degree of order in a given 
context” in Choi et al.5 Diffi  culty in creating a standardized telemedicine infrastruc-
ture could be linked to the disjointed use of standards in current medical systems.

An o rganization t hat cre ates s tandards fo r t he health c are i ndustry must b e 
accredited by the American National Standards Institute. Th ere are many  accredited 
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organizations, like Health Level 7; however, the U.S. Department of Health and 
Human Services (HHS) estimates that around 400 diff erent formats are used for 
health care related transactions. Consider the coding of drugs and biologics where 
the National Council for Prescription Drug Program uses the National Drug Code 
but most institutions and professionals use the Health Care Financing Administra-
tion Common Procedure Coding System.5

Standards concerning health care providers include the National Provider Iden-
tifi er (NPI) and the Health Industry Number. HHS established the NPI, a ten -
digit number that, once implemented, will be the only identifi er used in standard 
transactions. Based on t he current g rowth of s ervice providers t he NPI w ill not 
have to be adjusted for the next 200 years. Other unique identifi ers are being devel-
oped for both patients and physicians.5

Th e International Organization for Standardization made an attempt to so lve 
the interoperability problem in telemedicine. Th e group concluded that the defi ni-
tion of telemedicine is too broad, and more collaboration is needed between the 
information te chnology a nd t he te lecommunications i ndustries.5 P opular fo rms 
of telemedicine include “store-and-forward” and “two-way interactive.” Th e store-
and-forward technique (as the name suggests) gathers some information, stores it, 
and pa sses i t a long to so me other entity. With t wo-way i nteractive te chnologies 
each participant has a channel for communicating in real-time (e.g., videoconfer-
encing).5 Telemedicine practiced at J ohns Hopkins was u sed to p erform su rgery 
on a m an in Bangkok, Th ai land.5 As new medical standards l ike NPI are imple-
mented, they may provide insight into how the use of telemedicine can be better 
structured.

20.4 Applications and Emerging Technologies
20.4.1 The CodeBlue Infrastructure
Th e resource limitations of sensors pose challenges to the design of applications for 
such devices. Th e CodeBlue software infrastructure is designed to help deal with 
these challenges.1 CodeBlue integrates the sensors and other devices into a disaster-
response setting. It has the ability to provide ad hoc network formation and other 
things l ike re source d iscovery and network security.1 Initial te sting of CodeBlue 
involved t wo w ireless v ital si gn m onitors a nd a P DA-based ap plication fo r fi rst 
responders as well as a radiofrequency-based localization system.1

Sensor nodes are typically small devices with low power and low capability. A 
popular node design is the Mica2 developed at UC Berkeley. It uses a 7.3 MHz con-
troller with 4 kbps of RAM and 128 kbps of ROM. Th e Mica2 includes a Chipcon 
CC1000 single chip radio capable of operating as 77 kbps within a range of 30 m. 
Th e device is not much larger than the two AA batteries needed to power it and can 
run for weeks at constant power.1
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Many security issues cannot be handled by traditional means because rescue and 
other emergency personnel should not be required to type in passwords or take time 
logging i n d uring si tuations w here e very s econd c ounts.1 CodeBlue allows for the 
seamless transfer of credentials, so one health care worker can provide access rights 
to another during patient transport. Th is  handoff  is possible in the absence of a pre-
 existing relationship between the workers and without the exchange of d igital keys 
or certifi cates. Public encryption keys may be needed at certain times, so CodeBlue 
explores using elliptic curve cryptography (ECC). Th e ECC keys are smaller than their 
RSA equivalent and the current implementation can generate a key in 35 seconds.1

Th e CodeBlue localization system, called MoteTrack, is a decentralized approach 
using radiofrequency beacons and single-chip sensor nodes. Th e s ystem achieves 
an 80% accuracy for a den sity of 0.011 beacons/m2. Th is is close to t he accuracy 
provided by 802.11-based tracking systems but MoteTrack does not require a pow-
ered infrastructure. Cricket, an ultrasound-based system, achieves higher accuracy 
but requires a much higher beacon density. Th e MoteTrack system’s decentralized 
architecture can tolerate a large number of beacon failures.1

20.4.2 Heart Monitoring by CardioNet
Cardiovascular disease and stroke are the world’s leading causes of death, causing 
more than 30% of all deaths worldwide.7 Many of these deaths can be prevented by 
reliable monitoring and response systems.7 Th e electrocardiogram (ECG) signal is 
the most commonly used means for monitoring the heart, and the 12-lead ECG is 
the most reliable. It uses twelve signals taken from nine diff erent body sensors. Th is  
creates a large amount of data that must be recorded and fi ltered in parallel.7

Current heart monitoring systems are not able to p rovide high-level real-time 
computational analyses on the spot. Instead, data must be transferred to more pow-
erful devices for processing.7 A heart monitoring system developed by CardioNet 
transfers ECG re adings to a P DA where the readings are transmitted to a c entral 
server across a cellular phone connection.2

20.4.3 Tele-Ultrasonography with OTELO
Ultrasound scanning is a noninvasive method for providing clinical examinations.3 
Th e g rowing a cceptance o f te lemedicine h as a llowed te le-ultrasonography s ystems 
to emerge. Th ese systems make it possible for medical professionals to work together 
across great distances. A major drawback of current tele-ultrasonography systems is 
that although the equipment is portable enough, an expert must be on-site to operate 
the machinery. Removing this restriction will bring more widespread use of this eff ec-
tive examination technique.3 A new medical robotic system, mobile tele-echography 
using an ultra-light robot (OTELO), is designed to allow a medical ultrasound expert 
to perform examinations on remote pat ients. OTELO is funded by the European 
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Information Society Technologies. Its portability is a product of the robot’s increased 
degrees of freedom and its ability to use several diff erent communication modes.3

Th e OTELO system consists of three parts: the expert station, the patient sta-
tion, and the communication links.3 At the expert station, a medical worker oper-
ates a ps eudohaptic fi ctive probe. Th e probe is used to c ontrol the positioning of 
the robot. It is designed to mimic the same type of ultrasound probes that medical 
experts are used to handling.3 Th e communication links create the bridge between 
the expert a nd pat ient s tations. Th e robotic s ystem at t he pat ient s tation has si x 
degrees of freedom.3 Th is can emulate human hand movement in the X, Y, Z, and 
diagonal di rections.3 Th e robot i s de signed to b e l ightweight.3 Th e robot at t he 
patient station operates the ultrasound probe based on the instructions transmitted 
across the communication links by the medical worker at the expert station.3

Th e ultrasound probe used with the OTELO system can send ultrasound still 
images back the operator at the expert station.3 Th e most important information 
being t ransmitted on t he communication l inks a re t he robotic control d ata, t he 
ultrasound still images, and the medical ultrasound streaming data.3 Th e medical 
ultrasound s treaming data i s t he most demanding in terms of data-rate require-
ments.3 Th e remote robotic system and the expert station employ a force feedback 
system to aid in control of the fi ctive probe.3

Although most ultrasound scans do not require much communication between 
the patient and the examiner, the data stream must still give priority to vocal and 
even video communications.3 Th e amount of available bandwidth that is possible 
with 3G w ireless technologies c an support a si multaneous s treaming of the data 
needed to p erform the examination as well a s any video and verbal communica-
tions between the patient and doctor.3 In some cases the available bandwidth can-
not support this simultaneous streaming and so the system may need to e stablish 
a s et i nterval fo r pat ient–examiner c ommunications.3 A t l east 8 0% o f t he te sts 
performed u sing remote c ommunication methods h ave a chieved re sults t hat a re 
similar to those gathered from more conventional ultrasonography examinations.3

Th e 3G wireless communication platform can support either high or low mobility 
uses.3 Th e high-mobility platform can provide a data rate close to 150 kbps to a user trav-
eling at around 120 km/h.3 Low mobility can provide more than double the data rate 
of high mobility but the user must travel at a speed under 5 km/h. Indoor 3G use has a 
2 Mbps data rate.3 3G wireless connections can provide a number of services including 
videoconferencing, video streaming, Internet browsing, and application sharing.3

Videoconferencing diff ers from video streaming in that there is two-way traf-
fi cking of the voice and video data between end users.3 Application sharing allows 
a process running on one terminal to m ake use of the processing re sources pro-
vided b y t he s erver.3 Th e c ommunication b ottleneck i s i n t he u ploading at t he 
patient st ation.3 Th e pat ient s tation m ust s end t he u ltrasound s till i mages, t he 
ultrasound streaming data, the robot control data, and any other ambient sounds 
and video.3 OTELO traffi  c can be mapped to three of the quality-of-service clas-
sifi cations used by the Th ird Generation  Partnership Project for Universal Mobile 
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 Telecommunication Systems.3 Th e v ideo would use the “streaming” c lass, which 
maintains time relations, and the “conversational” class can be used for the ultra-
sound images because of their real-time requirements.3

Th e Eu ropean I nformation S ociety Technologies o rganization p erformed a n 
experiment to m easure t he en d-to-end s ystem p erformance o f OT ELO o ver a 
3G network.3 Th e experiment focused on average throughput and the end-to-end 
packet delay and jitter.3 Th e ultrasound scanner produced images at 13 fps. Video-
conferencing frames were (320 × 240) pixels and frames using the Quarter Com-
mon Intermediate Format had (176 × 1 44) pixel re solution.3 Video c ompression 
was performed using the H263 codec, which is designed for video coding for bit 
rates as low as 20 kbps.3 Th e expert station sent 16 bytes of robot control data at 70-
ms intervals.3 A laptop connected the patient station to the 3G terminal through a 
wireless network card.3 Tests were performed at diff erent times and using diff erent 
network load conditions.3 Using the Vodaphone 3G network, both the patient and 
expert stations were in situated in London, England, but at separate universities.3

Th e 3G implementation of OTELO used the Real-Time Protocol and the User 
Datagram Protocol.3 Th e RTP is an Internet standard for real-time applications, 
and UDP is typically used when video streams are transmitted on wireless links.3 
Robot control data was transmitted by UDP even though UDP does not provide 
reliable data transfer. Accurate robotic control at the patient station could be main-
tained as long as the minimal rate of packet loss was less than 0.5%.3 Although 
TCP provides re liable d ata t ransfer, t he TCP re transmissions would have intro-
duced unwanted delays.3

A complete ultrasound scan takes around four minutes.3 Th e tests showed that the 
expert station received 80% of its packets at 18.5 kbps and the other packets came in at 
over 50 kbps.3 Under good network conditions the expert side experienced no packet 
loss on the RTP stream, but loss reached 0.17% when the network was congested.3

Th e packets received at the expert station had a maximum delay of 0.3 sec; 50% of 
the received packets had 0.12-sec delay and 30% showed delays around 0.22 sec.3 As 
the delay increases video packets that are received beyond their play limit are counted 
as lost.3 Delay loss also ruins the ultrasound images by causing poor fps production.3

In networking, the round-trip time (RTT) is normally measured from the time 
a message is sent until the t ime an acknowledgment is received for that message. 
Delay is measured in a similar way for the OTELO system. RTT is seen between 
the t ime a ro bot c ontrol m essage i s s ent f rom t he e xpert si de a nd t he t ime t he 
patient side re sponds w ith u ltrasound s tream i mages.3 Packet sizes of 100, 200, 
300, 500, 1000, and 1400 bytes can be generated by the H263 video codec and all 
sizes were te sted for delay performance.3 Using the above RTT model, the maxi-
mum delay was found to be around 325 ms.3

20.4.4 Biomedical Sensor Networking Platforms
Many of the recent developments regarding the use of wireless sensor networks in 
pervasive patient monitoring systems have been for cardiac patients.2 Commercial 
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systems like the CardioNet mentioned earlier can transmit signals to a PDA, where 
they are then routed to a c entral server for review.2 Another wearable monitoring 
system called MITh ril, developed by Pentland, uses a PDA to capture ECG data, 
GPS position, skin temperature, and galvanic skin response.2 Still most of the wire-
less networks developed today are designed for tracking or environment  monitoring 
applications. Such systems include Intel’s iMote, UCC’s DSYS25, and also Berke-
ley’s Mica2 and Telos.2 Context-aware sensing platforms like  SmartITs and MITes 
exist but the integrated sensor design means that major platform changes are needed 
to support the inclusion of a physiological sensor.2

A fl exible operating system is needed to a llow for research extensions.2 A bio-
medical sensor network that was designed and implemented to address these con-
cerns is presented in Lo et al.2 Th e BSN hardware platform has a stackable design 
and can accommodate the inclusion of many diff erent types of sensors.2

Wireless communication in the system uses the 802.15.4 standard from IEEE 
and c an h andle c ontinuous c ontext a nd p hysiological s ensing.2 Patient s tatus i s 
monitored w ith w ireless physiological s ensors but re lying solely on t hese de vices 
can cause false detections.2 Changes in motion and s tress a rtifacts c an sudden ly 
change heart rate, and it is important to distinguish between changes due to things 
like exercise and issues like arrhythmia.2 Sensors that are context aware are used in 
the BSN to identify the clinically relevant situations.2 Like other wearable wireless 
monitoring systems the BSN uses a PDA to combine the data from the various sen-
sors and relay the information to a central server.2

Nodes i n t he B SN u se Texas I nstruments’ ( TI) 16-bit, l ow-power R educed 
Instruction Set processor with 60 kb of fl ash memory, 2 kb of RAM, 12-bit ADC, 
and 6 analog channels.2 Th e wireless module has a 50 -m range and a throughput 
around 250 kbps.2

It uses 512 kb of fl ash memory for data storage.2 Nodes run the TinyOS devel-
oped by UC Berkeley.2 TinyOS is an open source operating system that incorpo-
rated effi  cient energy usage and includes a modular set of software-building blocks 
to aid in code development.2 Files built into TinyOS are as small as 200 bytes.2 In 
this BSN the operating system takes sensor measurements, makes routing decisions, 
and controls power usage.2 Th is leaves TinyOS in charge of both the hardware and 
wireless network operations.2 Because the BSN used the low-power TI microcon-
troller, it only requires 0.01 mA of power in active mode and 1.3 mA when it is 
performing its most computationally demanding calculations.2 Nodes are 26 mm, 
which makes them practical as wearable devices.2 For this BSN architecture there 
are several wireless biosensors. Th is includes three-lead ECG, a two-lead ECG strip, 
and SpO2 sensors.2 Also included are accelerometers and temperature and humid-
ity sensors, which are used to provide context information for the biosensor data.2 
Context de tection i s ba sed on a S TSOM a nd B ayesian f ramework.2 A c ompact 
fl ash card is used with a PDA, so sensor signal can be gathered and reviewed with 
the PDA and routed to a c entral server i f needed.2 Transmitting the data would 
use a WiFi/GRPS network, and once it reaches the server it can be used for trend 
analysis and placed in long-term storage.2
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20.4.5 Next-Generation Network-on-Chip Protocol
Another t ype o f b iomedical s ensor n etwork i s b eing de veloped to d iscover i f 
nano-single-chip so lutions c an b e u sed e ff ectively i n c omputationally i nten-
sive biomedical applications.7 Like many of the other architectures mentioned, 
 monitoring the activity of the human heart is the main purpose of this platform.7 
Th e i mportance of t his i ssue c omes f rom not only t he l arge number of de aths 
attributed to cardiovascular disease and stroke, but also the fact the death rate is 
growing every year.7 Cardiovascular disease is also indiscriminate and unrelated 
to either gender or ethnicity.7 Th e architecture presented here uses the electrocar-
diogram signal because it is common in current practice and it is one of the most 
reliable techniques for revealing heart malfunctions.7

One of the challenges in this BSN is to analyze the very large amounts of ECG 
recorded data in parallel while keeping up with the hard-time deadlines of the real-
time requirements needed in l ife-critical systems.7 Another i ssue involves the mis-
match between the analysis techniques and the relatively high sampling frequency 
capable with most state-of-the-art sensors.7 Modern sensors do lack the ability to pro-
vide high-computational, real-time analysis at the patient’s location and this situation 
worsens for patients with mobility.7 Also diffi  cult to achieve is a wireless connection 
that is a lways functional and a lways connected but such features are important to 
life-critical applications because the related data cannot aff ord to be lost.7

Th e solution presented here will parallel-process the large biomedical compu-
tation o f t he 12-lead ECG o n a we arable n ano-multiprocessor n etwork-on-chip 
(NoC).7 Th e chip can transmit the full, raw ECG data when it is requested and the 
chip also is designed to send regular reports and secure alert signals when needed.7 
Raw electrocardiogram data has sizes in the megabyte range but the other reports 
can be handled with just a fe w bytes.7 Th e implementation follows a b iomedical 
requirement that sets the data chunks for the heart readings at 4 -second record-
ings.7 P rocessors a re c ommercial v ery-large-instruction-word DSPs a nd a re c on-
nected to off -the-shelf biomedical sensors.7

State-of-the-art biomedical sensors are characterized by increasing energy effi  -
ciency allowing longer lifetimes and higher sampling frequencies.7 Ma ny o f t he 
sensors available today can a lso connect and run wirelessly.7 Th e application pre-
sented in Khatib, Russo, and Naviev7 makes use of two types of networks. Th ere is 
a sensor network located on the patient’s body and an NoC, where the sensor sig-
nals are analyzed.7 Th e twelve-lead electrocardiogram produces data that can reach 
sizes up to hundreds of megabytes every hour.7 Physicians use the twelve-lead ECG 
not only because of its effi  ciency but also because this method allows the heart to be 
viewed in a three-dimensional form.7 With the heart viewable in three dimensions, 
it is possible to detect an abnormality and also pinpoint its location or position on 
the heart itself, giving increased insight towards treatment options.7

Each o f t he l eads c an s ense d ata i ndependently.7 In a 12-lead, each of the 
12 si gnals c an b e a ssigned to a d iff erent n anotechnology pr ocessor of  t he No C 
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 multiprocessor.7 With this model the number of leads could be increased beyond 
12 by adding more processing elements in the interconnected NoC platform.7 Read-
ing data continuously every 4 seconds emulates a sensor sending continuous data to 
an intermediate buff er that holds 4 seconds of data sampled at 1 KHz.7 Experiments 
run on this NoC platform were tested using sampling frequencies at 0.25, 1, and 10 
KHz.7 It can be noted that current noncommercial biomedical sensors reach their 
maximum sampling rate around 10 KHz.7 Th e application program module uses 
an autocorrelation function to calculate the period of the heartbeat. Th e function is 
used to show how much the heart signal resembles itself after a certain time lag.7

More t han o ne n etwork-on-chip i s n eeded to a nalyze t he si gnals a nd g ive 
reports. Th ere is a need for an effi  cient set of algorithms and protocols to intercon-
nect many diff erent NoCs.7 Consider the network-on-chip a self-governing system 
with private internal policies that are designed and implemented by the manufac-
turer.7 Th is NoC autonomous system uses its own unique address that is defi ned 
to be the NoC hardware address.7 Addressing the NoC in this way allows for two 
types of communication: (1) intra-chip communication, where some specifi c core 
p wants to interact with some specifi c core q on the same NoC; and (2) inter-chip 
communication, where a c ore p on one NoC can interact with some application 
located on a diff erent NoC autonomous system.7

Several d iff erent protocols exist for both the inter- and intra-communication 
mechanisms.7 One principle in intra-NoC communication is that diff erent NoCs 
can be connected either physically or wirelessly but should always use a main and 
a backup connection.7 Th e interoperability protocol developed for this particular 
NoC platform was created with C++.7 Its convergence time for identifying issues 
goes as high as 13.69 ms.7

20.4.6 Wireless LANs and Patient Monitoring
Th e eff ective monitoring of a patient must perform periodic transmissions of vital 
signs a nd a lert si gnals when re ading across t hresholds. Vital si gns u sed by t hese 
systems should include (but not be limited to) heart rate, blood pressure, and body 
temperature.8 Patient monitoring re quires c omprehensive w ireless n etworks t hat 
must be reliable, scalable, secure, and fast. Th ese networking systems must be able 
to utilize the network infrastructure effi  ciently so that a mobile monitoring device 
can operate in public or private wireless networks and ad hoc modes as well.4 An 
eff ective patient-monitoring solution must include a location tracker, and the abil-
ity to de al w ith i nterference a nd m essage c onfl icts.4 A m essage p riority sc heme 
must be implemented to ensure that emergency alert messages experience minimal 
delay due to network traffi  c.8

Wireless s ystems l ike Bl uetooth o r I EEE 8 02.11 c an p rovide d ata t rans-
fer r ates f rom s everal hundred k bps u p to a c ouple o f do zen M bps.8 Bl uetooth 
 networks would limit the number of users per piconet to eight. To allow for more 
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users/patients, multiple piconets may be used. Increasing the number of piconets 
also increases the amount of interference in ISM band.8

Th e ISM bands are reserved for unlicensed commercial use and are used in taxi 
services, police cars, CB radios, and many other areas. Th e most popular frequency is 
the 2.4-GHz range, which is also used by most wireless LANs. To limit interference 
and increase data transfer rates, patient-monitoring systems should consider using a 
wider bandwidth for their WLAN.4 One issue is the large number of patients that 
may be linked to a single provider. Th e amount of data generated by the frequent 
and necessary messages of a monitoring system may be overwhelming.4 Adding more 
machines helps to p ut off  large computational loads on computers, but a d iff erent 
solution is needed for the physician who simultaneously receives the heart rate read-
ings for dozens of patients.

Th e service area of most wireless access points is around 100 m and is aff ected 
by mobi lity and obstacles.4 Simple doors, walls, or windows can lower a w ireless 
signal by 30 to 90% as it passes through.4 Link quality varies over time and links 
can and will fail occasionally so that absolute uninterrupted connectivity cannot 
be g uaranteed a nd t he s ystem-monitoring re sources w ill need to c ope w ith t his 
without issuing premature emergency alerts.4

Th e throughput for a w ireless l ink is aff ected by things like distance and the 
number of users on a single access point. Th is makes it necessary to provide overlap-
ping wireless coverage that will also be spread over a wide area. Th e number of users 
per access point can also be limited to provide for better access.4 Multiple access 
points i n c lose p roximity c an i mprove c onnectivity b ut h aving s everal d iff erent 
wireless LANs in the same area can cause interference issues. Th ere is currently no 
way to claim an area for a particular LAN.4

While a w ireless signal is in transit it may be refl ected off  various objects and 
the receiver would get multiple copies of the same signal. Th e echoed signals are 
slightly shifted in time and overlap with the original, making decoding more dif-
fi cult. Higher data-speed rates mean smaller bits, and as the bits become smaller the 
echo shift interference becomes more signifi cant. Patient-monitoring wireless LANs 
must also contend with interference from microwave ovens and radar transmitters.4 
Most wireless LANs use Collision Sense Multiple Access with Collision Avoidance. 
Th is protocol uses diff erent types of messages and each message has to wait for the 
channel to be free before it can be transmitted. Th e wait time depends on the type 
of message being sent, and a lower wait time can be seen as a higher priority. Th is  
scheme can be used to minimize the delay on emergency alert messages.4

20.4.7  Un-cooperation of Routers in Wireless 
Patient Monitoring

All of the platforms introduced thus far have a ssumed that a ll of the routers a re 
cooperative, functioning properly, trustworthy, and supplied with enough power to 
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fi nd another device that can act as a router for forwarding messages to one or more 
health care institutions.9 Approaches to more realistic routing scenarios involving 
ad hoc networks designed for patient monitoring are presented in Varshney.9 In real 
life, routers can be trusted to work forever or always be cooperative.

Th e end-to-end delivery of messages carrying vital signs of patients will be neg-
atively a ff ected by t he f ailure or u ncooperation of routers.9 Th e impact of unco-
operative nodes i n w ireless pat ient monitoring c an be m inimized by u sing more 
persistent routing schemes.9 It is important to identify ways to reduce or eliminate 
the potential for router u ncooperation to en sure t he s afe monitoring of pat ients. 
Uncooperation between routers can be due to several diff erent issues. Some patients 
may just turn off  their devices that could act as routers for others or simply may not 
want their devices to act as routers for others.9 Some devices may experience failures 
related to h ardware, bat teries, and network access failures.9 Some devices may be 
programmed to save energy and may thus be unwilling to route packets for others 
in an ad hoc situation.9

Overcoming uncooperation can be handled in several diff erent ways. We can 
use persistence in transmissions involving the devices, which may eventually trans-
mit at a reduced power level if the device mobility results in a reduced distance to 
the next-hop.9 Th e routers can treat noncooperations as reduced device density for 
routing purposes.9 Th e networking protocols can use reliable multicast and reliable 
broadcast based routing schemes.9 Th e system could also be designed to detect and 
exclude noncooperative devices when planning routing paths as in the formation 
of a multicast tree.9

In multicast routing, patient information is sent to multiple but not all health 
care professionals. Th is requires creation of multicast tree or structure but the reli-
ability o f m essage de livery i s si gnifi cantly enhanced.9 B roadcast ro uting, w here 
patient information is sent in all directions to all nodes, will lead to the best reliabil-
ity of message delivery, but the resulting network traffi  c can be excessive. Reliable 
multicast and reliable broadcast utilize a persistent transmission of patient informa-
tion, and thus these can lead to a si gnifi cantly better reliability performance than 
multicast and broadcast and thus may be more suitable when failed or uncoopera-
tive devices exist in the network.9

Th e ad hoc networks are autonomous and decentralized networks where mul-
tiple diff erent entities may be involved. Some routers could be selfi sh, or misbehav-
ing, a s far a s routing of messages a re concerned.9 Th ese routers may not want to 
forward messages f rom other devices a s this consumes some of their energy and 
processing resources.9 Some routers may be inclined to go to energy-conservation 
mode, and thus not be able to receive and route messages.9 Energy levels of diff erent 
nodes may be used in deciding best routes, and some selfi sh nodes may under-report 
their current levels of available power to receive fewer messages for routing.9

Techniques for reducing noncooperation among routers include off ering incen-
tives, utilizing social considerations, and simply forcing routers to cooperate.9 It may 
be necessary to make proper routing a prerequisite for maintaining  membership in 



402 � Mobile Telemedicine

a patient-monitoring ad hoc network.9 Member devices that do not route a certain 
number of patient-monitoring messages would consequently be removed from the 
group.9 To en courage c ooperation f rom ro uters, i ncentives c an b e off ered.9 Th e 
incentives could range from payments for routing to higher priority for their future 
messages.9 P ayments fo r ro uting c ooperation c ould i nclude p rocessing a nd n et-
working resources, which can be used later for transmission of their own packets.9 
Priority-based forwarding, where messages from a de vice are forwarded based on 
the history of cooperation from that device9 and a router forwarding an emergency 
message will receive a considerable high priority for future transmission.9

Th e addition of i ncentives m ight l ead to c ompetition a mong routers for for-
warding certain patient monitoring messages.9 Devices that recently joined an ad 
hoc network would be given a default priority and devices that fail and rejoin would 
have a lowered priority to act as a deterrent against devices that claim a false failed 
status to avoid routing patient monitoring messages.9 Also social incentives can be 
utilized. A device can be set up to route messages of your friends.9 Some patients 
may be more willing to h ave their devices act as routers for forwarding messages 
as an act of charity.9 Factors like reputation can also be used to obtain cooperation 
from routers.9 Th ere has been work done on reputation-based systems, where nodes 
detect selfi sh nodes by using second-hand information and then work to isolate the 
selfi sh nodes f rom the network.9 Reputation-based schemes must be careful that 
rumors and false readings do not result in the isolation of a cooperating node.9

Th ese are some of the assumptions that are used by this system in order to ensure 
the t ractability a nd m anageability o f t he m odel.9 Th e en d-to-end pat h b etween 
patients a nd health c are professionals i s ba sed on pure ad hoc networks. Th is  is 
more complex than that in practice where a combination of wireless LANs and ad 
hoc networks could be used, and thus it is likely to underestimate the end-to-end 
performance.9 Also all devices have equal power budget, or range, and processing 
power. Th is simplifying assumption will overestimate the performance as devices 
are likely to be diverse in power budget.9 Furthermore, the devices are uniformly 
distributed in the service area.9 Th is is a simplifying assumption as in real-life more 
patients w ill be c lustered.9 Finally, t he u ncooperative a nd f ailed routers a re r an-
domly distributed and lead to a reduced density of routers for message forwarding.9 
In practice, failure and uncooperation may be co-related.9

Th e parameters used in deriving performance results for 4 routing schemes were 
300 patients, 3 health care professionals, and 18 cooperating devices.9 For multicast 
based routing, the number of routes was 9 and for broadcast-based routing the num-
ber of routes was 45. Th e number of attempts used by reliable broadcast and reliable 
multicast was two. Th e reliability of message delivery was measured by varying the 
level of noncooperations and failures.9 Higher degrees of failures and noncoopera-
tion aff ect the reliability of message delivery for multicast routing.9 It was assumed 
that failures and noncooperation are mutually exclusive, where these two factors will 
have a cumulative eff ect on the probability of message delivery.9
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When vital signs are in the normal range, 98% reliability is acceptable but the 
reliability must be improved for handling emergency situations.9 When the number 
of misbehaving routers is decreased, the reliability of the ad hoc system approaches 
100%.9 Th e test showed that persistent routing techniques were able to overcome 
a high degree of router failures.9 Four schemes were used and it was observed that 
it may be useful to a llow devices to switch between schemes to create a more bal-
anced system.9

20.5 Conclusions
Recent advances in technology have opened up ways to improve upon the health 
care sy stem. Th e u se o f te lemedicine w ill p rovide h igher-quality s ervice a nd 
increased effi  ciency to the practice of medicine. Emergency and critical response 
professionals c an b e g iven i mmediate a ccess to a we alth o f v ital i nformation. 
Having accurate patient information on hand will save time and reduce the num-
ber of medical er rors. Telemedicine will a lso make it easier to p rovide medical 
services to remote locations. Th ere are several new services being developed for 
use in the fi eld of telemedicine. CodeBlue is an infrastructure that can provide 
fi rst responders with tools that will raise their success rate and make their jobs 
safer. Accurate heart monitoring services are being developed by CardioNet. Th is  
technology will help reduce the impact of the number one cause of death in the 
world. Ultrasound is used as a noninvasive and safe means of performing medi-
cal diagnoses. Th e OTELO robot will remove the need for u ltrasonography to 
be performed by an on-site expert and such diagnoses can then be provided to a 
wider range of individuals. Patient monitoring is a necessity and keeping a watch-
ful eye on a l arge number of patients can be physically overwhelming. Wireless 
networking devices that a re readily ava ilable can make the process much more 
effi  cient.

With the development of new products from telemedicine, there is a g rowing 
need to develop standards for the fi eld. Standards will improve reliability and allow 
the interoperability of the various diff erent services being created. Current medical 
standards for things like prescription medicine are so complex and disjointed that 
it b ecomes e ven mor e d iffi  cult to  d evelop t elemedicine s tandards. Ne w me dical 
standards are being implemented by the U.S. government and will help to structure 
the use of information better across the health care system.

Health care services play an important role in the lives of most of the world’s 
population. Th e need for c onstant, re liable s ervice has cre ated a si tuation where 
service costs rise at h igh rates while service quality tends to decline. Th e industry 
makes eff orts to p rovide service to more individuals using fewer qualifi ed profes-
sionals. Telemedicine is a means of lowering costs and expanding coverage without 
losing health care quality.
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